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Introduction

The present methodological guidelines are intended to develop the skills of
reading and translating technical texts in the field of Information Systems.

Methodological guidelines can be used both in practical lessons and in the
practice of self-study assignments in order to form the foreign language professional
competence of students — bachelors of the specialty 5B070300.

The material includes professionally oriented texts, exercises and assignments
for mastering terms in the specialty Information Systems.

In these texts, you will see how real global businesses use technology and
information systems to increase their profitability, improve their customer service,
and manage their daily operations. In other words, you will learn how information
systems provide the foundation for modern business enterprises.

The goal of the methodological guidelines is to teach the students, how to use
IT to master their current or future jobs and to help ensure the success of their
organization. We concentrate on placing information systems in the context of
business, so that you will more readily grasp the concepts presented in the text.

Methodological guidelines are convenient to use for self-study assignments
under the teacher supervision and for extracurricular activities.



Unit 1

Memorize the words

reference — ccplaka (Ha KOro-J1. / 4To-J1.); ynoMHHaHue (0 KOM-JI. / 4éM-J1.)
complementary — 106aBOYHBIH, JONOJTHUTEIBHBIHN, KOMILIEMCHTAPHBIH
emphasis — akIieHT; yapeHue; BbIJCIICHIE; 0 T4epKUBaHue; dSMbaza
distinction — pazauuue, pacnoznasanue

capturing — 1) coop (Harp., JTaHHBIX ), 2) 3axBaT ((HAMp., KaHAIA CBS3H))
semi-formal — mosryodumansHeii, moxypopmManbHbIi

primary focus —nepenauii gpokyc

Exercise 1. Give a written translation of the text into Native language.

Exercise 2. Give the Russian variant of the following expressions:
organizational system designed to collect, store and distribute information,
information systems are composed, the aforementioned communication networks, a
clear distinction between information systems, alter argues for advantages of
viewing an information system, information systems inter-relate with data systems.

Exercise 3. Answer the questions.

1. What is an Information system?

2. What are the functions of the information and communication technology?

3. What can you say about distinction between information systems,
computer systems, and business processes?

4. What is work system?

5. What can an information system also be considered?

Text 1. Retell the text.
Information system

An Information system (1S) is a formal, sociotechnical, organizational system
designed to collect, process, store and distribute information. In sociotechnical
perspective, information systems are composed by four components: task, people,
structure (or roles), and technology. Information systems can be defined as an
integration of components for collection, storage and processing of data of which
the data is used to provide information, contribute to knowledge as well as digital
products.

A computer information system is a system composed of people and
computers that processes or interprets information. The term is also sometimes used
to simply refer to a computer system with software installed.

Information Systemsis an academic study of systems with a specific
reference to information and the complementary networks of hardware and software
that people and organizations use to collect, filter, process, create and also distribute
data. An emphasis is placed on an information system having a definitive boundary,
users, processors, storage, inputs, outputs and the aforementioned communication
networks.
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Any specific information system aims to support operations, management and
decision-making. An information system is the information and communication
technology (ICT) that an organization uses, and also the way in which people
interact with this technology in support of business processes.

Some authors make a clear distinction between information systems,
computer systems, and business processes. Information systems typically include an
ICT component but are not purely concerned with ICT, focusing instead on the end-
use of information technology. Information systems are also different from business
processes. Information systems help to control the performance of business
processes.

Alter argues for advantages of viewing an information system as a special
type of work system. A work system is a system in which humans or machines
perform processes and activities using resources to produce specific products or
services for customers. An information system is a work system whose activities are
devoted to capturing, transmitting, storing, retrieving, manipulating and displaying
information.

As such, information systems inter-relate with data systems the one hand and
activity systems on the other. An information system is a form of communication
system in which data represent and are processed as a form of social memory. An
information system can also be considered a semi-formal language which supports
human decision making and action.

Information systems are the primary focus of study for organizational
informatics.

Unit 2

Memorize the words

to meet the needs — yoBeTBOPSATH OTPEOHOCTH

transaction processing system (TPS) — cuctema 00paOOTKH TpaH3aKIHMiA

decision support systems — cuctema o AePIKKK MIPUHSATHUS PEIICHUH

knowledge management systems — cuctema ynpaBieHus1 3HaHHEM

database management systems — cucrtema ympaBiieHHS 0a30# JaHHBIX;
crcTeMa yIpaBieHHs 0a3aMH JaHHBIX

malleable — rubko pearupyroiinii Ha BO3JACHCTBHE PEKIaMbl; THOKHM

chief information officer — nmupekrop mno wuHGOpPMANUU (PYKOBOIUTEIH
KOMITAaHWH, KOTOPBI OTBEYaeT 3a co3MaHHe W (DYHKIMOHUPOBAHHE CHCTEMBI
XpaHEHUs U MCITOJIb30BaHMsI HH(GOPMAIMK BHYTPH KOMIIAHHH)

chief executive officer — raBHbI UCTIOTHUTENBHBIA TUPEKTOP, MECHEDKEPHI
BBICIIIETO 3BEHA, PYKOBOIUTEIN KOPIIOPAILIUI M KPYITHBIX KOMITAHHH

chief operating officer — (ry1aBHbIit) ONEPAIMOHHBIA AUPEKTOP, AUPEKTOP IO
HPOU3BOJICTBY

feedback — oOparHast CBsI3b, CBSI3b TPOM3BOIUTEISA C TOTPEOHTEICM,
uHbopMaIus OT MOTpeOUTENS

machine-readable — mamuHoYMTaEMBIN, MAITUHHO-CYNUTHIBAE MBI
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Exercise 1. Give a written translation of the text into Native language.
Exercise 2. Make up 10 questions about the text and let your neighbor answer
them, then change parts.

Text 2. Retell the text.
System view of information system

Mark S. Silver (1995) provided two views on IS that includes software,
hardware, data, people and procedures. Zheng (Y>xen) provided another system view
of information system which also adds processes and essential system elements like
environment, boundary, purpose, and interactions.

The Association for Computing Machinery defines “Information systems
specialists focusing on integrating information technology solutions and business
processes to meet the information needs of businesses and other enterprises.”

There are various types of information systems, for example: transaction
processing systems, decision support systems, knowledge management systems,
learning management systems, database management systems, and office
information systems. Critical to most information systems are information
technologies, which are typically designed to enable humans to perform tasks for
which the human brain is not well suited, such as: handling large amounts of
information, performing complex calculations, and controlling many simultaneous
processes.

Information technologies are a very important and malleable resource
available to executives. Many companies have created a position of chief
information officer (CIO) that sits on the executive board with the chief executive
officer (CEO), chief financial officer (CFO), chief operating officer (COO), and
chief technical officer (CTO). The CTO may also serve as CIO, and vice versa. The
chief information security officer (CISO) focuses on information security
management.

The six components that must come together in order to produce an
information system are: (Information systems are organizational procedures and do
not need a computer or software, this data is erroneous, i.e., an accounting system in
the 1400s using a ledger and ink utilizes an information system).

Hardware: The term hardware refers to machinery. This category includes
the computer itself, which is often referred to as the central processing unit (CPU),
and all of its support equipment. Input and output devices, storage devices and
communications devices are support equipment.

Software: The term software refers to computer programs and the manuals (if
any) that support them. Computer programs are machine-readable instructions that
direct the circuitry within the hardware parts of the system to function in ways that
produce useful information from data. Programs are generally stored on some
input/output medium, often a disk or tape.
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Data: Data are facts that are used by programs to produce useful information.
Like programs, data are generally stored in machine-readable form on disk or tape
until the computer needs them.

Procedures: Procedures are the policies that govern the operation of a
computer system. “Procedures are to people what software is to hardware” is a
common analogy that is used to illustrate the role of procedures in a system.

People: Every system needs people if it is to be useful. Often the most
overlooked element of the system is the people, probably the component that most
influence the success or failure of information systems. This includes “not only the
users, but those who operate and service the computers, those who maintain the
data, and those who support the network of computers.”

Feedback: it is another component of the IS, that defines that an IS may be
provided with feedback (Although this component isn't necessary to function).

Data is the bridge between hardware and people. This means that the data we
collect is only data until we involve people. At that point, data is now information.

Unit 3

Memorize the words

transaction processing systems — cucreMa 00pabOTKH TpaH3aKIUit

data warehouses — opranu3zarusi HHGOPMAITHOHHBIX XPaHWIIUIII

enterprise resource planning — ruianupoBaHue OU3HEC-PECYPCOB

expert systems — sKCrepTHbIE CUCTEMBI

search engine — mouckoBas MoJICUCTEMa; CEpBEpP MOUCKA; MEXaHHU3M MTOMCKA

office automation — aBromaru3zanus ynpapieHUIECKUX padoT

computer-based information systems — aBTOMAaTHU3HPOBAHHAS
UH(POPMAIIMOHHAS CUCTeMa, (KOMITBIOTEPU3NPOBAHHBIN )

pillars — mumspsr

dashboard — wuHCTpymMeHTanbHas TaHe b, NPUOOpPHAS IMAHENIb, MaHEIb
puOOPOB, MPUOOPHBIN MUTOK

supply chain management system — yrpasieHue mOCTaBIIUKaMU

to duplicate the work — ny0aupoBath paboTy, pa3MHOKATh JTOKYMEHTBI

forecast — nmpeaBUACTh, MPEABOCXHINATD, IIPEICKA3HIBATh

revenues — moxon

suggest [so'dzest] — npetaraTh, cCoBETOBAThH

Exercise 1. Give a written translation of the text into Native language.

Exercise 2. Make up 10 questions about the text and let your neighbor answer
them, then change parts.

Text 3. Retell the text.



Types of information system

Executive
Executive
Information
Systems
Senior
Managers Decision Support
Systems
Middle Management Information
Managers Systems
Workers Transaction Processing Systems

Figure 1

The “classic” view of Information systems found in the 1980s was a pyramid
of systems that reflected the hierarchy of the organization (Fig. 1), usually
transaction processing systems at the bottom of the pyramid, followed by
management information systems, decision support systems, and ending with
executive information systems at the top. Although the pyramid model remains
useful since it was first formulated, a number of new technologies have been
developed and new categories of information systems have emerged, some of which
no longer fit easily into the original pyramid model.

Some examples of such systems are:

o data warehouses;
enterprise resource planning;
enterprise systems;
expert systems;
search engines;
geographic information system;
global information system;
office automation.



A computer (based) information system is essentially an IS using computer
technology to carry out some or all of its planned tasks. The basic components of
computer-based information systems are:

e Hardware — these are the devices like the monitor, processor, printer, and
keyboard, all of which work together to accept, process, show data, and
information.

e Software — are the programs that allow the hardware to process the data.

e Databases — are the gathering of associated files or tables containing
related data.

e Networks — are a connecting system that allows diverse computers to
distribute resources.

e Procedures — are the commands for combining the components above to
process information and produce the preferred output.

The first four components (hardware, software, database, and network) make
up what is known as the information technology platform. Information technology
workers could then use these components to create information systems that watch
over safety measures, risk and the management of data. These actions are known as
information technology services.

Certain information systems support parts of organizations, others support
entire organizations, and still others, support groups of organizations. Recall that
each department or functional area within an organization has its own collection of
application programs or information systems. These functional area information
systems (FAIS) are supporting pillars for more general IS namely, business
intelligence systems and dashboards. As the name suggests, each FAIS supports a
particular function within the organization, e.g.: accounting 1S, finance IS,
production-operation management (POM) IS, marketing IS, and human resources
IS. In finance and accounting, managers use IT systems to forecast revenues and
business activity, to determine the best sources and uses of funds, and to perform
audits to ensure that the organization is fundamentally sound and that all financial
reports and documents are accurate. Other types of organizational information
systems are FAIS, Transaction processing systems, enterprise resource planning,
office automation system, management information system, decision support
system, expert system, executive dashboard, supply chain management system, and
electronic commerce system. Dashboards are a special form of IS that support all
managers of the organization. They provide rapid access to timely information and
direct access to structured information in the form of reports. Expert systems
attempt to duplicate the work of human experts by applying reasoning capabilities,
knowledge, and expertise within a specific domain.

Unit4

Memorize the words
Implementation — BBo B paboTy; BOILIOMICHUE, peaTru3aIius

9



maintenance — copep)kaHue U TEXHHYECKOE OOCIY)XMBAHHE, YXOJI; TEKYIIUt
PEMOHT

enabling — maromuii BO3MOKHOCTh (CI€JaTh YTO-II.); MO3BOJISIONIME (Y4TO-11.);
CIIOCOOCTBYIOITUN

ongoing research — mpoBoIMMbIE B HACTOSIICE BPEMsI UCCIICIOBAHUS

accomplished [o'kamplift] —mocTurmii coBepieHcTBa, HCKYCHBIN

outsourcing ['aut so:sim] — ayTCOPCHHT (nepedaua He3asucUMomy nOOPIOUUKY
HEeKOmopwvix OusHec-yHKyull uiu yacmei OUsHec-npoyecca npeonpusimusi)

to disseminate information / new ideas / news — pacnpocTpaHsTh
uHpopmanuto / HoBbIe uaen / HOBOCTH

impending disaster — npuGmmkaromasics / HaaBuraromniascs oeaa

emerging information systems — pasBuBaroruiics HHGOpPMaIIMOHHAS CHCTEMa

Exercise 1. Determine which part of speech the words belong to.

application, to develop, systematically, recent, research, geographical,
specific, theoretical, foundation, emphasizes, functionality, design.

Exercise 2. Give a written translation of the text into Native language.

Text 4. Retell the text.
Information system development

Information technology departments in larger organizations tend to strongly
influence the development, use, and application of information technology in the
business. A series of methodologies and processes can be used to develop and use
an information system. Many developers use a systems engineering approach such
as the system development life cycle (SDLC), to systematically develop an
information system in stages. The stages of the system development lifecycle are
planning, system analysis, and requirements, system design, development,
integration and testing, implementation and operations, and maintenance. Recent
research aims at enabling and measuring the ongoing, collective development of
such systems within an organization by the entirety of human actors themselves. An
information system can be developed in house (within the organization) or
outsourced. This can be accomplished by outsourcing certain components or the
entire system. A specific case is the geographical distribution of the development
team (offshoring, global information system).

A computer-based information system, following a definition of Langefors, is
a technologically implemented medium for:

» recording, storing, and disseminating linguistic expressions,

« as well as for drawing conclusions from such expressions.

Geographic information systems, land information systems, and disaster
information systems are examples of emerging information systems, but they can be
broadly considered as spatial information systems. System development is done in
stages which include:

10



Problem recognition and specification.
Information gathering.

Requirements specification for the new system.
System design.

System construction.

System implementation.

Review and maintenance.

As an academic discipline

The field of study called information systems encompasses a variety of topics
including systems analysis and design, computer networking, information security,
database management, and decision support systems. Information management
deals with the practical and theoretical problems of collecting and analyzing
information in a business function area including business productivity tools,
applications programming and implementation, electronic commerce, digital media
production, data mining, and decision support. Communications and
networking deals with telecommunication technologies. Information systems
bridges business and computer science using the theoretical foundation of
information and computation to study various business models and related
algorithmic processes on building the IT systems within a computer science
discipline. Computer information systems (CIS) is a field studying computers and
algorithmic processes, including their principles, their software and hardware
designs, their applications, and their impact on society, whereas IS emphasizes
functionality over design.

Several IS scholars have debated the nature and foundations of Information
Systems which have its roots in other reference disciplines such as Computer
Science, Engineering, Mathematics, Management Science, Cybernetic, and others.
Information systems also can be defined as a collection of hardware, software, data,
people, and procedures that work together to produce quality information.

Unit 5

Memorize the words

scope —Maciirta0, npejaen, pasmax; chepa, 00JacTh 1eUCTBUS

distinct — otaenbHBIN; 0COOBIN, HHIUBUIYATbHBINA; OTIUYHBIN

differentiating — nuddepenupyromuii, pa3audarommi

meaningful — cymiecTBeHHbIH; 3HAYANTUI; 3HAYUTETbHBIN

to possess dignity — obmagaTh 4yBCTBOM COOCTBEHHOTO JIOCTOMHCTBA

scientific approach — Hay4HBI# OIX0/

prevents somebody from doing something — momemars / He 1aTh KOMY-TH00
YTO-TU0O0 CIENaTh

11



Exercise 1. Think of questions to the following sentences.

1) Information systems are distinct from information technology (IT) in that
an information system has an information technology component that interacts with
the processes’ components.

2) The term information systems are also used to describe an organizational
function that applies IS knowledge in the industry, government agencies, and not-
for-profit organizations.

3) One problem with that approach is that it prevents the IS field from being
interested in non-organizational use of ICT, such as in social networking, computer
gaming, mobile personal usage, etc.

4) This approach, based on philosophy, helps to define not just the focus,
purpose, and orientation, but also the dignity, destiny and, responsibility of the field
among other fields.

Exercise 2. Give a written translation of the text into Native language.

Text 5. Retell the text.
Related terms

In a broad scope, the term Information Systems is a scientific field of study
that addresses the range of strategic, managerial, and operational activities involved
in the gathering, processing, storing, distributing, and use of information and its
associated technologies in society and organizations. The term information systems
are also used to describe an organizational function that applies 1S knowledge in the
industry, government agencies, and not-for-profit organizations. Information
Systems often refers to the interaction between algorithmic processes and
technology. This interaction can occur within or across organizational boundaries.
An information system is a technology an organization uses and also the way in
which the organizations interact with the technology and the way in which the
technology works with the organization's business processes. Information systems
are distinct from information technology (IT) in that an information system has an
information technology component that interacts with the processes’ components.

One problem with that approach is that it prevents the IS field from being
interested in non-organizational use of ICT, such as in social networking, computer
gaming, mobile personal usage, etc. A different way of differentiating the IS field
from its neighbor is to ask, "Which aspects of reality are most meaningful in the 1S
field and other fields? This approach, based on philosophy, helps to define not just
the focus, purpose, and orientation, but also the dignity, destiny and, responsibility
of the field among other fields.

Unit 6

Memorize the words
decision-making — npuHsTHE peIIeHUS
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Project Management — mpoeKTHbIN MEHEHKMEHT, YIIPABJICHUE IIPOCKTOM

a commercial enterprise — koMmmMepuYecKoe MPEANPUATHE

executive — aJMHUHHUCTpPATOp, OTBETCTBEHHBIH pPAOOTHUK [COTPYAHHUK],
PYKOBOJICTBO, PYKOBO/ISIIIECE 3BEHO

Exercise 1. Make up a list of new terms you can find in the text. Translate
them into Native language.
Exercise 2. Read the text. Translate it into Native language.

Text 6. Retell the text.
Career pathways

Information Systems workers enter a number of different careers:
e Information System Strategy.
e Management Information systems — A management information system
(MIS) is an information system used for decision-making, and for the coordination,
control, analysis, and visualization of information in an organization.
e Project Management — Project management is the practice of initiating,
planning, executing, controlling, and closing the work of a team to achieve specific
goals and meet specific success criteria at the specified time.
o Enterprise Architecture — A well-defined practice for conducting
enterprise analysis, design, planning, and implementation, using a comprehensive
approach at all times, for the successful development and execution of strategy.
IS Development.
IS Organization.
IS Consulting.
IS Security.

e |S Auditor.

There is a wide variety of career paths in the information systems discipline.
"Workers with specialized technical knowledge and strong communications skills
will have the best prospects. Workers with management skills and an understanding
of business practices and principles will have excellent opportunities, as companies
are increasingly looking to technology to drive their revenue.

Information technology is important to the operation of contemporary
businesses; it offers many employment opportunities. The information systems field
includes the people in organizations who design and build information systems, the
people who use those systems, and the people responsible for managing those
systems. The demand for traditional IT staff such as programmers, business
analysts, systems analysts, and designer is significant. Many well-paid jobs exist in
areas of Information technology. At the top of the list is the chief information
officer (C10).

The CIO is the executive who is in charge of the IS function. In most
organizations, the CIO works with the chief executive officer (CEQO), the chief
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financial officer (CFO), and other senior executives. Therefore, he or she actively
participates in the organization's strategic planning process.

Unit7

Memorize the words

behavioral science — nayka o nmoBexeHun

propose [pro'pauz] — mpemarath; BHOCUTH MPEIIOKESHNE

framework — ctpykTypa; obmas cxema

domain of study — oGmacte u3ydeHus

proposition — 3asBieHHe, IPEIIOJI0KEHUE, IIJIaH, MPOSKT, 33/1a4a

represent [ repri'zent] — npeacTaBisiTh; H300paXath; OTOOpaXkaTh; 03HAYATH

Exercise 1. Read the text and find sentences where the following terms are
used. Translate them: scientific paradigms, boundaries of human and organizational
capabilities, researching different aspects of Information Technology, statements
expressing relationships, theorize and justify theories about IT artefacts, applicable
in practice.

Exercise 2. Read the text. Translate it into Native language.

Text 7. Retell the text.
Research

Information systems research is generally interdisciplinary concerned with
the study of the effects of information systems on the behavior of individuals,
groups, and organizations. Alan R. Hevner (2004) categorized research in IS into
two scientific paradigms including behavioral science which is to develop and
verify theories that explain or predict human or organizational behavior and design
science which extends the boundaries of human and organizational capabilities by
creating new and innovative artifacts.

Salvatore March and Gerald Smith proposed a framework for researching
different aspects of Information Technology including outputs of the research
(research outputs) and activities to carry out this research (research activities). They
identified research outputs as follows:

1. Constructs which are concepts that form the vocabulary of a domain. They
constitute a conceptualization used to describe problems within the domain and to
specify their solutions.

2. A model which is a set of propositions or statements expressing
relationships among constructs.

3. A method which is a set of steps (an algorithm or guideline) used to
perform a task. Methods are based on a set of underlying constructs and a
representation (model) of the solution space.

4. An instantiation is the realization of an artefact in its environment.

Also research activities including:

14



1. Build an artefact to perform a specific task.

2. Evaluate the artefact to determine if any progress has been achieved.

3. Given an artefact whose performance has been evaluated, it is important to
determine why and how the artefact worked or did not work within its environment.
Therefore, theorize and justify theories about IT artefacts.

Although Information Systems as a discipline has been evolving for over 30
years now, the core focus or identity of IS research is still subject to debate among
scholars. There are two main views around this debate: a narrow view focusing on
the IT artifact as the core subject matter of IS research, and a broad view that
focuses on the interplay between social and technical aspects of IT that is embedded
into a dynamic evolving context. A third view calls on IS scholars to pay balanced
attention to both the IT artifact and its context.

Since the study of information systems is an applied field, industry
practitioners expect information systems research to generate findings that are
immediately applicable in practice. This is not always the case however, as
information systems researchers often explore behavioral issues in much more
depth than practitioner would expect them to do. This may render information
systems research results difficult to understand, and has led to criticism.

In the last ten years, the business trend is represented by the considerable
increase of Information Systems Function (ISF) role, especially with regard to the
enterprise strategies and operations supporting. It became a key-factor to increase
productivity and to support new value creation. To study an information system
itself, rather than its effects, information systems models are used, such as
EATPUT.

Unit 8

Memorize the words

€Nnormous [1'no:mos] — rpOMaIHBIN; THTAHTCKUM, OOIIMPHBINA, OTPOMHBIN

acquire — mosy4yaTh, IpUOOPETaTh, M3BJICKATh; JOCTUTaTh; OBJIAJICBATh

regardless [r1'ga:dlos] —6e30THOCHTEIBHO K UeMy-T100, HEB3UpAsi HA HA YTO

maturity [mo'fuoroti] — 3aBepm€HHOCTh (IJIaHA, CXEMBbI), MMOCICAHSS CTaaus
pa3BUTHS (KAaKOTO-J1. 00pa30BaHus)

incorporate — coe IMHEHHBIH, 00bEAMHEHHBI,

between equals — paBHoIpaBHbIE 00SI3aHHOCTH, TIPaBa

synergy ['smnod3i] — ycHemHble COBMECTHBIE YCHJIMS, COBMECTHAas
JEATEIIBHOCTh

Exercise 1. Read the text and find sentences where the following terms are
used. Translate them: have enormous strategic value; management information
systems; end user computing; managing information resources; the size and nature
of the organization, the amount and type of IT resources; the traditional functions
and various new, consultative functions of the MIS department; managing systems
development, and infrastructure planning.
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Exercise 2. Read the text. Translate it into Native language.
Text 8. Retell the text.
Managing Information Resources

Managing information systems in modern organizations is a difficult,
complex task. Several factors contribute to this complexity. First, information
systems have enormous strategic value to organizations. Firms rely on them so
heavily that, in some cases, when these systems are not working (even for a short
time), the firm cannot function. (This situation is called “being hostage to
information systems.”) Second, information systems are very expensive to acquire,
operate, and maintain. A third factor contributing to the difficulty in managing
information systems is the evolution of the management information systems (MIS)
function within the organization. When businesses first began to use computers in
the early 1950s, the MIS department “owned” the only computing resource in the
organization, the mainframe. At that time, end users did not interact directly with
the mainframe. In contrast, in the modern organization, computers are located in all
departments, and almost all employees use computers in their work. This situation,
known as end user computing, has led to a partnership between the MIS department
and the end users. The MIS department now acts as more of a consultant to end
users, viewing them as customers. In fact, the main function of the MIS department
Is to use IT to solve end users’ business problems.

As a result of these developments, the responsibility for managing
information resources is now divided between the MIS department and the end
users. This arrangement raises several important questions: Which resources are
managed by whom? What is the role of the MIS department, its structure, and its
place within the organization? What is the appropriate relationship between the MIS
department and the end users? Regardless of who is doing what, it is essential that
the MIS department and the end users work in close cooperation. There is no
standard way to divide responsibility for developing and maintaining information
resources between the MIS department and the end users. Instead, that division
depends on several factors: the size and nature of the organization, the amount and
type of IT resources, the organization’s attitudes toward computing, the attitudes of
top management toward computing, the maturity level of the technology, the
amount and nature of outsourced IT work, and even the countries in which the
company operates.

Generally speaking, the MIS department is responsible for corporate-level
and shared resources, and the end users are responsible for departmental resources.
Table 1.2 identifies both the traditional functions and various new, consultative
functions of the MIS department. So, where do the end users come in? Take a close
look at Table 1. Under the traditional MIS functions, you will see two functions for
which you provide vital input: managing systems development, and infrastructure
planning. Under the consultative MIS functions, in contrast, you exercise the
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primary responsibility for each function, while the MIS department acts as your
advisor.

Table 1. The Changing Role of the Information Systems Department
Traditional Functions of the MIS Department

Managing systems development and systems project management

o As an end user, you will have critical input into the systems development process. Managing
computer operations, including the computer center

Staffing, training, and developing IS skills

Providing technical services

Infrastructure planning, development, and control

o As an end user, you will provide critical input about the IS infrastructure needs of your
department.

New (Consultative) Functions of the MIS Department

- Initiating and designing specific strategic information systems

o As an end user, your information needs will often mandate the development of new strategic
information systems.

o You will decide which strategic systems you need (because you know your business needs better
than the MIS department does), and you will provide input into developing these systems.

- Incorporating the Internet and electronic commerce into the business

o As an end user, you will be primarily responsible for effectively using the Internet and electronic
commerce in your business. You will work with the MIS department to accomplish this task.

- Managing system integration including the Internet, intranets, and extranets

o As an end user, your business needs will determine how you want to use the Internet, your

corporate intranets, and extranets to accomplish your goals. You will be primarily responsible
for advising the MIS department on the most effective use of the Internet, your corporate
intranets, and extranets.

- Educating the non-MIS managers about IT

o Your department will be primarily responsible for advising the MIS department on how best
to educate and train your employees about IT.

- Educating the MIS staff about the business

o Communication between the MIS department and the business units is a two-way street. You
will be responsible for educating the MIS staff on your business, its needs, and its goals.

- Partnering with business-unit executives

o Essentially, you will be in a partnership with the MIS department. You will be responsible for
seeing that this partnership is one “between equals” and ensuring its success.

- Managing outsourcing

o Outsourcing is driven by business needs. Therefore, the outsourcing decision resides largely
with the business units (i.e., with you). The MIS department, working closely with you, will
advise you on technical issues such as communications bandwidth, security, etc.

- Proactively using business and technical knowledge to seed innovative ideas about IT

o Your business needs often will drive innovative ideas about how to effectively use information

systems to accomplish your %oals. The best waK to bring these innovative uses of IS to life is to
partner closely with your MIS department. Such close partnerships have amazing synergies!

- Creating business alliances with business partners

o The needs of your business unit will drive these alliances, typically along your supply
chain. Again, your MIS department will act as your advisor on various issues, including
hardware and software compatibility, implementing extranets, communications, and
security.
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Unit 9

Memorize the words

pillars — mumspbr

dashboard — mpubGopHast mocka; maHenb MNPHUOOPOB; MPUOOpHAs IaHEIb;
pUOOPHBIH MIUTOK

revenues — noxon

funds — bonp! TpeNPUATHS; TCHEKHBIC CPEICTBA

recruiting — Habop mepcoHaa, moI00p KaapoB, pEKPYTUHT

standalone — aBTOHOMHas ycTaHOBKa, AaBTOHOMHAs IPOWU3BOCTBEHHAS
YCTaHOBKA || aBTOHOMHBII

tightly-integrated modules — mI0THO WHTETPUPOBAHHBIC MOJYJIA; MOJYJIH C
HaIEKHBIMH CBSI3SIMH

transaction processing — o0paboTka TpaH3aKIIni

swipe [swaip] — HpOBOAWTH IUIACTHKOBYIO KapTy (depe3 CUMThIBAIOIIEE
YCTPOMCTBO)

refer [r1'f3:] — OTHOCUTBCS, UMETh OTHOIICHHE K YeMY-JTHOO

digitization — ouudpoBka; AMcKperH3anus, mpeodOpazoBaHue B IU(POBYIO
(opmy

determine — omnpeaeaTh, yCTaHABIMBATh, PEIIATh

hire ['haio] — HaHMMaTh, IPEIOCTABIIATE PAOOTY, MPUTIIAIIATH HA PAaOOTY

approve of [o'pru:v] — omoOpsATH 4TO-II., JaBaTh OQUIIMAIBHOE COTJIACHE;
YTBEPIKIATh

Exercise 1. Find in the text following abbreviations and give their full
version: FAISs, POM, CAD, CAM, ERP, TPS, MIS, 10Ss, B2B, B2C.
Exercise 2. Read the text. Translate it into Native language.

Text 9. Retell the text.
Breadth of Support of Information Systems

Certain information systems support parts of organizations, others support
entire organizations, and still others support groups of organizations. This section
addresses all of these systems.

Recall that each department or functional area within an organization has its
own collection of application programs, or information systems. These functional
area information systems (FAISs) are supporting pillars for the information systems
located at the top of Table 24, namely, business intelligence systems and
dashboards. As the name suggests, each FAIS supports a particular functional area
within  the organization. Examples are accounting IS, finance IS,
production/operations management (POM) IS, marketing IS, and human resources
IS.
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Consider these examples of IT systems in the various functional areas of an
organization. In finance and accounting, managers use IT systems to forecast
revenues and business activity, to determine the best sources and uses of funds, and
to perform audits to ensure that the organization is fundamentally sound and that
all financial reports and documents are accurate.

In sales and marketing, managers use information technology to perform the

following functions:

Product analysis: developing new goods and services.

Site analysis: determining the best location for production and distribution

facilities.

Promotion analysis: identifying the best advertising channels.
Price analysis: setting product prices to obtain the highest total revenues.

Table 2 - Types of Organizational Information Systems

Type of System

Function

Example

Functional area IS

Supports the activities within
specific functional area.

System for processing
payroll

Transaction
processing system

Processes transaction data from
business events.

Walmart checkout point-
of-sale terminal

Enterprise resource
planning

Integrates all functional areas of the
organization.

Oracle, SAP system

Office automation system

Supports daily work activities of
individuals and groups.

Microsoft® Office

Management information
system

Produces reports summarized from
transaction data, usually in one
functional area.

Report on total sales for
each customer

Decision support system

Provides access to data and analysis
tools.

“What-if” analysis of
changes in budget

Expert system

Mimics human expert in a
particular area and makes
decisions.

Credit card approval
analysis

Executive dashboard

Presents structured, summarized

information about aspects of business

important to executives.

Status of sales by
product

Supply chain
management system

Manages flows of products,
services, and information among
organizations.

Walmart Retail Link
system connecting
suppliers to Walmart

Electronic commerce
system

Enables transactions among
organizations and between
organizations and customers.

www.dell.com
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Marketing managers also use IT to manage their relationships with their
customers. In manufacturing, managers use IT to process customer orders, develop
production schedules, control inventory levels, and monitor product quality. They
also use IT to design and manufacture products. These processes are called
computer-assisted design (CAD) and computer-assisted manufacturing (CAM).

Managers in human resources use IT to manage the recruiting process,
analyze and screen job applicants, and hire new employees. They also employ IT
to help employees manage their careers, to administer performance tests to
employees, and to monitor employee productivity. Finally, they rely on IT to
manage compensation and benefits packages.

Two information systems support the entire organization: enterprise resource
planning systems and transaction processing systems. Enterprise resource planning
(ERP) systems are designed to correct a lack of communication among the
functional area ISs. For this reason, Table 2 shows ERP systems spanning the
FAISs. ERP systems were an important innovation because the various functional
area ISs were often developed as standalone systems and did not communicate
effectively (if at all) with one another. ERP systems resolve this problem by tightly
integrating the functional area ISs via a common database. In doing so, they
enhance communications among the functional areas of an organization. For this
reason, experts credit ERP systems with greatly increasing organizational
productivity.

A transaction processing system (TPS) supports the monitoring, collection,
storage, and processing of data from the organization’s basic business transactions,
each of which generates data. When you are checking out at Walmart, for example,
a transaction occurs each time the cashier swipes an item across the bar code
reader. Significantly, within an organization, different functions or departments can
define a transaction differently. In accounting, for example, a transaction is
anything that changes a firm’s chart of accounts. The information system definition
of a transaction is broader: a transaction is anything that changes the firm’s
database. The chart of accounts is only part of the firm’s database. Consider a
scenario in which a student transfers from one section of an Introduction to MIS
course to another section. This move would be a transaction to the university’s
information system, but not to the university’s accounting department (the tuition
would notchange).

The TPS collects data continuously, typically in real time — that is, as soon
as the data are generated — and it provides the input data for the corporate
databases. TPSs are considered critical to the success of any enterprise because
they support core operations. Significantly, nearly all ERP systems are also TPSs,
but not all TPSs are ERP systems. In fact, modern ERP systems incorporate many
functions that previously were handled by the organization’s functional area
information systems.

ERP systems and TPSs function primarily within a single organization.
Information systems that connect two or more organizations are referred to as
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interorganizational  information systems (I0Ss). 10Ss support many
interorganizational operations, of which supply chain management is the best
known. An organization’s supply chain is the flow of materials, information,
money, and services from suppliers of raw materials through factories and
warehouses to the end customers.

Note that the supply chain in Table 2 shows physical flows, information
flows, and financial flows. Digitizable products are those that can be represented in
electronic form, such as music and software. Information flows, financial flows,
and digitizable products go through the Internet, whereas physical products are
shipped. For example, when you order a computer from www.dell.com, your
information goes to Dell via the Internet. When your transaction is completed (i.e.,
your credit card is approved and your order is processed), Dell ships your computer
to you.

Electronic commerce (e-commerce) systems are another type of
interorganizational information system. These systems enable organizations to
conduct transactions, called business-to-business (B2B) electronic commerce, and
customers to conduct transactions with businesses, called business-to-consumer
(B2C) electronic commerce.

Unit 10

Memorize the words

eXecute — OoCymIeCTBISATh, BBIMOJHATh, UCHOJHATH (Hamp., padoTy, MpUKa3,
00513aHHOCTH ); pEaN30BaTh

capturing — coop (Hamp., JaHHBIX ), PUKCAIUS

procurement — npruoOpeTeHue, MoIyYeHUe; 3aKyNKa; CHa0KeHne

procurement procedure — mporeaypa OCYIIECTBICHHUS 3aKyIOK M BbIIa4YH
TOJPSIIOB

purchase order — 3aka3 Ha 3aKyIKy; 3aKa3 Ha MOCTaBKY

vendors of software — mocraBIuKu MPOrPaMMHOTO 00eCIICUeHHUS

vendors of technology — mocraBiuku TeXHOJOTHH

assume [o's(j)um] — mnpuHMMaTh, OpaTh Ha ceOs (OTBETCTBEHHOCTD,
YIPaBJICHUE)

judgement ['dsadsmont]/to pass/give/render judgement on somebody -
BBIHOCHTH TIPUTOBOP KOMY-JI.

Exercise 1. Make up a list of new terms you can find in the text. Translate
them into Native language.

Exercise 2. Look through the text. What information did you get about
Information Systems and Business Processes?

Text 10. Retell the text.
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Information Systems and Business Processes

An information system (1S) is a critical enabler of an organization’s business
processes. Information systems facilitate communication and coordination among
different functional areas, and allow easy exchange of, and access to, data across
processes. Specifically, ISs play a vital role in three areas:

1. Executing the process.

2. Capturing and storing process data.

3. Monitoring process performance.

In this section, you will learn about each of these roles. In some cases, the
role is fully automated — that is, it is performed entirely by the IS. In other cases,
the IS must rely on the manager’s judgment, expertise, and intuition.

Executing the Process. An IS helps organizations execute processes
efficiently and effectively. IS are typically embedded into the processes, and they
play a critical role in executing the processes. In other words, an IS and processes
are usually intertwined. If the IS does not work, the process cannot be executed. IS
help execute processes by informing people when it is time to complete a task, by
providing the necessary data to complete the task, and, in some cases, by providing
the means to complete the task.

In the procurement process, for example, the IS generates the purchase
requisitions and then informs the purchasing department that action on these
requisitions is needed. The accountant will be able to view all shipments received
to match an invoice that has been received from a supplier and verify that the
invoice is accurate. Without the IS, these steps, and therefore the process, cannot
be completed. For example, if the IS is not available, how will the warehouse know
which orders are ready to pack and ship?

In the fulfillment process, the IS will inform people in the warehouse that
orders are ready for shipment. It also provides them with a listing of what materials
must be included in the order and where to find those materials in the warehouse.

Capturing and Storing Process Data. Processes create data such as dates,
times, product numbers, quantities, prices, and addresses, as well as who did what,
when, and where. IS capture and store these data, commonly referred to as process
data or transaction data. Some of these data are generated and automatically
captured by the IS. These are data related to who completes an activity, when, and
where. Other data are generated outside the IS and must be entered into it. This
data entry can occur in various ways, ranging from manual entry to automated
methods involving data in forms such as bar codes and RFID tags that can be read
by machines.

In the fulfillment process, for example, when a customer order is received by
mail or over the phone, the person taking the order must enter data such as the
customer’s name, what the customer ordered, and how much he or she ordered.
Significantly, when a customer order is received via the firm’s Web site, then all
customer details are captured by the IS. Data such as the name of the person
entering the data (who), at which location the person is completing the task
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(where), and the date and time (when) are automatically included by the IS when it
creates the order. The data are updated as the process steps are executed. When the
order is shipped, the warehouse will provide data about which products were
shipped and in what quantities, and the IS will automatically include data related to
who, when, and where.

An important advantage of using an IS compared to a manual system or
multiple functional area information systems is that the data need to be entered into
the system only once. Further, once they are entered, other people in the process
can easily access them, and there is no need to reenter them in subsequent steps.

The data captured by the IS can provide immediate feedback. For example,
the IS can use the data to create a receipt or to make recommendations for
additional or alternate products.

Monitoring Process Performance. A third contribution of IS is to help
monitor the state of the various business processes. That is, the IS indicates how
well a process is executing. The IS performs this role by evaluating information
about a process. This information can be created either at the instance level (i.e., a
specific task or activity) or the process level (i.e., the process as a whole).

For example, a company might be interested in the status of a particular
customer order. Where is the order within the fulfillment process? Was the
complete order shipped? If so, when? If not, then when can we expect it to be
shipped? Or, for the procurement process, when was the purchase order sent to the
supplier? What will be the cost of acquiring the material? At the process level, the
IS can evaluate how well the procurement process is being executed by calculating
the lead time, or the time between sending the purchase order to a vendor and
receiving the goods, for each order and each vendor over time.

Not only can the IS help monitor a process, it can also detect problems with
the process. The IS performs this role by comparing the information with a
standard—that is, what the company expects or desires—to determine if the
process is performing within expectations. Management establishes standards
based on organizational goals.

If the information provided by the IS indicates that the process is not
meeting the standards, then the company assumes that some type of problem exists.
Some problems can be routinely and automatically detected by the IS, whereas
others require a person to review the information and make judgments. For
example, the IS can calculate the expected date that a specific order will be shipped
and determine whether this date will meet the established standard. Or, the IS can
calculate the average time taken to fill all orders over the last month and compare
this information to the standard to determine if the process is working as expected.

Monitoring business processes, then, helps detect problems with these
processes. Very often these problems are really symptoms of a more fundamental
problem. In such cases, the IS can help diagnose the cause of the symptoms by
providing managers with additional, detailed information. For example, if the
average time to process a customer order appears to have increased over the
previous month, this problem could be a symptom of a more basic problem.
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A manager can then drill down into the information to diagnose the
underlying problem. To accomplish this task, the manager can request a
breakdown of the information by type of product, customer, location, employees,
day of the week, time of day, and so on. After reviewing this detailed information,
the manager might determine that the warehouse has experienced an exceptionally
high employee turnover rate over the last month and that the delays are occurring
because new employees are not sufficiently familiar with the process. The manager
might conclude that this problem will work itself out over time, in which case there
IS nothing more to be done. Alternatively, the manager could conclude that the new
employees are not being adequately trained and supervised. In this case, the
company must take actions to correct the problem.

Unit 11

Memorize the words

devastating ['devostertin] — pa3pyimmnTeabHbIH, OMYyCTOIINTEIbHBIH

reveal — BBISBIIATH, OOHAPYKUBATh

exposure [1k'spauzo] — mojaBepranue KakoMy-j. BHCIIHEMY BO3/CHCTBUIO

hack [hak] — He3akOHHO mOJydYaTh MOCTYI, IPOHHKATH (B 3aAIIMIIEHHYIO
CHUCTEMY)

intangible cost — wHemaTepuanbHBIE 3aTpaThl, HEOCA3a€MBIC 3aTPATHI
(M3IEP)KKHM, KOTOpPBIE MOTYT OBITh Ha 3aKOHHOM OCHOBAHHUU BBIUYTCHBI M3
Haj0roo01araeMoi CyMMbl

breach — HapymeHue (3akoHa, MOPAIBHBIX WJIM MaTepUATBbHBIX 00513aTEIbCTB
U T. II.)

vulnerability [ valn(o)ra'bilati] — ys3BumocTs; (Vulnerabilities) ciiabbie mecTa
B CHCTEME 3aIlUThI

cybercrime ['saitbo kraim] — mpecTymieHHss B HMHTEpPHETE, CeTeBas
MPECTYIHOCTh, KUOEPIPECTYTHOCTh, KNOSPKPUMHUHAI

mainframe [meinfreim] — riaaBHBIA KOMIBIOTEP BBIYUCIUTEIBLHOIO ILIEHTPA,
6a30BOE BEIYHCIUTENBHOE YCTPOIHCTBO

Exercise 1. Think of questions to the following sentences.

a) Information security is especially important to small businesses.

b) Studies have revealed that each security breach costs organization
millions of dollars.

c) Security can be defined as the degree of protection against criminal
activity, danger, damage, and/or loss.

d) A threat to an information resource is any danger to which a system may
be exposed.

Exercise 2. Give a written translation of the text into Native language.

Text 11. Retell the text.
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Introduction to Information Security

Information security is especially important to small businesses. Large
organizations that experience an information security problem have greater
resources to bring to bear on the problem and to enable them to survive. In
contrast, small businesses have fewer resources and therefore can be destroyed by
a data breach.

Information technologies, when properly used, can have enormous benefits
for individuals, organizations, and entire societies. IT has made businesses more
productive, efficient, and responsive to consumers. Unfortunately, information
technologies can also be misused, often with devastating consequences. Consider
the following scenarios:

Individuals can have their identities stolen.

Organizations can have customer information stolen, leading to financial
losses, erosion of customer confidence, and legal action.

Countries face the threat of cyberterrorism and cyberwarfare, terms for
Internet-based attacks. Cyberwarfare is a critical problem for the U.S. government.
In fact, President Obama signed a cyberwarfare directive in October, 2012. In that
directive, the White House, for the first time, laid out specific ground rules for how
and when the U.S. military can carry out offensive and defensive cyber operations
against foreign threats. The directive emphasizes the Obama administration’s focus
on cybersecurity as a top priority.

Clearly, the misuse of information technologies has come to the forefront of
any discussion of IT. Studies have revealed that each security breach costs
organization millions of dollars. For example, after Sony’s PlayStation account
database was hacked in 2011, the company had to pay $171 million to rebuild its
network and protect users from identity theft. The direct costs of a data breach
include hiring forensic experts, notifying customers, setting up telephone hotlines
to field queries from concerned or affected customers, offering free credit
monitoring, and providing discounts for future products and services. The more
intangible costs of a breach include the loss of business from increased customer
turnover—called customer churn—and decreases in customer trust.

Unfortunately, employee negligence caused many of the data breaches,
meaning that organizational employees are a weak link in information security. It
is therefore very important for you to learn about information security so that you
will be better prepared when you enter the workforce.

Security can be defined as the degree of protection against criminal activity,
danger, damage, and/or loss. Following this broad definition, information security
refers to all of the processes and policies designed to protect an organization’s
information and information systems (IS) from unauthorized access, use,
disclosure, disruption, modification, or destruction. You have seen that information
and information systems can be compromised by deliberate criminal actions and by
anything that can impair the proper functioning of an organization’s information
systems.
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Before continuing, let’s consider these key concepts. Organizations collect
huge amounts of information and employ numerous information systems that are
subject to myriad threats. A threat to an information resource is any danger to
which a system may be exposed. The exposure of an information resource is the
harm, loss, or damage that can result if a threat compromises that resource. An
information resource’s vulnerability is the possibility that the system will be
harmed by a threat.

Today, five key factors are contributing to the increasing vulnerability of
organizational information resources, making it much more difficult to secure
them:

Today’s interconnected, interdependent, wirelessly networked business
environment;

Smaller, faster, cheaper computers and storage devices;

Decreasing skills necessary to be a computer hacker;

International organized crime taking over cybercrime;

Lack of management support.

The first factor is the evolution of the IT resource from mainframe-only to
today’s highly complex, interconnected, interdependent, wirelessly networked
business environment. The Internet now enables millions of computers and
computer networks to communicate freely and seamlessly with one another.
Organizations and individuals are exposed to a world of untrusted networks and
potential attackers. A trusted network, in general, is any network within your
organization. An untrusted network, in general, is any network external to your
organization. In addition, wireless technologies enable employees to compute,
communicate, and access the Internet anywhere and anytime. Significantly,
wireless is an inherently nonsecure broadcast communications medium.

The second factor reflects the fact that modern computers and storage
devices (e.g., thumb drives or flash drives) continue to become smaller, faster,
cheaper, and more portable, with greater storage capacity. These characteristics
make it much easier to steal or lose a computer or storage device that contains huge
amounts of sensitive information. Also, far more people are able to afford powerful
computers and connect inexpensively to the Internet, thus raising the potential of
an attack on information assets.

The third factor is that the computing skills necessary to be a hacker are
decreasing. The reason is that the Internet contains information and computer
programs called scripts that users with few skills can download and use to attack
any information system connected to the Internet. (Security experts can also use
these scripts for legitimate purposes, such as testing the security of various
systems).

The fourth factor is that international organized crime is taking over
cybercrime. Cyber-crime refers to illegal activities conducted over computer
networks, particularly the Internet. I Defense (http://labs.idefense.com), a company
that specializes in providing security information to governments and Fortune 500
companies, maintains that groups of well-organized criminal organizations have
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taken control of a global billion-dollar crime network. The network, powered by
skillful hackers, targets known software security weaknesses. These crimes are
typically nonviolent, but quite lucrative. For example, the losses from armed
robberies average hundreds of dollars, and those from white-collar crimes average
tens of thousands of dollars. In contrast, losses from computer crimes average
hundreds of thousands of dollars. Also, computer crimes can be committed from
anywhere in the world, at any time, effectively providing an international safe
haven for cybercriminals. Computer-based crimes cause billions of dollars in
damages to businesses each year, including the costs to repair information systems
and the costs of lost business.

The fifth, and final, factor is lack of management support. For the entire
organization to take security policies and procedures seriously, senior managers
must set the tone. Ultimately, however, lower-level managers may be even more
important. These managers are in close con- tact with employees every day and
thus are in a better position to determine whether employees are following security
procedures.

Unit 12

Memorize the words

deliberate [dr'lib(a)rit] — TmarensHO CITAaHUPOBAHHBINM, MPEIHAMEPCHHBIH,
YMBIIUIEHHBIN

threaten ['Oret(o)n] — rpo3uTh, yrposkathb (4eM-I1.)

perpetrator ['p3:pitreito] — 3JI0yMBIIUIEHHUK; IPABOHAPYILINUTEIb, IPECTYITHUK

civil disobedience[ diso'bi:dion(t)s] — rpaskaaHCKOE HEITOBUHOBEHHE

keychain drive — ¢ui-auck, ¢iadu-namMsaTs HEOOIBIIOE YCTPOUCTBO (hIrd1I-
namsaTu, uMmeroriee Gopmy MpoaoaTroBaToro Opesnoka u noakiaodaemoe yepes USB-
nopt. Syn: thumb drive USB flash memory

amendment [o'men(d)mont] — wmoaepHu3alus; MoaupUKAIKSA; IONPaBKa;
KOPPEKITHS;

Exercise 1. Make up a list of new terms you can find in the text. Translate
them into Russian.

Exercise 2. Read the text. Translate it into Native language.
Exercise 3. Make up a detailed plan of each part of the text.

Text 12. Retell each part of the text separately.
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Deliberate Threats to Information Systems

There are many types of deliberate threats to information systems. We
provide a list of ten common types for your convenience.

1. Espionage or trespass.

2. Information extortion.

3. Sabotage or vandalism.

4. Theft of equipment or information.

5. Identity theft.

6. Compromises to intellectual property.

7. Software attacks.

8. Alien software.
9. Supervisory control and data acquisition (SCADA\) attacks.
10.Cyberterrorism and cyberwarfare.

Espionage or Trespass. Espionage or trespass occurs when an unauthorized
individual attempts to gain illegal access to organizational information. It is
important to distinguish between competitive intelligence and industrial espionage.
Competitive intelligence consists of legal information-gathering techniques, such
as studying a company’s Web site and press releases, attending trade shows, and so
on. In contrast, industrial espionage crosses the legal boundary.

Information Extortion. Information extortion occurs when an attacker either
threatens to steal, or actually steals, information from a company. The perpetrator
demands payment for not stealing the information, for returning stolen information,
or for agreeing not to disclose the information.

Sabotage or Vandalism. Sabotage and vandalism are deliberate acts that
involve defacing an organization’s Web site, possibly damaging the organization’s
image and causing its customers to lose faith. One form of online vandalism is a
hacktivist or cyber activist operation. These are cases of high-tech civil
disobedience to protest the operations, policies, or actions of an organization or
government agency.

Theft of Equipment or Information. Computing devices and storage devices
are becoming smaller yet more powerful with vastly increased storage (e.g.,
laptops, BlackBerry® units, personal digital assistants, smart phones, digital
cameras, thumb drives, and iPods). As a result, these devices are becoming easier
to steal and easier for attackers to use to steal information.

In fact, many laptops have been stolen due to such carelessness. The cost of
a stolen laptop includes the loss of data, the loss of intellectual property, laptop
replacement, legal and regulatory costs, investigation fees, and loss productivity.

One form of theft, known as dumpster diving, involves the practice of
rummaging through commercial or residential trash to find information that has
been discarded. Paper files, letters, memos, photographs, IDs, passwords, credit
cards, and other forms of information can be found in dumpsters. Unfortunately,
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many people never consider that the sensitive items they throw in the trash may be
recovered. Such information, when recovered, can be used for fraudulent purposes.

Dumpster diving is not necessarily theft, because the legality of this act
varies. Because dumpsters are usually located on private premises, dumpster diving
is illegal in some parts of the United States. Even in these cases, however, these
laws are enforced with varying degrees of rigor.

Identity Theft. Identity theft is the deliberate assumption of another person’s
identity, usually to gain access to his or her financial information or to frame him
or her for a crime.

Techniques for illegally obtaining personal information include:

stealing mail or dumpster diving;

stealing personal information in computer databases;

infiltrating organizations that store large amounts of personal information
(e.g., data aggregators such as Acxiom) (www.acxiom.com);

Impersonating a trusted organization in an electronic communication
(phishing).

Recovering from identity theft is costly, time consuming, and difficult.
Victims also report problems in obtaining credit and obtaining or holding a job, as
well as adverse effects on insurance or credit rates. In addition, victims state that it
is often difficult to remove negative information from their records, such as their
credit reports.

Your personal information can be compromised in other ways. For example,
your identity can be uncovered just by examining your searches in a search engine.
The ability to analyze all searches by a single user can enable a criminal to identify
who the user is and what he or she is doing. To demonstrate this fact, The New
York Times tracked down a particular individual based solely on her AOL
searches.

Compromises to Intellectual Property. Protecting intellectual property is a
vital issue for people who make their livelihood in knowledge fields. Intellectual
property is the property created by individuals or corporations that is protected
under trade secret, patent, and copyright laws.

A trade secret is an intellectual work, such as a business plan, that is a
company secret and is not based on public information. An example is the Coca-
Cola formula. A patent is an official document that grants the holder exclusive
rights on an invention or a process for a specified period of time. Copyright is a
statutory grant that provides the creators or owners of intellectual property with
ownership of the property, also for a designated period. Current U.S. laws award
patents for 20 years and copyright protection for the life of the creator plus 70
years. Owners are entitled to collect fees from anyone who wants to copy their
creations. It is important to note that these are definitions under U.S. law. There is
some international standardization of copyrights and patents, but it is far from total.
Therefore, there can be discrepancies between U.S. law and other countries’ laws.

The most common intellectual property related to IT deals with software. In
1980, the U.S. Congress amended the Copyright Act to include software. The
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amendment provides protection for the source code and object code of computer
software, but it does not clearly identify what is eligible for protection. For
example, copyright law does not protect fundamental concepts, functions, and
general features such as pull-down menus, colors, and icons. However, copying a
software program without making payment to the owner—including giving a disc
to a friend to install on his or her computer—is a copyright violation. Not
surprisingly, this practice, called piracy, is a major problem for software vendors.
The BSA (www.bsa.org) Global Software Piracy Study found that the commercial
value of software theft totals billions of dollars per year. The chapter opening case
points out the size of this problem.

Software Attacks. Software attacks have evolved from the early years of the
computer era, when attackers used malicious software to infect as many computers
worldwide as possible, to the profit-driven, Web-based attacks of today. Modern
cybercriminals use sophisticated, blended malware attacks, typically via the Web,
to make money. Table 3 displays a variety of software attacks. These attacks are
grouped into three categories: remote attacks requiring user action; remote attacks
requiring no user action; and software attacks by programmers during the
development of a system. I'T’s About Business 3 provides an example of a software
attack.

Table 3 - A variety of software attacks
Types of  Description

Software
Attacks
(1) Remote Attacks Requiring User Action
Virus Segment of computer code that performs malicious actions by
attaching to another computer program.
Worm Segment of computer code that performs malicious actions and

will replicate, or spread, by itself (without requiring another
computer program).
Phishing  Phishing attacks use deception to acquire sensitive personal

Attack information by masquerading as official-looking e-mails or
instant messages.

Spear Phishing attacks target large groups of people. In spear phishing

Phishing  attacks, the perpetrators find out as much information about an

Attack individual as possible to improve their chances that phishing

techniques will be able to obtain sensitive, personal information.
(2) Remote Attacks Needing No User Action

Denial-of-  Attacker sends so many information requests to a target
Service computer system that the target cannot handle them successfully
Attack and typically crashes (ceases to function).
Distributed An attacker first takes over many computers, typically by using
Denial- of-malicious software. These computers are called zombies or bots.
Service The attacker uses these bots—which form a botnet—to deliver a
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Attack coordinated stream of information requests to a target computer,
causing it to crash.

(3) Attacks by a Programmer Developing a System
Trojan Software programs that hide in other computer programs and
Horse reveal their designed behavior only when they are activated.
Back Door Typically a password, known only to the attacker, that allows
him or her to access a computer system at will, without having
to go through any security procedures (also called a trap door).

Logic Bomb Segment of computer code that is embedded within an
organization’s existing computer programs and is designed to
activate and perform a destructive action at a certain time or
date.

Alien Software. Many personal computers have alien software, or pestware,
running on them that the owners do not know about. Alien software is clandestine
software that is installed on your computer through duplicitous methods. It
typically is not as malicious as viruses, worms, or Trojan horses, but it does use up
valuable system resources. In addition, it can report on your Web surfing habits
and other personal behavior.

The vast majority of pestware is adware — software that causes pop-up
advertisements to appear on your screen. Adware is common because it works.
According to advertising agencies, for every 100 people who close a pop-up ad, 3
click on it. This “hit rate” is extremely high for Internet advertising.

Spyware is software that collects personal information about users without
their consent. Two common types of spyware are keystroke loggers and screen
scrapers. Keystroke loggers, also called key loggers, record both your individual
keystrokes and your Internet Web browsing history. The purposes range from
criminal — for example, theft of passwords and sensitive personal information such
as credit card numbers — to annoying — for example, recording your Internet search
history for targeted advertising.

Companies have attempted to counter key loggers by switching to other
forms of identifying users. For example, at some point all of us have been forced to
look at wavy, distorted letters and type them correctly into a box. That string of
letters is called a CAPTCHA, and it is a test. The point of CAPTCHA is that
computers cannot (yet) accurately read those distorted letters. Therefore, the fact
that you can transcribe them means that you are probably not a software program
run by an unauthorized person, such as a spammer. As a result, attackers have
turned to screen scrapers, or screen grabbers. This software records a continuous
“movie” of a screen’s contents rather than simply recording keystrokes.

Spam ware is pestware that uses your computer as a launch pad for
spammers. Spam is unsolicited e-mail, usually advertising for products and
services. When your computer is infected with spam ware, e-mails from spammers
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are sent to everyone in your e-mail address book, but they appear to come from
you.

Not only is spam a nuisance, but it wastes time and money. Spam costs U.S.
companies billions of dollars per year. These costs come from productivity losses,
clogged e-mail systems, additional storage, user support, and antispam software.
Spam can also carry viruses and worms, making it even more dangerous.

Cookies are small amounts of information that Web sites store on your
computer, temporarily or more or less permanently. In many cases, cookies are
useful and innocuous. For example, some cookies are passwords and user IDs that
you do not want to retype every time you access the Web site that issued the
cookie. Cookies are also necessary for online shopping because merchants use
them for your shopping carts.

Tracking cookies, however, can be used to track your path through a Web
site, the time you spend there, what links you click on, and other details that the
company wants to record, usually for marketing purposes. Tracking cookies can
also combine this information with your name, purchases, credit card information,
and other personal data to develop an intrusive profile of your spending habits.

Most cookies can be read only by the party that created them. However,
some companies that manage online banner advertising are, in essence, cookie-
sharing rings. These companies can track information such as which pages you
load and which ads you click on. They then share this information with their client
Web sites, which may number in the thousands. For a cookie demonstration, see
http://privacy.net/track/.

Supervisory Control and Data Acquisition (SCADA) Attacks. SCADA refers
to a large-scale, distributed measurement and control system. SCADA systems are
used to monitor or to control chemical, physical, and transport processes such as
those used in oil refineries, water and sewage treatment plants, electrical
generators, and nuclear power plants. Essentially, SCADA systems provide a link
between the physical world and the electronic world.

SCADA systems consist of multiple sensors, a master computer, and
communications infra- structure. The sensors connect to physical equipment. They
read status data such as the open / closed status of a switch or a valve, as well as
measurements such as pressure, flow, voltage, and current. They control the
equipment by sending signals to it, such as opening or closing a switch or a valve
or setting the speed of a pump.

The sensors are connected in a network, and each sensor typically has an
Internet address (Internet Protocol, or IP, address, discussed in Chapter 6). If
attackers gain access to the net- work, they can cause serious damage, such as
disrupting the power grid over a large area or upsetting the operations of a large
chemical or nuclear plant. Such actions could have catastrophic results, as
described in IT’s About Business.

Cyberterrorism and Cyberwarfare. Cyberterrorism and cyberwarfare refer to
malicious acts in which attackers use a target’s computer systems, particularly via
the Internet, to cause physical, real-world harm or severe disruption, usually to

32


http://privacy.net/track/

carry out a political agenda (see IT’s About Business 4.3). These actions range
from gathering data to attacking critical infrastructure (e.g., via SCADA systems).

Unit 13

Memorize the words

recovery of damages — Bo3meleHue yiiepoa

deserve [di'zo:v] — 3acinykuBaTh, OBITH JOCTOMHBIM (4ET0-IH00)

embedded chip = embedded computer chip — 3agemannas (Hamp. B
UHCTPYMEHTAIBHYIO ONPaBKY) MUKPOCXEMa

firewall ['farowo:l] — mexcereBoii skpan, OpaHaMay’p (ammapaTHbIC WA
HPOTPaMMHBIC CPEICTBA MEIKCETEBOMU 3aIUTHI)

demilitarized zone — JAEMITUTApU3UPOBAHHAS TEeppUTOpHS,
JIeMUJTTAPU30BAHHAS 30HA

malicious software — Bpenonocroe [IO, BpemOHOCHBIE MPOrPAMMHEIC
cpencTBa

infected system — wuHduUUEpOBaHHAsS CcHCTEMa, 3apaKEHHAs [BHPYCOM]
cucTeMa

whitelisting — texHomorus "OeabIX CHHCKOB" OMIHO W3 OPraHU3allMOHHBIX
CpelcTB OOpPHOBI CO CITaMOM — COCTaBJIEHHWE M BEJIEHHE CIUCKOB "MPOBEPEHHBIX ',
HAJEKHBIX CEPBEPOB, OT KOTOPHIX MOKHO MPUHUMATDH ITOYTY

peer-to-peer [ proto'pia] — P2P nupuHroBbli, JelieHTPaIN30BaHHbIMI

P2P network — cetb P2P, nupunroBas cetsb

Exercise 1. Make up a list of new terms you can find in the text. Translate
them into Russian.

Exercise 2. Read the text. Translate it into Native language.

Exercise 3. Make up a detailed plan of each part of the text.

Text 13. Retell each part of the text separately.
Information Security Control

To protect their information assets, organizations implement controls, or
defense mechanisms (also called countermeasures). These controls are designed to
protect all of the components of an information system, including data, software,
hardware, and networks. Because there are so many diverse threats, organizations
utilize layers of controls, or defense-in-depth.

Controls are intended to prevent accidental hazards, deter intentional acts,
detect problems as early as possible, enhance damage recovery, and correct
problems. Before you study controls in more detail, it is important to emphasize
that the single most valuable control is user education and training. Effective and
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ongoing education makes every member of the organization aware of the vital
importance of information security.

In the next section, you will learn about three major types of controls:
physical controls, access controls, and communications controls. Figure 4.2
illustrates these controls. In addition to applying controls, organizations plan for
business continuity in case of a disaster, and they periodically audit their
information resources to detect possible threats. You will study these topics in the
next section as well.

Physical Controls

Physical controls prevent unauthorized individuals from gaining access to a
company’s facilities. Common physical controls include walls, doors, fencing,
gates, locks, badges, guards, and alarm systems. More sophisticated physical
controls include pressure sensors, temperature sensors, and motion detectors. One
shortcoming of physical controls is that they can be inconvenient to employees.

Guards deserve special mention because they have very difficult jobs, for at
least two reasons. First, their jobs are boring and repetitive and generally do not
pay well. Second, if guards perform their jobs thoroughly, the other employees
harass them, particularly if they slow up the process of entering the facility.

Organizations also implement physical security measures that limit computer
users to acceptable login times and locations. These controls also limit the number
of unsuccessful login attempts, and they require all employees to log off their
computers when they leave for the day. In addition, they set the employees’
computers to automatically log off the user after a certain period of disuse.

Access Controls

Access controls restrict unauthorized individuals from using information
resources. These controls involve two major functions: authentication and
authorization. Authentication confirms the identity of the person requiring access.
After the person is authenticated (identified), the next step is authorization.
Authorization determines which actions, rights, or privileges the person has, based
on his or her verified identity. Let’s examine these functions more closely.

Authentication. To authenticate (identify) authorized personnel, an
organization can use one or more of the following methods: something the user is,
something the user has, something the user does, and/or something the user knows.

Something the user is, also known as biometrics, is an authentication method
that examines a person’s innate physical characteristics. Common biometric
applications are fingerprint scans, palm scans, retina scans, iris recognition, and
facial recognition. Of these applications, fingerprints, retina scans, and iris
recognition provide the most definitive identification. The following example
shows how powerful biometrics can be for identification purposes.

Something the user has is an authentication mechanism that includes regular
identification (ID) cards, smart ID cards, and tokens. Regular ID cards, or dumb
cards, typically have the person’s picture and often his or her signature. Smart ID
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cards have an embedded chip that stores pertinent information about the user.
(Smart ID cards used for identification differ from smart cards used in electronic
commerce. Both types of card have embedded chips, but they are used for different
purposes.) Tokens have embedded chips and a digital display that presents a login
number that the employees use to access the organization’s network. The number
changes with each login.

Something the user does is an authentication mechanism that includes voice
and signature recognition. In voice recognition, the user speaks a phrase (e.g., his
or her name and department) that has been previously recorded under controlled
conditions. The voice recognition system matches the two voice signals. In
signature recognition, the user signs his or her name, and the system matches this
signature with one previously recorded under controlled, monitored conditions.
Signature recognition systems also match the speed and the pressure of the
signature.

Something the user knows is an authentication mechanism that includes
passwords and passphrases. Passwords present a huge information security
problem in all organizations. Most of us have to remember numerous passwords
for different online services, and we typically must choose complicated strings of
characters to make them harder to guess. Security experts examined the frequency
and usage of passwords belonging to 500,000 computer users. They found that
each person had an average of 6.5 passwords that he or she used for 25 different
online accounts. Unfortunately, as you see in the chapter’s closing case, passwords
(even strong passwords) are terribly vulnerable to attack.

All users should use strong passwords, which are difficult for hackers to
discover. The basic guidelines for creating strong passwords are:

1. They should be difficult to guess.

2. They should be long rather than short.

3. They should have uppercase letters, lowercase letters, numbers, and
special characters.

They should not be recognizable words.

They should not be the name of anything or anyone familiar, such as family
names or names of pets.

They should not be a recognizable string of numbers, such as a Social
Security number or a birthday.

Unfortunately, strong passwords are more difficult to remember than weak
ones. Consequently, employees frequently write them down, which defeats their
purpose. The ideal solution to this dilemma is to create a strong password that is
also easy to remember. To achieve this objective, many people use passphrases.

A passphrase is a series of characters that is longer than a password but is
still easy to memorize. Examples of passphrases are “may the force be with you
always” and “go ahead make my day.” A passphrase can serve as a password itself,
or it can help you create a strong password. You can turn a passphrase into a strong
password in this manner. Starting with the last passphrase above, take the first
letter of each word. You will have “gammed.” Then, capitalize every other letter to
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create “GaMmD”. Finally, add special characters and numbers to create
“9GaMmD//*”. You now have a strong password that you can remember.

To identify authorized users more efficiently and effectively, organizations
frequently implement more than one type of authentication, a strategy known as
multifactor authentication. This system is particularly important when users log in
from remote locations.

Single-factor authentication, which is notoriously weak, commonly consists
simply of a password. Two-factor authentication consists of a password plus one
type of biometric identification (e.g., a fingerprint). Three-factor authentication is
any combination of three authentication methods. In most cases, the more factors
the system utilizes, the more reliable it is. However, stronger authentication is also
more expensive, and, as with strong passwords, it can be irritating to users.

Authorization. After users have been properly authenticated, the rights and
privileges they have on the organization’s systems are established in a process
called authorization. A privilege is a collection of related computer system
operations that a user is authorized to perform. Companies typically base
authorization policies on the principle of least privilege, which posits that users be
granted the privilege for an activity only if there is a justifiable need for them to
perform that activity.

Communications Controls

Communications controls (also called network controls) secure the
movement of data across networks. Communications controls consist of firewalls,
anti-malware systems, whitelisting and blacklisting, encryption, virtual private
networks (VVPNS), secure socket layer (SSL), and employee monitoring systems.

Firewalls. A firewall is a system that prevents a specific type of information
from moving between untrusted networks, such as the Internet, and private
networks, such as your company’s network. Put simply, firewalls prevent
unauthorized Internet users from accessing private networks. All messages entering
or leaving your company’s network pass through a firewall. The firewall examines
each message and blocks those that do not meet specified security rules.

Firewalls range from simple, for home use, to very complex for
organizational use. In this case, the firewall is implemented as software on the
home computer. Corporate firewalls typically consist of software running on a
computer dedicated to the task. A demilitarized zone (DMZ) is located between the
two firewalls. Messages from the Inter- net must first pass through the external
firewall. If they conform to the defined security rules, they are then sent to
company servers located in the DMZ. These servers typically handle Web page
requests and e-mail. Any messages designated for the company’s internal network
(e.g., its intranet) must pass through the internal firewall, again with its own
defined security rules, to gain access to the company’s private network.

The danger from viruses and worms is so severe that many organizations are
placing firewalls at strategic points inside their private networks. In this way, if a
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virus or worm does get through both the external and internal firewalls, then the
internal damage may be contained.

Anti-malware Systems

Anti-malware systems, also called antivirus, or AV, software, are software
packages that attempt to identify and eliminate viruses and worms, and other
malicious software. AV software is implemented at the organizational level by the
information systems department. There are currently hundreds of AV software
packages available. Among the best known are Norton Antivirus
(www.symantec.com), McAfee Virus Scan (www.mcafee.com), and Trend Micro
PC-cillin (www.trendmicro.com). IT’s About Business 4.4 provides an example of
how a software program known as FireEye helps protect organizations from
malware

Anti-malware systems are generally reactive. Whereas firewalls filter
network traffic according to categories of activities likely to cause problems, anti-
malware systems filter traffic according to a database of specific problems. These
systems create definitions, or signatures, of various types of malware and then
update these signatures in their products. The anti-malware software then examines
suspicious computer code to determine whether it matches a known signature. If
the software identifies a match, it removes the code. For this reason, organizations
regularly update their malware definitions.

Because malware is such a serious problem, the leading vendors are rapidly
developing anti-malware systems that function proactively as well as reactively.
These systems evaluate behavior rather than relying entirely on signature
matching. In theory, therefore, it is possible to catch malware before it can infect
systems.

Whitelisting and Blacklisting. A report by the Yankee Group
(www.yankeegroup.com), a technology research and consulting firm, stated that 99
percent of organizations had installed anti-malware systems, but 62 percent still
suffered malware attacks. As we have seen, anti- malware systems are usually
reactive, and malware continues to infect companies.

One solution to this problem is whitelisting. Whitelisting is a process in
which a company identifies the software that it will allow to run on its computers.
Whitelisting permits accept- able software to run, and it either prevents any other
software from running or it lets new software run in a quarantined environment
until the company can verify its validity.

Whereas whitelisting allows nothing to run unless it is on the whitelist,
blacklisting allows everything to run unless it is on the blacklist. A blacklist, then,
includes certain types of soft- ware that are not allowed to run in the company
environment. For example, a company might blacklist peer-to-peer file sharing on
its systems. In addition to software, people, devices, and Web sites can also be
whitelisted and blacklisted.
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Encryption

Organizations that do not have a secure channel for sending information use
encryption to stop unauthorized eavesdroppers. Encryption is the process of
converting an original message into a form that cannot be read by anyone except
the intended receiver.

All encryption systems use a key, which is the code that scrambles and then
decodes the messages. The majority of encryption systems use public-key
encryption. Public-key encryption— also known as asymmetric encryption—uses
two different keys: a public key and a private key (see Figure 4.4). The public key
(locking key) and the private key (the unlocking key) are created simultaneously
using the same mathematical formula or algorithm. Because the two keys are
mathematically related, the data encrypted with one key can be decrypted by using
the other key. The public key is publicly available in a directory that all parties can
access. The private key is kept secret, never shared with anyone, and never sent
across the Internet. In this system, if Han- nah wants to send a message to
Harrison, she first obtains Harrison’s public key (locking key), which she uses to
encrypt her message (put the message in the “two lock box™). When Harrison
receives Hannah’s message, he uses his private key to decrypt it (open the box).

Although this arrangement is adequate for personal information,
organizations that con- duct business over the Internet require a more complex
system. In these cases, a third party, called a certificate authority, acts as a trusted
intermediary between the companies. The certificate authority issues digital
certificates and verifies the integrity of the certificates. A digital certificate is an
electronic document attached to a file that certifies that the file is from the
organization it claims to be from and has not been modified from its original
format. As you can see in Figure 4.5, Sony requests a digital certificate from
VeriSign, a certificate authority, and uses this certificate when it conducts business
with Dell. Note that the digital certificate contains an identification number, the
issuer, validity dates, and the requester’s public key. For examples of certificate
authorities, see www.entrust.com, www.verisign.com, wWww.cybertrust.com,
www.secude. com, and www.thawte.com.

Virtual Private Networking. A virtual private network is a private network
that uses a public network (usually the Internet) to connect users. VPNs essentially
integrate the global connectivity of the Internet with the security of a private
network and thereby extend the reach of the organization’s networks. VPNs are
called virtual because they have no separate physical existence. They use the
public Internet as their infrastructure. They are created by using log-ins,
encryption, and other techniques to enhance the user’s privacy, the right to be left
alone and to be free of unreasonable personal intrusion.

VPNs have several advantages. First, they allow remote users to access the
company net- work. Second, they provide flexibility. That is, mobile users can
access the organization’s network from properly configured remote devices. Third,
organizations can impose their security policies through VPNs. For example, an
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organization may dictate that only corporate e-mail applications are available to
users when they connect from unmanaged devices.

To provide secure transmissions, VPNs use a process called tunneling.
Tunneling encrypts each data packet to be sent and places each encrypted packet
inside another packet. In this manner, the packet can travel across the Internet with
confidentiality, authentication, and integrity. Figure 4.6 illustrates a VPN and
tunneling.

Secure Socket Layer. Secure socket layer, now called transport layer security
(TLS), is an encryption standard used for secure transactions such as credit card
purchases and online banking. TLS encrypts and decrypts data between a Web
server and a browser end to end.

TLS is indicated by a URL that begins with “https™ rather than “http,” and it
often displays a small padlock icon in the browser’s status bar. Using a padlock
icon to indicate a secure connection and placing this icon in a browser’s status bar
are artifacts of specific browsers. Other browsers use different icons (e.g., a key
that is either broken or whole). The important thing to remember is that browsers
usually provide visual confirmation of a secure connection.

Employee Monitoring Systems. Many companies are taking a proactive
approach to protecting their networks against what they view as one of their major
security threats, namely, employee mistakes. These companies are implementing
employee monitoring systems, which monitor their employees’ computers, e-mail
activities, and Internet surfing activities. These products are useful to identify
employees who spend too much time surfing on the Internet for personal reasons,
who visit questionable Web sites, or who download music illegally. Vendors that
provide monitoring software include Spector Soft (www.spectorsoft.com) and
Websense (www.websense.com).

Business Continuity Planning

An important security strategy for organizations is to be prepared for any
eventuality. A critical element in any security system is a business continuity plan,
also known as a disaster recovery plan.

Business continuity is the chain of events linking planning to protection and
to recovery. The purpose of the business continuity plan is to provide guidance to
people who keep the business operating after a disaster occurs. Employees use this
plan to prepare for, react to, and recover from events that affect the security of
information assets. The objective is to restore the business to normal operations as
quickly as possible following an attack. The plan is intended to ensure that critical
business functions continue.

In the event of a major disaster, organizations can employ several strategies
for business continuity. These strategies include hot sites, warm sites, and cold
sites. A hot site is a fully configured computer facility, with all services,
communications links, and physical plant operations. A hot site duplicates
computing resources, peripherals, telephone systems, applications, and
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workstations. A warm site provides many of the same services and options as the
hot site. However, it typically does not include the actual applications the company
needs. A warm site includes computing equipment such as servers, but it often
does not include user workstations. A cold site provides only rudimentary services
and facilities, such as a building or a room with heating, air conditioning, and
humidity control. This type of site provides no computer hardware or user
workstations. The point of a cold site is that it takes care of long lead-time issues.
Building, or even renting, space takes a long time. Installing high-speed
communication lines, often from two or more carriers, takes a long time. Installing
high-capacity power lines takes a long time. By comparison, buying and installing
servers should not take a particularly long time.

Hot sites reduce risk to the greatest extent, but they are the most expensive
option. Conversely, cold sites reduce risk the least, but they are the least expensive
option.

Information Systems Auditing

Companies implement security controls to ensure that information systems
work properly. These controls can be installed in the original system, or they can
be added after a system is in operation. Installing controls is necessary but not
sufficient to provide adequate security. In addition, people responsible for security
need to answer questions such as: Are all controls installed as intended? Are they
effective? Has any breach of security occurred? If so, what actions are required to
prevent future breaches?

These questions must be answered by independent and unbiased observers.
Such observers perform the task of information systems auditing. In an IS
environment, an audit is an examination of information systems, their inputs,
outputs, and processing.

Types of Auditors and Audits. There are two types of auditors and audits:
internal and external. IS auditing is usually a part of accounting internal auditing,
and it is frequently per- formed by corporate internal auditors. An external auditor
reviews the findings of the internal audit as well as the inputs, processing, and
outputs of information systems. The external audit of information systems is
frequently a part of the overall external auditing performed by a certified public
accounting (CPA) firm.

IS auditing considers all of the potential hazards and controls in information
systems. It focuses on issues such as operations, data integrity, software
applications, security and privacy, budgets and expenditures, cost control, and
productivity. Guidelines are available to assist auditors in their jobs, such as those
from the Information Systems Audit and Control Association (www.isaca.org).

How is Auditing Executed? IS auditing procedures fall into three categories:
auditing around the computer, auditing through the computer, and auditing with the
computer.

Auditing around the computer means verifying processing by checking for
known outputs using specific inputs. This approach is best used in systems with
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limited outputs. In auditing through the computer, auditors check inputs, outputs,
and processing. They review program logic, and they test the data contained within
the system. Auditing with the computer means using a combination of client data,
auditor software, and client and auditor hardware. This approach enables the
auditor to perform tasks such as simulating payroll program logic using live data.
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