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Introduction 

 

Controller is a software device necessary for control and management of 

various devices, processes, complexes. The controller can be called the basic 

element of automation. 

There are different number of vendors, engaged in the production, 

maintenance of controllers, such as: Siemens, Schneider Electric, ABB. In this 

tutorial all the works are made with controller and TIA Portal software both are 

created by Siemens. 

The purpose of these laboratory works is to develop the skills of designing 

industrial networks, mastering the basic properties of microprocessor systems, 

studying the structural and program construction of industrial controllers, 

consolidating the skills of programming controllers. 

 

Laboratory work №1. Creating a PLC-PLC connection using a TCON 

block 

 

The goal is to get knowledge about the blocks, allowing to organize 

connection between controllers, to create an industrial network between two S7-300 

controllers  

 

1.1 A brief of theory 

 

The following commands control the data exchange in the program such as: 

TCON, TSEND and TRCV, TDISCON. 

This laboratory work will allow you to work and be familiar with the TCON 

block, which establishes the connection.  

Both communication partners execute the TCON command to create and 

establish a communication connection. You use parameters to specify the active and 

passive communication endpoint. Once the connection is created and established, it 

is automatically maintained and monitored by the CPU. 

The TCON unit has the following inputs:  

1) REQ – control parameter that triggers the connection’s establishment 

specified in the ID. The task is performed once a rising edge is sent to its input; 

2) ID – reference to the connection to be established with the remote partner 

or between the user program and the communication layer of the operating system. 

The ID must be identical to the corresponding parameter ID in the local connection 

description. The range of values is W#16#0001 to W#16#0FFF; 

3) CONNECT – link description pointer. 

The TCON unit has the following outputs:  

1) DONE – parameter that informs whether the task is still in progress or has 

already been executed; 

2) BUSY – output which informs whether the task is finished or not; 

3) ERROR – parameter which reports the error status: whether or not there 
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was an error when processing the task; 

 4) STATUS –  parameter which provides detailed information about the error 

type and describes the connection status in the form of a code. 

 

1.2 Work order 

 

1.2.1 Create a project in the TIA Portal software, add the following devices to 

the network: two CPU 1516-3PN/DP controllers. Then, in «Program Blocks» field 

add one TCON unit from the «Communication» section (→ «Open User 

Communication» → «Others») (figure 1.1). 

 

 
 

Figure 1.1 – Adding a TCON unit to the network 

 

1.2.2 The added unit must first be configured. To do this, click on the «Start 

configuration» icon. Make the connection settings in the tab «Connection 

Parameter». 

1.2.3 Select «Unspecified» type in the window named «Partner». Selected 

«Unspecified» mode means that the controller will be given the port number of his 

partner. «Broadcast» - means that the controller communicates with all devices in 

the network. «Multicast» - creating multiple connections with selective controllers. 

Later, in the tab «Connection Data» we have to create new data. And then, in 

addition, there is a need to write the IP address of the controller with which the 

connection is established  (figure 1.2). 
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Figure 1.2 –1st  controller’s connection configuration 

 

1.2.4 Next, we carry out a similar configuration of the 2nd controller, the only 

difference is that you need to designate the partner as passive (figure 1.3). 

 

 
 

Figure 1.3 – 2nd controller’s connection configuration 

 

1.2.5 Following that, go to the configuration tab of the 1st controller and 

activate the «Block Parameter» tab. It remains to create a request - when the 

connection occurs. To do this, add a simple open contact with the address m0.0 and 

with the name «Connect» (figure 1.4). 
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Figure 1.4 – Adding a button to launch the TCON block 

 

1.2.6 After that, do the same for the 2nd controller, keeping the m0.0 tag. Now 

by clicking on the «Connect» contact the connection should be established. 

1.2.7 Download the program to both PLCs. Go into simulation mode and see 

if anything changes if you change the normally open contact of the 1st controller 

(figure 1.5). If not, then why? 

 

 

 
 

Figure 1.5 – Connection check between two controllers 

 

1.2.8 The reason is that the TCON block on the 2nd controller must first be 

activated. You will see that the controller has changed its «BUSY» status from 

«FALSE» to «TRUE», and the status has also changed its number to 7002 - which 
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means that the controller is waiting for its partner. Then, activate the first controller. 

You will see that a connection has been established between the two controllers 

(figure 1.6). 

 

 
 

Figure 1.6 – Connection between controllers is set  

 

1.2.9 In order to visualize how the connection goes,  add an open contact, and 

a set contact for each controller.  The connection can be observed (figure 1.7). 

 

 
 

Figure 1.7 – Checking TCON unit’s working process 
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1.3 Content of the report 

 

- the goal of the work; 

- description of the program with screenshots and photos; 

- summary. 

 

1.4 Questions for checking 

 

1) Describe the TCON-TCP block: its purpose, functions, inputs and outputs; 

2) Define the function of each input and output of the TCON function block. 

3) What is the difference between passive and active controller? Why should we 

assign such roles? 

 

Laboratory work №2. Breaking the PLC-PLC connection using the 

TDISCON block 

 

The goal is to get acquainted with the block that allows you to break the 

connection between controllers, break the industrial network between two S7-300 

controllers, create a configuration in the TIA Portal. 

 

2.1 A brief of theory 

 

Data exchange is controlled in the program by the following commands: 

TCON, TSEND and TRCV, TDISCON. 

This laboratory work will introduce you to the TDISCON block, which 

terminates the communication connection from the CPU to the communication 

partner. 

 The significant advantage is the following: if the connection is terminated, 

for example due to a wire break or a remote communication partner, the active 

partner attempts to re-establish the configured connection. You do not have to issue 

the TCON command again. 

If a TDISCON instruction is being executed or the CPU has entered the 

«STOP» state, then the existing connection is terminated and the created connection 

is deleted. To create and restore a connection, you have to issue the TCON command 

once again. 

The inputs of the TDISCON block are: 1) REQ; 2) ID. Outputs: 1) DONE; 2) 

BUSY; 3) ERROR; 4) STATUS. 

 

 2.2 Work order 

  

2.2.1 Firstly, open the project created in 1st laboratory work. Delete the 

elements in the 2nd network and add the TDISCON block from the  

«Communication» section (figure 2.1). 
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Figure 2.1 – TDISCON block is added to the network 

 

2.2.2 Since ID = 1 is written in the TCON block, therefore, we write the same 

ID = 1 in the DISCON block, thereby showing the controller which connection to 

terminate. To the REQ input (the condition under which the interrupt will occur), we 

add the previously created m0.0 tag. Rename the tag from «Connected» to 

«Disconnected». 

Therefore, according to the tag with the address m0.0, the controllers will have 

a connection with each other, according to the tag with the address m0.1, they will 

interrupt the existing connection (figure 2.2). 
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Figure 2.2 – 1st  controller’s disconnect configuration 

2.2.3 Let us, next, configure the 2nd  controller as well (figure 2.3). 

 

 
 

Figure 2.3 – 2nd   controller’s disconnect configuration 

 

2.2.4 Then, we will download the programs to the controllers and test the 

network. Switch to the «Go online» mode. Try to analyze the operation of the TCON 

blocks for both controllers (figure 2.4). Has a connection been made? 

 

 
 

Figure 2.4 – Checking established communication connections 
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2.2.4 As with the previous laboratory work, the passive partner port (PLC2) 

has to be opened first. After opening, its status changes to 7002 (waiting for 

connection with active partner (PLC1). Then, changing the value of the condition 

(REQ) to PLC1, you will notice that now the statuses of both controllers are the same 

(7000). But try running TDISCON blocks, will it change anything? 

2.2.5 No, nothing will change. Initilly you need to make sure that there is 

really a connection between the two controllers. To do this, go to the «Devices & 

networks» → «Connections» mode, where we will notice 4 connections. These are 

the connections between the controller and the computer (try to «Go offline» mode 

and check) (figure 2.4). 

 

 
 

Figure 2.4 – Existing connections review 

 

2.2.6 After that, we will switch back to the «Go online» mode. Then, open the 

PLC 2 port and see what connection appeared in the list (figure 2.5). What do you 

think needs to be done to establish a full connection? 

 

 
 

Figure 2.5 –  Connection process 

 

2.2.7 You need to open the active controller port firstly. Only then will the 
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connection be established ( figure 2.6). 

 

 
 

Figure 2.6 – Checking the communication connection for data exchange 

 

2.2.8 Following the next stage, do the same with the TDICSON block and try 

to correctly interrupt the connection between the controllers yourself (figure 2.7). 

 

 
 

Figure 2.7 – TDISCON unit in progress 

  

-the goal of the work; 

- description of the program with screenshots and photos; 

- summary. 

 

 2.4 Questions for checking 

 

1) Describe the TDISCON block: its purpose, functions. 
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2) Define the function of each input and output of the TDISCON function block. 

3) What is the difference between different controller configuration modes such as 

«Unspecified», «Multicast», «Broadcast»? 

  

Laboratory work №3. Data exchange between controllers in an industrial 

network using the PUT block 

 

The goal is to investigate the PUT unit’s function for data exchange between 

controllers in an industrial network. Define the necessary parameters for using the 

PUT function. Explain how the function works 

 

3.1 A brief of theory 

  

With SFB/FB15 «PUT» you can write data to a remote CPU. 

S7-300: Data is sent when a rising edge occurs at control input «REQ». After 

completing the job, you can assign new values to the parameters ID, ADDR_1 and 

SD_1 

S7-400: The SFB is triggered when there is a rising edge at the control input 

«REQ». During the transfer, pointers to write destination areas («ADDR_i») and 

data («SD_i») are sent to the CPU of the communication partner. 

The remote partner stores the required data at the addresses provided with the 

data and returns a confirmation of completion. 

If there were no errors, this is indicated by the value 1 in the «DONE» status 

parameter on the next SFB/FB call. A new task can be  activated again after the 

previous task has been completed. 

The remote CPU can be in «RUN» or «STOP» mode. Errors and warnings are 

output using the «ERROR» and «STATUS» parameters if access errors occur while 

writing data, or if validation results in an error. 

  

3.2 Work order 

  

3.2.1 First of all create a project in TIA Portal, add devices: to the network as: 

two CPU 414F-3 controllers and two HMI panels, and connect all Ethernet ports of 

the devices to one bus (figure 3.1). 
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Figure 3.1 – Devices in the PROFINET network 

 

3.2.2 Next, add the PUT function from the «Communication» → «S7 

Communication» section to the «MAIN» block of the PLC_1 controller. In the 

properties of the block, you must specify the name of the partner controller, as shown 

on the figure 3.2, and the program will automatically configure the connection 

(figure 3.2). 

 

 
 

Figure 3.2–PUT unit’s properties 

 

3.2.3 In addition, there is a need to specify the input parameters of the PUT 

block (figure 3.3). «REQ» - activates data exchange when a signal edge appears,» 

«ID» is set automatically, «ADDR_1» - pointer to the area in the partner's CPU 

where data will be written, «SD_1» - pointer to the area in the local CPU containing 

the data to be transferred. 
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Figure 3.3 – Input settings in the PUT unit’s 

 

 3.2.4 For the convenience of reading information, we set up the field for the 

output of the MW100 variable on both controllers and the «REQ» activation button 

on PLC_1 (figure 3.4). 

 

 
 

Figure 3.4 – HMI panel’s view 

 

 3.2.5 To start the simulation in the  «Devices & Networks» window, select 

PLC_1, and click the «Start Simulation» button (figure 3.5). The same must be 

repeated for PLC_2. 
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Figure 3.5 – Starting simulation process 

 

3.2.6 To transfer data from controller to controller, you need to set the value 

of the variable at address MW100 on PLC_1 and press I0.0 or the «Send» button on 

HMI. As a result, the same value will be written to the PLC_2 controller at the 

address MW10 (figure 3.6). 

 

 
 

Figure 3.6 – The result of  the PUT block’s work 

 

 3.3 Content of the report 

 

- the goal of the work; 

- description of the program with screenshots and photos; 
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- summary. 

 

 3.4 Questions for checking 

 

1) Make a conclusion on the work done; 

2) Explain the PUT command and block, what is it for? 

3) What input parameters of the PUT block did you use, explain what their purpose 

is? 

 

Laboratory work №4. Creating an industrial network on S7-300 

controllers using PUT, GET blocks 

 

The goal is to connect controllers in the PROFINET network, create a 

configuration with a connection in the TIA Portal, implement data exchange between 

test benches using the PUT and GET functions 

 

4.1 A brief of theory 

 

S7 connections used for information exchange between S7-300, 400, 1200, 

1500 series devices are configurable. This means that you must explicitly tell devices 

who is talking to whom. In general, these connections are bidirectional, i.e. the 

addition of a configurable connection occurs for both PLCs, which results in the 

need to download both PLCs. This does not cause any particular problems if both 

PLCs are in the department of the process control system of the enterprise, and both 

PLCs have up-to-date application software on hand. But there are also special cases 

- it is necessary to establish an exchange between the «old» S7-300 and the «new» 

S7-1500, moreover, the source codes of the old program have been lost. 

In such cases, it is possible to set up a one-way connection, make it active 

(that is, «our» PLC will initiate the connection), add PUT/GET communication 

POUs, and download only one PLC. 

GET is for reading data. To transfer information (records) to a remote 

controller, we use the PUT call. 

 

4.2 Work order  

 

4.2.1 At the beginning, we have  to create a project in TIA Portal, add network 

devices: two CPU 314C-2 PN / DP controllers and a KTP600 Basic Color PN HMI 

panel, and connect all Ethernet ports of the devices to one bus (figure 4.1). 
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Figure  4.1 – Devices included in to the  PROFINET industrial network 

 

4.2.2 The data from the buttons will be written to a data block that will be 

transferred from one controller to another. To do this, you need to create a data block 

in each of the controllers (figure 4.2). The first 4 bits of the zero byte store the states 

of the buttons on the first controller, which will be written to the same addresses in 

the second, and the first 4 bits of the first byte store the states of the buttons on the 

second controller, which will be written to the same addresses in the first controller. 

Thus, the data blocks in both controllers look identical. 

 

 
 



19 
 

Figure 4.2 – Data block 

 

4.2.3 Next, add the PUT function from the «Communication -> S7 

Communication» section to the «MAIN» block of the PLC_1 controller. In the 

properties of the block, you must specify the name of the partner controller, as shown 

below (figure 4.3,) and the program will automatically configure the connection. The 

same must be done for the GET function. 

 

 
 

Figure 4.3 –PUT unit’s configuration 

 

4.2.4 In addition, we have to specify the input parameters of the PUT and GET 

blocks (figure 4.4). «REQ» - activates data exchange when the edge of the signal 

appears, «ID» is set automatically, «ADDR_1» - pointer to the area in the partner's 

CPU to which data will be written (from where the data will be transferred in case 

of GET), «SD_1» - pointer to the area in the local CPU containing data, to be 

transferred, «RD_1» is a pointer to the area in the local CPU where the data will be 

written. 

The «REQ»  signal is generated in OB35 at regular intervals and is reset in 

OB1 (Main) after the PUT and GET functions have been executed. 
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Figure 4.4 – PUT and GET functions 

 

4.2.5 For a better understanding, let us look at the characters in the 

«ADDR_1» field of the PUT block. In our case, this is P#DB2.DBX0.0.BYTE 1. 

So, DB2 - we read the data block with number 2; DBX0.0 - offset in the data block 

0 bytes and 0 bits; BYTE 1 - read bytes in the amount of 1 piece 

Thus, the pointer P#DB2.DBX0.0BYTE1 corresponds to the absolute address 

of DB2.DBD0. Reminding you that we are talking about the memory addresses of 

the remote communication partner, about which there is no data in our local TIA 

Portal project. 

4.2.6 In order to write and output data to data blocks, you need to set a simple 

program in «Main» section (figure 4.5). For PLC_2, the program is the same, except 

that the bits from the I area are written to the bits of the first byte, and the bits from 

the first byte are written to the Q area. 
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Figure 4.5 – «Main» PLC_1 unit 

 

4.2.6 Next, you need to download the configurations to the controllers. 

 

 4.3 Content of the report 

 

- the goal of the work; 

- description of the program with screenshots and photos; 

- summary. 

 

 4.4 Questions for checking 

 

1) Explain the characters P#DB2.DBX0.0.BYTE 1 in the ADDR_1 field of the PUT 

block. 

2) What is the main function of PUT, GET blocks? Show an example of using these 

commands. 

3) Describe the functions of all inputs and outputs of the communication 

programming block GET. 

 

Laboratory work №5. Organizing an industrial network for data 

exchange using TSEND_C, TRCV_C blocks 

 

The goal is to implement data exchange between industrial network 

controllers using the TSEND_C + TRCV_C functions 
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 5.1 A brief of theory 

  

The TSEND_C command establishes a connection with a partner controller 

via TCP or ISO on TCP, sends data, and may terminate the connection. Once a 

connection has been established and created, it is automatically maintained and 

controlled by the CPU. The TSEND_C command combines the functions of the 

TCON, TDISCON, and TSEND commands. 

The minimum size of data that you can send with the TSEND_C command is 

one byte. 

The TRCV_C instruction establishes a connection with the partner CPU via 

TCP or ISO on TCP, receives data, and can terminate the connection. Once a 

connection has been established and created, it is automatically maintained and 

controlled by the CPU. The TRCV_C command combines the functions of the 

TCON, TDISCON, and TRCV commands. 

The minimum data size that you can receive with the TRCV_C command is 

one byte. The TRCV_C instruction does not support the transfer of boolean data or 

boolean arrays. 

 

5.2 Work order 

  

5.2.1 First of all, create a network consisting of 2 controllers. Then, add a data 

block to the first controller for transmission, and to the second controller - for 

reception. And also for the data block, deactivate the «Optimized Block Access» 

property in the «Properties» tab (figures 5.1, 5.2). 

 

 
 

Figure 5.1 – Data received by the 1st controller 
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Figure 5.2 – Data sent by the 2nd  controller 

 

 5.2.2 Afterwards, add the TSEND_C block to the main programming block. 

To the «DATA» input we will transfer the list of variables that you created in the 

first paragraph. Add a button to the «REQ» input, pressing which activates the action 

of the communication program block (figure 5.3). 

 

 
 

Figure 5.3–TSEND_C unit 

 

5.2.3 It remains to configure the outputs of this block. To do this, go to the 

«Start Configuration» tab (blue briefcase). Partner view as «Unspecified» means that 

it is possible to connect any device that has an IP address. After setting, click on 

«Block Parameter» to activate it (figure 5.4) 
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Figure 5.4 – Setting up controllers and setting the operating mode of the 1st 

controller 

 

5.2.4 Download the program. Go to the «Go online» tab. What do you see? 

Explain why this is happening? (figure 5.5).  

 

 
 

Figure 5.5 – Simulation start for the 1st controller 

 

5.2.5 Go to the main program block of the 2nd controller. Since we have 

already used the TSEND_C block - send data, therefore the 2nd controller must have 

a TRCV_C function block - receive data. In order to do this, drag to the «DATA» 

input - a list of tags created in step 1, where the received information will be written. 
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Then, configure it the same way. Since the 1st controller is the transmitting one, it 

will be necessary to check the item «Active connection establishment» and activate 

the «Block Parameter» tab (figure 5.6).  

 

 
 

Figure 5.6 – 2nd controller’s configuration 

 

5.3.5 Change the EN-R input from «FALSE» to «TRUE» to always receive 

data. In general, this input means under what condition the data will be accepted. 

Download the program to the PLC(figure 5.7). 

 

 
 

Figure 5.7– Setting the data receiving unit 

 

5.3.6 Start the process by switching to the «Go online» mode and check if the 

process of transferring data from one controller to another has been completed 

(figure 5.8). 
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Figure 5.8 – Connection establishment 

 

 5.3 Content of the report 

 

- the goal of the work; 

- description of the program with screenshots and photos; 

- summary. 

 

 5.4 Questions for checking 

 

1) Explain how the connection between the controllers is made. 

2) Describe the functions of each input and output of the TSEND_C, TRCV_C 

function block. 

3) What are the types of data in the Tia Portal environment? 

 

Laboratory work №6. Creating a user interface for a web page based on 

the S7-1200 controller 

  

The goal is to learn how to create a web page user interface for viewing and 

changing variables in the S7-1200 controller program 

 

 6.1 A brief of theory 

 

 The widespread development of the production of programmable logic 

controllers and, in parallel, the impact on all areas of the global Internet have led to 

the emergence of an embedded web server in the controllers, designed to monitor 

and control the operation of the controller. 

The introduction of the Internet made it possible to use a web server to access 

web pages hosted on a server defined by controllers, access them, and view or 

change variables in the program. 

The embedded web page mechanism allows any user to remotely access the 

controller without the need for additional software. 
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 6.2 Work order 

 

 6.2.1 The procedure for creating a custom web page is shown below. 

(figure 6.1). 

 

 
 

Figure 6.1 – Procedure for creating a web page 

 

 6.2.2 The whole process presented in the figure 6.1 can be described as 

follows. First, an HTML file is created using the «Notepad» program or the 

«Notepad» editor. This file in the browser is a custom web page with the necessary 

input and output fields. 

Then, in the TIA Portal environment, a project is created for the S7-1200 

controller, which, when configured, specifies a folder that contains a custom web 

page. The commands of the HTML file get into data blocks, and then the entire 

project is loaded into the controller. 

After starting the project, the web server program, working together with the 

controller hardware and the user program, transfers the current data to the web page. 

By accessing this web page with a browser, you can also change this data. 

6.2.3  Let us create a custom web page showing the current state of the 

variables from the controller program - Tag_1, Tag_2. Using the «Start», «Stop» 

buttons, it will be possible to change the state of boolean variables. 

As a result, we get the following listing (figure 6.2). 
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Figure 6.2 – Web-page code 

 

6.2.4 Following that, you need to save this file to your PC. When you open 

this file in a web browser window, you will receive the following page image (figure 

6.3). 

 

 

 
 

Figure 6.3 – View of a web page in a browser window 

 

 6.2.5 Next, in the TIA Portal, we create a project for the S7-1200 controller, 

set its Ethernet address, for example, 192.168.0.1, activate the Web Server, and also 
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specify the storage location for the user web page we created earlier. In the CPU 

properties window, click on «Generate blocks», as a result of which we will see that 

the commands of the HTML file automatically fall into the data blocks DB333, 

DB334 of the project. In the «Protection» tab, specify a password to protect 

information. The result obtained is shown below (figure. 6.4). 

 

 
 

Figure 6.4 – CPU property configuration 

 

 6.2.6 Afterwards, we create a table of variables (tags) presented below (figure 

6.5). 

 

 

 
 

Figure 6.5 – Tag table 

 

 6.2.7 In addition, we have to create a program in the LAD language, using the 

«MOVE», «RS», «WWW» blocks (the function provides interaction between the 

DB333 and the controller's web server). It is simple and intended to show how 



30 
 

variables are changed, which can then be seen in the browser window (figure 6.6). 

 

 

 

 
 

Figure 6.6 – Program in LAD 

 

 6.2.8 After checking, using «Download to device» button load the project into 

the controller and launch the browser with the address you specified (for example, 

192.168.0.1). The controller's start web page will be displayed. In order not only to 

view, but also to change the variables in the program, you will need to go to the page 

with administrator rights, specifying in «Name» - «Admin» and the password 

specified earlier in the «Protection» tab. Switching to the «User Pages» tab on the 

start page, you can see the result (figure 6.6). 
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Figure 6.6 – Controller’s starting page 

 

  

 6.3 Content of the report 

 

- the goal of the work; 

- description of the program with screenshots and photos; 

- summary. 

 

 6.4 Questions for checking 

 

1) What is the purpose of this work? 

2) Explain the web page code listing. 

3) Show the result of your work by changing the variables. 
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