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sOtedr d Yrorobkzhr dz visr S"HT tcOHT , B' tcOY
Bl dzHjds Mp2Cifm Cjdd3j 2H" . no¢ j dz dzj d3j My
B" dzH ©O2 Oz stcdIsdzH j toH ' Y BdZH OdzO OdzdzZO2 HT
hryyodz mMo2r dz sdrw d&uh"jdjt’ BO.MY O ¢ jOtsizc
" tlslsOdz B tojz yYy"§dwdes CiLHj2AMBY B ' dz
Cited C.

1 0BOdkzOLd Stedflstc Ol dke * edisdz CHE tely aedz jdsf @lziz
s' dzlsB j o' &G jdz Odkestdlsd Nh' d BOwd Y &I
kOWHOEHT YO®sOBOMT L jldsjclsd %, d v ez 6 Sdljtda
Oketstedlsdide W Cj2B ' t6 §OLOdR) stedzj 6 dz' W dz0
CEfCchzletds jtc Bjih BBOZHT .

s dzlsls' YsdHOdEzAT jMiflkikzdjd "dWitdkok
WldeC ydw dzOter S jdzif' Hj2 Y OLT dZOHT :

4 (M) (1.3)

M =Dy (C), (1.4

% DJjdz

Cjdzi ' G dHOdkE ¢jtjc
M = Dk (Ex(M)). (1.5)
ZqWiedzOk ypdaj Cjte' NdWtedOk CjL' dHy €

C' dzslsjte Y sSdzH Odz" dzOH(1.3) X D dzfiid) § PAxHP2 H 1l 16
Y OL T dzOH T :

C=E.(f ). I =D(C), (1.6)

Odz Is j1Byn ' ¢
[ =D (E(f ).
zdWtedzOzZDO Ypdzy SCjt' hqWtedzOZDO OtedzO dz
OdzW¥ Oo Jl8'ldf dzD Odz d3p s’ dzH j t6 nOBOtdzOte) Y Ofts
Ofglsr dzh O € j dzjdipzWd® o @O el lsils r. S sHd®k" deh '
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B' dz@' dzjtH' W hj¢pls'Bddtc ( ACEBIASE ic Oz @g § 5
1 dzj 3 delslsj to' dgj dz tej Islsj dz@ j dz X  dzOO T .
1 i30dz0 Iz d OYH{f OtcOIslsr y N2 jdzj teH Y tsdzH G
tedIs' dzH ¢ § gegizig’ tetzg tbH B SAdZOH T
-Odztf OB BOT dzh ¥ dz O dzi26m tef Bf tsdp dBfy; L
-OdzW OB,dste’ iy IB2mih ‘dafywts( ) dndel B M tcr dz
-0 dzW OZse IASClIfIs OdzH Otelsls ™ € tsRISH G RZaAOZE " toj Is
-Odz¥ 0216(11502 Odzlst dzr y {omzmo;lfﬁézj,dﬁfttg}o wdz
-Odzl OB diis¢ * dz' ¢ Oah) Ry Py v
(1.3), (14))10dz(a[l6)EtGdZJCISJ td3j &z Mdf OllsOd&zZOH " dz

YO §f LK ¢ Okestdlsdds W jtojChjd Cls
dzgj €' L HJ de; dz. 1"z, Oz stedlsds ) Oted W dzO dalz
B' d&zH' t8jH' . J1n"d OdcestedldH' YsdHOdkok' d

Il dgh ¢t o) g SO SeEOEEMUYO igz ©H O Y Odzr f s Ofls
CodflsscuOY dVv d' ¥ SOd&HOEH' W W lkzd Odsj dzls Oc
Bjt' SIs' &2 ¢° (CtdflsscOVNdwd v 3n22,d v)
D00 Odz Y IOy 5 jfiph BE Fdgl¥ W i S®i i ® Y " 4 d
C' dzlslsjdz BOMYO h V¥ tcdOO demtels &3¢ j oy O eyt
CodflsscwOl dvdr Y OdHOEN™ f)r dz® Istsdzr y

sitedzj dgh ' tolz Y ddzOO" dz YL jGj OMr O’ dz S te
A2 tw©jls' dHj YOwOms' tor d&zOHFE dzts dets'ade v @)Y D
BOWr LH" fteddydfrdz Bj2dzgj dzj2H": yryfqw

fr sy © S jlsk Y ODHO2HO YNI2jd U YSE0O®OO
kpkjdH' BSkBOEZ SjtjC. cHjlls] Stkdfktc
BOODHOtdzOd3Odz" y Y"tcOdzH Oty ' I d dfQodz , Y "=ad@® dzH
Ceflsjéjdz hror dzhOter 3 dz ELGjtelskej B sdzO
Bl jCl BSd §stzd@BY KO® StodflsscwOW v dr v

kjS C' dzsk'w yufdwdr Yy HjWwEj2' &jdz D daj
YyO&Mmr "tk Bjt' st e &5j dz Odg’ YsOdzk ¢

V{1 P3NRCS 01 o[ 61 3¢
[RC#31 3 1 rwuwyrrt

SscteOW dw dzr y Odzc sted d3lsH j toH * Y G
Gtsqu’W hjwBjt' dzhnj € dzOMMdC Odzr v B
O § B3 nbdz defuidgafiaiaz’ )y T g djjtec ' dizj .

W dlzOdzd Odz B O2 P fif oy ¥ Bisdzje®W W dzr Y
B3 dz OY §f OteOls dpdz' OMr ter dzOIsTr dz OY
1"z yjteH] OYYOtOBIsr ' Bjtek W OCI
rfp o yn24ifm d2 w  dzj 6" L 'y ils O isdal d Hig
tejls' dzhnjy hdWttdzOkE OdzéstedlsdH j t6°
Z J Beis @etcM @fErLY 3D Is' dzH' s T dzgHT 6 OIsT dz
YOtOfisg ‘teals KEEzls' dz 6 jdgj tOyYydw dzO2 1" .
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K (K;) Hemounur K (K;)

| KIHYCH

3(”\'1)1’:”1!!:11‘! KaHa 3({h]}bl}?lb!if KaHdl
ceasu ceAs
K(K,)§ , , 3K (K,
1 C (vr 1
Omrpuintbiit
3aumposanue @ Pacumpposanue
op : KAHA C6A3N 4 p

var

‘>| Hpomuenur |

1.2fkz tejzIsf ¥ tc dzO dz0 O dz ¢ Qjsteis dBONEH T i) ‘ydz'BY 1 dz

zdWtedzOY B czO®N ' gD Is ‘K& dizb 3 ¢C: 055 EiZM)
h d W to dzOde0IsD detctgdzj dzpi J ') H o W topzOR@ Isdants o W tc dzO dz0 O dz
D Is "Gtz M= D (C)S j B8 j e Oyt MezazO2 H *

DOt dzAfiEH fus s ¢ tc BOGH @Y d3@HE @WEh r @B ls ' dz
3 D ddgj BE i pfrisdsW tc dzQigeold ez ez 2 ' 10 'dzélzH j

z § dzdztslelg) sted Wil dzdlsp y * ted B J'df' Y d'Me OY s Ote "
Y Otc Ofnls rutg ws'te d Wydzr fyd W dz'Oyids ¥ BIO B Hzj dzdztdg dzj i
M"tcOY F @ f s O:fils™ toH T

1.0 G jyteihr’ dzBBEH Ok O Wrjlsiz) C s | dzek dof)dxiz]
Ctodtf Stsc tc Og@AOL D tc dr Oy jYs'ists O dza Btz @ 2 j
Y Odzh OdB jyts' t<dz@H '

25t sEEtOBRBOHO B 'tc DOdZO h jh' &8 BOt

3.Zzjh'"' &8 B'tt DOAO BBAE nh*dz Ctodils
Ctodf SEEtcOBBOCOHT WOP OhzBOEZC E et & 3 s

I1"dz MOy lsOtcD O 2y GAdBiflz ONOK 1B dptzalzr & ¢
hOtels CEMj G &Bj dz ujldde" dzH Off tsfglOjctelaf tytoH ™ © Y
OftcdsteHT T YIsdd&ROdzHT YIsOtr dzO@ Isjw, woded N
Y Otefyr dzOflsr w Ctedf ssctc@Ddwjd wOdzis Ozn O@QY f
BjtoBiuoR'j.M IsjsE] B@no

P(M,C)=p(M) A@M)=p(C) AMIC), (1.7)

B'dz Yt ME OB Otc'Odf'tcvf ste ' Y Is d dz@E@ivl) oM
n OB Ot SOWH OdzH T HQ cCjtadd § |9 =0catdsO dizly Qizr v !
rYlsd 3O dzH " M 7 OBYOURMAE d f stSG tcOBOM" dzO OkHOte
C' dzlslsjte ' yYlddgOdzH vis @ted oz W o fslf)ts cae © dgaz® fi
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Odzz T W Y5 g@zio w0 € e § S5 ¢ L OBBOMT 3 5 dzO:
h Otcls ™ M @B Ot O W isy o syls d BOdzH ™ D
(1.7) Etedgjc' dgjdz Cjazjfm' hr 0DOHT

p(M/C)= p(M)QJ(C/M)_

p(C)
stedflstsetO¥ dwdr v yNu2jd v OOy oydlyf o w dzr
Ih " p@/C) 3y b dpfM) dsp dzH j t6° Isj W B tSp@C) ¥ AM)j s, W
usdzH " (ISP dzH OzZH Odz IsSjWH' Cls' W B ' tojlk' Gtr

-p(f)  ®(JORJjL  Cj dz6j dz 3D dzHiSitde ' dzH IOUZE dz Is1©
jls" &z jdgHn Clsjdz B"dZ hjh' ;g3 hroOEr & kOI

-Cd L CNopamEdegtzh p@M) = p(C).

sd o' M' de"p(CIM) J ®Q) ts dzHpM/C) = p(M), 3y pdaj R N2j O
Yrfdsdy dsj ds, €4 dzi ' dg YO ARtk D @& B s
P(CIM) =p(C)W D AdMC/M) [ lsDlzj dzH' BsdkzBOE CjtjCl' @
Hh vy jylolsdzj % jS" &z Cls' " Otwels.

1 OMYy O g DO G’ dz Cojdol WazrPdeD Odz - OB OGD O
BOWd Y &' dzlslsj t;nrOw ©dods @aldre TQOE oz0gyI 1 ‘Isdz tc O
s hdWttdzOZzoOdz L @w®isDE@; ® Otd’ ¥y ¢ dzsk
rYiIsdBOd&HT OF dz20 s w.

bt YOO, n OO B G (iftcdPOM0 Odz - OB O
YOy dlsnj e B il "Bakjjzizjjfinz Mg O tzilzr §CIOAED fits dzH O
ELGHCOeRD dzH ' Mp2CjMmis' Cls' B jtolH'D.dzj o QG LY
Cj dz&Mjl tiz' dz

(1.8)

p(C/M)=p(C)i .0

td tsdzH ' YBSjOalz, dcCjjde S T aed Pdej dzj 2 st dz € j o3 dzH
sOB" dzZOHT . 1 'NcIOWls I8 dE Q flagzdzj @zls dz B Otedz" ¥ €
Bisdze € jtej § . p teldstosidatrsdsdy B O&OtL d&zOt MOdz dz
B s dzckotzj €.

sjdzjm' & MOk CetfmjlCjdHj?2, ROBOEL f
BSd&ZOOdHO OMO vy dwkgCyisf " Yisijzdp®@® B & 'dz@e ' .
MOdzH Otcd3j dz dze d3' tc dzih €26 dzldz B ts dizin) © diz: oz 'dzgz. ot

Ei(Mj):C55
B "y tes=fi+ ) modn.
1"z 9BDP@NC)= 1n=p(C)lsjwH" ' §pdzfp ' ekl 2] OMO
Bsdzr ifr dzghn ©2 yu2jde w B 't & MO 1.3 f
3 4 tes=i+]ji 1)mod 5.

2€



13MEzEpl0 SCtedflsscwOW dwd v 2]

ZdWtcdzOdzDOdz -~ OBYOR OB O MOZO@® ybpdzj ¢€°
Omo vy fdw yn22jdjte Cjdif J¢° yYOmdjly]:«
Dottomlsj¢ B 't6 Mrorytfjdz BO2dzOdz" MOHT

2)BOtedzr v S dzlslsjte Isjwr YisddBOdzH T

u tsdz’ d3j dz, sfpr dzH 02 N2 d W ¢ ddgds ey y O
s Mtels B u toB8 8 zOH ™ .

cf Olj BOIXAD tDIs Is j sEBYP O CdsilOe MOf Odr
LdadstesfdY CeEBjc Bijde " WDOIM tg, j£6 e , ¢
rYlsdd&z3OdzH " Y s Oter BOte BN BE dzv' Clsjte 3 ddzO
Cjdzjfm' Etdej S jdz CEMjIS dzj H*

H=-4apdogp .
oM 2jci §C dzfiyls QdsAefriHs@s OC " tej H' @ R OB (
C' dzlsls* sOWHOE. MOB OtcH ' SOwHOEZ 1€ ) " dzn
Otcy "Eddzh j 2B ZOH T
H(M)=-a P(M)@gP(M),
B"dz YJjteHj, YBME BOLd V¥ &I B d - OB OtedOt
L0 fMsdzo?, C' dzls s QuizsO HndzjLdz © € O X dr @izl firff
Odzr Y sOdzOH T
H(K)=-a P(K)dogP(K).
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(500t HO CEMjls' &€ jdz OMO ynrifdgw xu2j
W SEf logpCHtazjh OKO Isjwrykqd®kOdH' ¢ OBOtE
Cdzls B j tagn Cf'ML'H BEE zBOMO  DrOMADH Is.ts dar 'Y dz ¥ IO
d° CjLujMmilk' d 3O0dkfr fddydfls' v B' t
J

e ' LS d @fjrO Qziels dzEs®&BE W2' &3¢  j dad '
NS dz Bjze' M' LH' € MOder §' dzls B g’ f' L
[Gitt R OBOt MOds hjCfm' 2" deHs@2NHD, . ts[dzHAEC

RnOBOtdkzOte 3B R ¢ jife s jji§flj " dgj dzD to ' l;’ls;te 3 d dzC
skzr dzH Odzfpr dz. [ " Y OdEH @2 N jCIs' C' dzk OMO Yy
C' dzls CEL C' dzlsls "GO MsdzO2 Iskr dzH Olsfr
Nddz0or tejls' dzH j .

ctcyY Otg @R " L " rdmr BOtc =~ OBOtWGHT hdWtedzOkz
nh' dzj ¢ Odz" YLs Odz0 @Qzlz 'B®'te ¢ ' dzls ¢ MOBDEe HJ
OdzW Oadilsr dzf ¥ bpDte' filsj tc RiOde & wWRls telis@ifine ¥, d3"
JdZHO MtWDr Y ODHO2HO OMO y"fdwdz ¥y nh' dz

RuAy OR¢A.

I "dz YBterilsr dznr dzOtc " OB Ot " YIsddzOdzHr O
Sd OB d3gj dz Yy OMOdZOHT . 1 "dz Y OODHO2HO OMO
OB Od&ZzOteH" W Istsdzr v MOdz dzOdz Isplzj dzn® B 5 dz

[Gite ROBOt EfiAs idsOled Cdddrr 2 O2§ OtcOls |
Y OB " dzH Qoiatz RB1QB Otc zOtcH "™ Y " telzHT W Odz Y Is OdzD
BsdzO Odz ML OwCQ2drcqQ) dz B j dz¢ ' dz' MlsOIsdMmisd ¢ Odzr
sdzHO S jtejCls’ C' RBER, WEHEjd3 8xE dyjtadsQifisiz 6 j B
Z " dz' dgH O, n OB OtHT Otcls™ yIsr YiIsr Odzr' f IsOMml
nprrdeH dz2 fMsdz Siti € tilkSj Y My OtwlsOlsr dz2
BBEdzOHT . wtsHOdz I€jjtRdz0z3 "afsienfinpdatzr @R OB Ot
D tc' Y tdjH O dz" W2Odls dzf E dzj o3’ s ORIR) G IS df ¢ @E2Y H L
ybDdzagj B"dz YOOHO2HO €' dzls € E 16'jid®d pDdligls ‘~vO BBO
Bdls® ~nOBOt OYfOwOl" dzZg Y OB j OB EOdz 3 OMB
sjitstedwmy iz Odzr @I Mg dgj ¢ Bidz Jw OCMr
sfmr o0dz yjbkej BA&ZOHT .

11w

15mo1 0t ot r3 ZRATJWEw [ ¢ Wy rwWsu[ U
s zOMMd ¢ Odz v daj d3d M B deRd3jdddstisd W d" toyd ff Mscfs

Okzc stedlsdzH j 6" dz YtSdzH OdzzD O mn2jdaj v', B
Cite' hdWtodzOEHT W Isj ¢ st dzH Ok tejls' dzHj 1
Q21 tedzZONM r dzr O BtsdzOHT . I "dz OdzetstedIsdiH § to

Y SdzH OdzOMD dzj S dzh ' Diteg S lsda( 'Sy h (W 6o
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Y Otc Off @Rrdza dz fiyr BiSdZOHT . gtsdzH " Y Is Odg, 0 dza
OB OtcH T hdWtedzO2 Ypdzaj Cjto’ hdWtodzO2 0OdzOl
" dzl 31 MEtej s dzHy CEWM IS’ dz6 j da.

r' Bjtolzh" MOOB@KLO CEK S diodfEL B Otc.
jteidz y1u2jdd w BOtdz v ®RBKES 'dak' W KIOWHO? &
‘B j2B "t Ispf' dzdsd dz Y OB dzH Okh T 3 OYY O Y
ZOBPEO2HT HiYf iMmjfljdin’, & Mod ,
jte' dzj H' (MtsdzH’ Y IsOdzy B h3eslde & dirisgit 8 iz I
OlsO@OHT ) . MOB O OtE'Edz " Y @der2tBls GMis' tc OH
dz SOVHIO @B dzdzC " tzld W tc zOdzOH ™ . z d¥ tcdzO
) 4 iE hogHt jtc d&zO dzdb Odz @BazrS 2@ Is s € fs PEZFBO IS O &ZOH T
Y Ot 02 € taodef GsAscdz@ed? dfiniz © O te dz@dy "HId3Q xizOydzr B
fiyr Ohry (YtstcDOdzd3OD Odg) BSAdZOOdzH " Y Is|
TElsjtedz ¢ 0 9xJd o, ¥ ' Bite' dzcjdz ~OBOtGHT
HOQDF GBI stsc tKEBdESM'CERj e BBj dz St
“te'' i S OB O’ Odz' dzOHT .

vOBdOdj tcls’ @H Il d&z¢€ J dz OftslsT ylIsr Or Oty " dzr
d&3p Is ' dzc § 3D dz’ BOt ELGJt' Mis' Jdze' Lk E|I
CedfsscteOWdwy M Bjdz YyBMO Y OdzoOdz OV { (
YORIsOdgBHE jtc -~ OB OteH™ Islitcdzj dzH ' toclzH j dz M
Otclsr ylsy jls¢ " dz' €Is B 15 ddg§2fis@s, j dan {iAfic @30 E Oz Olis T
OtcdzO2"r BOY' d&zOkE SCStdB3BddZOYyYdwdzr ytsfqkz Oty "™ «

ctolsliftedf o dzOkz DH' @BBMYECY.j I8 j dze * dz'
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tdBjHj Okr Misr sk, OdkkOM' tk OdEt
DH' fiplsdi' e’ Y SdzH Odz’ dZOH T .

dibsceOWdvd v bpH Misjte hdWicdkOk Odgt
O BE WM dzj MY d3@J Is Wy iRt kB)Y3 Is e[dfy"do @Bdz
Ok stedlsdiH j W § I |l cd)yHO s Isls EWH j 2
dzj

ittt @ lsscteOW dwd vy  3yN2jdjteH]
WiedzOk B 't C' dzls Oty dzf Ste’ dzgH OO
foykOE Cjti¢ (Bnd yjHjd ndddils

©H' W SRR OOt Ctdflssc oW dv dr 3
d s s LUl B C LOW W dr Y 32 djeH] ]
h

X =< N
S-e-q\_)u:;sﬂ:
. . -

hdWtedzOE 1h' d@hy Bgzif O @IsdR@zOHT ) D dgjO
WtedzOE » OBh 2Hz OlsOdzOH T . ¢ iy d dzd
NI2Jdzj eH" W BOMIsT HJO2r tdBOhyr dz'¢O rdzl
0D0dz OHOB HO nOBOWGHT y"qgdqw C o
sOdz B 'Odgd o332 |5 Wigiwelgfciiir 2 € dzls s NP3

O]

tedf stsctcOW dw dzf y N2 jdjteH' w J
flstsctcOW dw dzt f B tydi R Ig ‘dzj g jfO teMIOD 2 HJ' te
Ott &pls’ dg fd &3d3j Isted W dz' Y Cted f
te dzOdzOH T, Oz Mddzdzj stedw dzr v Stody
dw dzls Ofd dizgdzd Istcd W dzr y Ctedf Istscts
tc dzO dzOH T .

‘"t OY Y OteOls Is' L'Bdg"cO dz IIEQWHlgRAST OddDitf E
ClBEdd® dzj H' . QO" dgH'" N2 jdzjteH] Ohry ¢
' hdW¥tedzOdzDOdz dpIs' dz Mddgo sdzr dzO OO
ddzjteH] ~OBOdzOtt Odz YIsOdzDOdz "L " dgH'™ D
ZzoMmisr elz pEH" Wi wslzw] Md dso sdzH Oter Odzr
rdzh © B' to B to' d3j dp s thyisdztc I© &z p Aty s .o
dz fd dizo sdzn Ot h d ¥ tc dzO dzD O dz Bp s
tor dzOH T . Z'" dz d3p dzH § , OdzazOMIs™ oz 3 D
BBdzOHT , tdQth Odz" e ® fip}2® teD tg 19 ltets dZO H |
Ok fMjdz d3GH ' dz' ¢ dz )Y 50 0OtcdzOIlslz BGOY M
BOMYO hdWtedsj dz lsODT h d 2w dz®@dge O gl
By sLdydy zB BdzOHdWtc spL ' g Eoyr s
Odz maltis? Iz dzj d3d My WP L@ v " ©Od
ZzOwDO Y OIsOHT , sdzOte -~ OB OtcH ' h W ted
OdzOH T

1 OBOdZOEd Ctedf stsctcOW dw dgr v Ctsd3tf + b5 Lk
flssctcOW¥ dW H Oz dzj 6 L ¢ Q2" ted3Oh r dzr
flssctcOW dw dzr y Odze¢ sted s d&3H j tc H st BAjOdS,
Odz , Q0" dzhr dz dzf Bd My Bt M Is' dz' dz2' W
f@dp'tey sOzDOdz jtejnd BS2T dzh O D dzzOMIsT te
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Ok flsr tor dzu © . 1 0BOkOEd Ctdflsctcoly dv d
Bjze' dzjtec) GfjtwOydw Ot VY tsdHQds ckOHEg"

EOYr kO hdWtedOkz CjL' dHjc' djc' Leg' &
Ok’ fis' ez, ybpdzj HJ NdUtedOEHT W ] d2 dH
s jOyd™y zOte B t6€j YSd&HOd &OHT (y"tOd

YyqdqSdzhr IsiitcH] Y O2B0dzOdzOHT .

I U te O dBH O M ls tzip i3 fib@atyivddzr 28 hofjtele deOtedzi | 3 O
dHj2tcdfIstsctcOW W dz Y Bjt' ¢ 24§ d Y Ote
sintcdzj dzH * ez dzj toH " CEY te Is YO 0d&z0k 3
S Z j dedetdt todzj dzH ' oz Ozt fnls " dziz jizdbtitution ) D dzj
Istc Odz 5L d @efmutatdte H 'Y ts dzHCliglzlzdaH ' " dz IS 1l todzj dgH
CEf tojls §O02HORORE Bjt' ¢ hdWtdODO Isp
Bl BE * dgH hCOhE jodifflsion) O tiz® dzO fifdenfusit).

ZOhr tcO®BM v dipls' dedz' w B' t8 Bj @' f' dg' W
Mtsdzr d3j dz Yy sMO & fdisds " vw  "ed Wide dz@ dzD Odz - OB |
Bj dzcg ' dzj to' dzj . zdWtHO B"d YOMdilkls' w BOtk
Bjdzg' dzjte' OwOMm &zHO MlsOldmisdS Odzr v Iplkzj
BOMYOh O O02kyOdzHO, C' ' ipls" dami] vis O®k by s

YO2b@E' , Od BOMB® ddOQ' ZO&' dlsls' BE d' §
Cjdls' ezej BN BS' dgH' & B jtedsj 2 H' . [ mod
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Ot Y motvegpseclrelz:

AARARARAARARARN N
oo
~NouhwN R
(ONONONONORONO)
R I P R
(R R R R )

DT dzf dE W Isd o ls’ h diiRjcdzO B tojsdz'mls Ols d f
hOBlzr dzHr w B j Cls "idrjds ' p fip' tadgC@n j Q@ dzQHE j.te Y O
"L T odgH rhydiitte dzy dzG § dz d3D Is ' dzH ¢ "MMisOf OdzDOdz
ffd dgo sdzH OtcHT dzgOYIs' Is' dzHj YtGsdZHOdE X d° dz'
21C jMmilsj Hj OO dahir 'dii0 dpdlsieods’'dz "L r dgH ' YIsODT
Dt fIsfi B HH @ Bsdze Y d' d32F"' dz CeEtemilsjH' [ 29

2.1C j fls

dO" dzhr dz dspls' dz' dzgHj Dt flsjteH" W f O2

bt §f rd o Pte' § rd- & Pte"  r d° &

E 12,7 D 4,3 B 1,0

T 9,1 L 4,0 V 0,09

A 8,2 C 2,8 K 0,08

O 7,5 U 2,8 J 0,02

| 7,0 W 2,3 Q 0,01

N 6,7 F 2,2 X 0,01

S 6,3 G 2,0 Z 0,01

H 6,1 Y 1,9

R 6,0 P 1,5

rjcjdeBjd yO0dkor L fMdketsd yd' & ¢° biEzttO
Do’ [ SH®UH® Bk ISOd&HOE" dZO dzj ¢ ' L H | dze j dz
Ydr dzH Odspaigts d&zH Ot S sdz3B d dzOydw i dzr w §f O2HO ¢
d &

H"ter M B BA&ZOHT , mMtsdzr d3 dz B' t6G J
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CosddBddzOydwmr dz hdWtcdzj dz¢ j dz dBpIs' dzgHj § O2H
YOLT dzDOdz Is" dzHj ®dzr W X d° dz' ¢l i3 dedz@® Oyzj dxls
Isj dz! desyQigddOsls z f swW o dzj dedv €S tsd3B d dzZOyd-2 Mmd
Bs L dzOls! yYOfmlstslskz ftswodz dzdw o L OhMdWtetse
ddzd f Itej v Mdde sdzOdsd d MO dedo Ols! j
2O dMOdz dMrArtsHdZ 2 HEC EZA] dls.

dor dzhr dz 3o ls' dz' dzai @'tc dz@) Gl @dz todxdrak)n  dzo ts
¥opdaj nh  fddze tsdzr BOt dzj 0" todz'(ds Y tfc O Ptz @
(trigramg) 2.2C i MisjHj CEtMi s’ dzé § da

2.2C j fls

QD" dzh " dz ' &2 dH) GEOLH'T W §ORHOCOEWE > J
) deqle t@dMs ss§lsOtr

TH,HEJN,ER,AN,RE,ED,ON,ES,ST,EN,AT, TO,NT,HA

r deteOq ND,OU,EANG,AS,OR, TI,IS,ET,IT,AR,TE,SE,HI,OH
stedesd THE,ING,AND,HER,ERE,ENT,THA,NTH,WAS, ETH
FOR,DTH

260" MQAWdz S j dzis' tohd W telstzj ddgcdprdd cdsp Is © dz' dz
Hjd C.

XLILSYWIMWRSAJSVWEPIISVISYVQMISRH
SPPEVWMXMWASVKQSVILY
VVCFIJSVIXLIWIPPIVVIGIMZIWQSVISJJIVW.

tlsOdMisdS Odzr ¥ " OBE" dzH' Y®dHOd § B OMEk

Zihk)ydwde Cjdzs' elzh ' B"dz hdWitcdzj dzgj dz o3
QJfr]ISJfr] dz Y"t©DOdz € jL HIj=14, ¥ azl3dS kDO dH ©  C
lsOD" BOMY OdOtEr .-|,[ wisltgj 6 j C ufmspfsi ' . 1 "
B ls' diHfjdse sdzr B OMIsOf ¢ T dgptsdzdalz@ ¢ Mo 2 ¢ j f
"YldBOd jCjdH' ¢ dz CEHeIBlSidEOH.T . [ fip @Y Ny Qs
K=4C"' dzs' dzg YSdzZHOdR@' sBd#tetij dzdd s0@t" §
OdzOH T :

the house is now for sale for four million dollars it is worth
more hurry before the seller receives more offers
HBdB3 jJfjter ftesHOjIsMw L O ydlsrtej d3d dz
femfjihds:, §f5C0 §totsH Oaijapy@zdRsdzizyd
I dzf d3dz6 Is g dzdp Ch Atz to T
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D2 dz dglzdw Is d § dis('0 G WD @ odzj £ Odzd st
BOMSOYY" dpls' den' ¢ sfjde CEBjABEH' YV
hqWtedzj dzc j dz D Is ' dzH ' C ' dzsSfjbde jeiselsdilz 16 E terfs) ds
U Ommpasumens Y Tlomyuamens |

Hexoonwtit mexem M

A

| Cc= (11’><Ix)modn I<—:—ﬁ ﬁ—:—’l M=(CxK)modn I
1

C 3awnhposarnnstit mexcm C

1
1
1
HC\(J()Hblll mekcem M !
1
1

3awugposanue Pacuughposanue

25kt OG22 dzf Bde' W Bzdz sdf dzd C Olsd o@®- h dW
@OtH hdWtdzilz Ypdai M dWtcH jdz Od

D2 dzf digdiz’dw Is  f dzd € Oldztf Ols 'O iFREfB®T Etc’ i)'
YNtee' L' dzjls' dgH ' € Isj dg, hdWteHjdz Odzkz dz" d
ddzo j tedwmr dzO CEe'B.j 2 Izl et ez de® ' tgjOHs Ols ™ dzH
ZzOL Otc OkZzHOter wr L, B"dz hdWtedzjz Ypdaj N W
ddzo jtemls® jCjdzvH' 6" dzgj CJjf' dz BsSdZOHT .

D21 dzf dzdfglzvelz’ Isdf dzd C Olsdols® hdgWtsr CEeEd
nOBOttdzOBRBOd&ZOteHT h dWtcdzj 2 d3" dzO Etedzj & € E 3.

C=(MT K)modn, (2.3)
Oz hdUtenj dz Ozl :
=(CT K'Y modn, (2.4)

B dzH RO'KS " dzls' dz' W dskzdz' sdf dzd S Olsdols' ddzo g
278" MO@@O" dzh r dz  Odz¥ Oo qls' dz  YdzHOdlz ¢
Bzd sdfdzdSOlsdels' hdWwr nh' d ¢ dzslsj to
Cjtey &2
Zjihks'dsZsmtswor Ete' ' deHj BEdzz 124j4lej S .
B ROEBOG 3,5, 7,9, 11, 15, 17,19, 21, 23 p d25. 4 " 274, 6, 8, 10,

12, 13, 14, 16, 18, 20, 22 % D dZ&J4 d3D dzH j o' Z ) d "dalz” dzr w
Bzdz sdf dzd S Olsdols' ddzo jlsaifrfig oy ' toy =€) Hj'S.j dzH
288" MQdzdz Is d §f dech SQistaf o Y ts dzK © @& 1 dzls hetloj dz

nOBO&ZO®BOM" dz h dWtcdzj Iz.
ZihkmdWtedzj dzc j dz dspls* dz6éj D' flsj @3pte' ¢
Y 5 dzHOIsl20t6 ' ff :
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m= h Y 07¢= (07 T 07) mod 26 = 23 Y
m= e Y 04=04 T 07) mod 26 = 02 Y C;
m= | Y 11g= (11 T 07) mod 26 = 25 Y
m= | Y 11g= (11 T 07) mod 26 = 25 Y
m= o Y 14c= (14 1T 07) mod 26 = 20 Y

XCZZUih dWtcdzj dzG j dz - OB Otc ZzOBOM" dz OO L .
D52 dzf BBAPHeH dIsd o Is' % D daj Bz dz Is ' dzdzd € C
Ot Od&zOMIs™ tzDO B ts@DOW § czh YD ddy distead®dzj ¢ h o)
C' dzslsjte y"Br Bjdz S5BBBd&ZOYdWY M dz OZOB' L .
hdWtedsj dz Y tsdzv Odg’ dzOH T, Oz | ¢ debfijztejls O
OWWddsn' ¢ hdWts hr dz o§p dz' dzH jr dB 'Jt€'" dzj" df Wl
T "Omnpasumes. ) T  Hoayuamens 3

1
IHe \m)Hm.r mexcem M Ic \m)ku mexem M

! 1

! 1

| 1

! 1

! 1
I ﬁ |

: | T=(Mx ’u;) modn Id—;—!i M=(T x L 1) mod n I :

| ]

: :

1

1

1

v

]
:l(—(l +k, )nwﬂ'nl-—:‘—ﬁﬁ—v—bl T=(C- A ) mod n |
I

..................................

C 3(!1!1'"([}]106(”!"bl’ll MeKcm C

Jawmugpoeanue Pacugpposanue

26Miztejls. D27 dr Bdgr W OWWddzH' & hgWier CE
hqWtedzjz Ypdej " dWteHj dz Ocdelz

D52 " czr dgried dzH ‘ Sz hyftdeH Odzz C j LM gzpigzj B OF
h Wtcdzj @Gzelipdz’ dz7 OtOMmMr dzH OO Yy Oks y dz@ify, Mts
SEdRj dzHj G  Hj2 Odz YIsOdzOH T

C = (iMk)modn, (2.5)
% D dzj
M=(C+(ik) ) 19 mdd26, (2.6)

B dzH GO Bz dz? Is d f Gzt g dde) Jd2Ck, OH H dsSS d o

d dzo j tefmdw

(25 j ¢ fRphejIslsjc’ NdWtdjlz dzgj &3 iy "
"t DOdZzO Cj U tehn] s DsPd dza 5 d&zO KM Iz to jrisjlssjj daly Gl
d3j VYBdzHOd &ZOH'™ ybpdzj N d% &zOt € tsd3s dd
HJ, SdZOH™ W Dty O2Mr Mr dzr w Mrorylsrw
dzH " €' dagj Y pdzi O hdWttdzijkz &id hd¥
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YtSdzH Odz" rda®lsdlz@@zHC EL Y JIsC " L2 Citej & 4 CJdaH' ¢
CEtefjlb' ke jdz. [Gjte YoMz hd¥Wtdjlkz CjL° dzo
hdqWteHjdz Oz CjL ' dzHj G B ' dg"* DtejSjls o

290" M®@ds.2 ' dzr W wnrdZH'c h dWiterZH @®dedz” Odz ¢
JC " ZfpOodz st OB Il te Ny " BT dz Y sSdzH OdZOH T . ¢
Y SdzH OCzD Odgjs 2 ¥ dzf d®BdgWwf dzv © € hdWter nuh*dz ¢
YOdzd @Y dz' dz Odz" YIsOE Cjtej §¢?

ZjihE27d" MOdz dzgh © OO dzh r d2-¢Q dzWs &y Izls Is Jj &
N dr dg Odz' pls@ard QdOdz OW¥d danw' "Cdz hCd dzlsls j te
3" &ZO0D0Odz Isj ¥ BtSdZOHT

K=2Zpl Z=25 1 12 = 300
21003" MOdR2 r dz¥ @deW W dzH WSte T dz Y tkgzH7 G dzrdi

=2C" dzlsls j te hello® OBEY BazO BOM' dz h ¥ tedzj k.
Zihg'kd Isd§ dzd C Ols dkpa7'y DXj IO HIHN Isd &ls € °

= 2yYBdzHQdzrfifiisde” &3 dz B 66 -~ OBOttdzOBZOODO bt
hWtcdzj 2 O 2S)sYewdertlstddic © 1 -

m= h ¥=7;(7 1T 7 + 2) mod 26 = 25 Y Z

m= e Y=4;(4 1 7 + 2) mod 26 = 4 Y E;

= | Y=12x;112 T 7 + 2) mod 26 = 1 Y B

m=1 Yocl=1;(11 T 7 + 2) mod 26 = 1 Y B

m= o Ys=14:;14 1T 7 + 2) mod 26 = 22 Y

ZEBBW " d ¥ tsdzj dzc j dz § OB Ot 2O BOM' dz OkOH' L .
211d3" MOdE2 1 o @AWY deH WSs " dz Yy tkelzH7G) dar i

=20 dlslsj t6 ZEBBWE G @t OBOM" dz " e tHjdz "' D
Zih'ki OMlsOfy' pls' dz Mqégp sozodz BOeE [ ©

26=24ilsj dz O DOz " W tecrj GG j dz gD ls' dzG j OH

4 s kedzmod 26 = 7 mod 26 = 151H Odz dzp Isdy j &2 Bz dz Iso

Jodzo j GMd W DO ke B4iRB ) BHEH IS o Is B 15 Gtz gzt ¥ s @

BOMSOY Y™ ok h@ez O 2 i@ Ody 0 OdzH 02

C
Y

ct= Z Ym25( (25 + 24) 1 15) mod 26 = 7
;= E Ym#; ((4 + 24) 1 15) mod 26 = 4
cs= B Ymg%:; ((1 + 24) 1 15) mod 26 = 11
= B Ymy%; ((1 + 24) 11 1¥5)l ;mod 26 =

= W Ymg22( (22 + 24) 1T 15) mod 26 = 1
[ 4 3hdéllgp OMisOf vy R OB OdzOBOMr dz OdzO d3rL
D2 dzf ddat Wisd o ls' k=Bl dzDOdz CjLHjG' VB
OWWdden' € hdWter dzr w %jCj YOOHOX =1 §tsH fr]l



D52 dzf Rz a2 Is diffipdl€' O hidMte 0 BSdkzOOdz S L H
Y2 dzr Bl gdzh ' C MWt dr W 4 jSj YOOHO2T .

fiCte ] MEfdlz f j &2 MisOlsdmMisdS Odzr v hOBE"™ dz DH
o ls® dzg6j Y BBdzH Odz" dzOIs™ dzH ™ Y Is O dz, s OWH Odz0 O dz
CEtljdB L. 1dwde Cjdzs' BEB] dz@pe ‘dzh v dz ts dz flzdtzelz
"fMis@GHHT Hj Azt €

PWUFFOGWCHFDWIWEJOUUNJORSMDWRHVCMWJUPVCCG.

1dwdz Cjdzls' tekh' fMsdy ddjdz B' t6¢j 1 OBOd
jigzcj etjidzj MdBo sz dzOdz Is" e OlsT dz B OMISOF y
DORPjIs' dz LOY telsy @BEYi ™ fyys@z d§jj SC' L j OdOHT
slltedz Odestedlsdsn' yYsd&zHOdr § Y™ MyYyO BOfMsO
SEZOEH' W yYO22Mr i)' ys2' d kdz W OWWddgn' & N
U Dlsdyj M dznj sz o & lslsj whe'OdlsO§ St
b ls* dz/ h W todz@zipeY) WCHITh D &z’ o3 191K o T uz dz
ety WFO d&zOH * .

s' dzslks' kOBE Nh'ds Ldwdz Sjdzls' tekh ' ISEC

lydwde Cjdzls' tolzh * J 6] te B' to' dgh ' O dze ts
h i ter BEENO, GkHO o Gdod &BjllsjteH W
se3j dzH j ¢ IsjWHjEH' Y"tO OdOIsr dzH" D" dz B ' ¢
m= e Y 4; ¢-= (~41+I12) kmod 26 = 22 Y W,
m= t Y%=19:19+k)) knod 26 = 2 YV C.

4 0Odzr Misr e W B"dz j&° ISki Y B gzliz dgg dzrh At ‘W
sOB" dzZOH T )

4 a9 7 20 8169
g 18 C%ngod%—é@s 24 QC%ZQ 0d26= %0@'

1 "HIQHA6, WHAOOLOB L. 1 jejdedzsi dz B"Hz ) OEC
=16¢C " dzlsls* w B' tg' dgh’ BE d ¢ B S iz@ 2@ @BO2 H
Bzdzt sdf dzd ¢ Olsdols® ddzoj tefdY BdEZO OdzZO2 H!

21 dwdz € dzls' dgizdz” d3jdlsdisHi'ten " W S dzh "t oy dr
Y sdzH Gdgrtedfj H '

Qo
Ol

ak 5
8_
¢h2~

“PAf8

m=e Y cd= ( 4+K) kmod 26 = 22 Y W,
m= t Y=19:19+k) kod 26 = 5 Y F.

S99 OHtOIsT d&OItedyO® ybdzj tsdg" W ddzoj tefpdn
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ak, 9 0 8225 319 7 §.82256 411p
§-%, B & gmouze= g6k gmod26=5 B
%2_ %.9 1% c = é£3 24-@ = 94_

[ dzH ' L d W dzk &jliizs b dip= 4 it &2 OdzOH T ,
I * d3H ", k-H)'ABeJ BO Bz dz' Isd COlsdols(19 2pze § tef
C' dzslsjte y"Br dz f O2HOEDME fd dBWEj tdgiffpd'w, Y'RO tc
SOB" dZOHT :

OI

C = WYm122((22 +
= F Ym5; ((5 + 2

~

22
2)

¥bDdzgj R OBOLdOBOdE N dWitHjdz OdzOH T :
PWUFFOGWCHFDWIWEJOUUNJORSMDWRHVCMWJUPVCCG.

Ivdz CjLHj BOMISOYYyr dipls' dz B™ dzO2 B BdZOH ' :

Best time of the year is spring when flower bloom
BOdtsy dkzyhj jo pfiipd@y TaE0). yo jlskzls vy

Is2" dz Bz 6 Bt OdW Ooadlsls'® hdWtsr
D2 dzf RBABHH dIsd o ls” Bzdz' sdf dzd S Olsdols'
hdWtedzOte" dzh © C ' dzlsls i€ tcy B C fiaiz OO B k' =Zz@EO |
pdzin' r ' B jtolzh d3J dz Y OB dzH Okzh T BOMIsOf YT
nh dzj azj mJ hdWtedzj dzc j dz 5D Is’ dzH § G ° D tc D
Y 5dzH O dz® © dzte’ L C' dzlsls® 110Gy GRN T GlzH @2 Hs'Y .0 dzH C
sOB" MIsOdzOIs™ dz pte' § ¢4 Ispkjdm' L.
r"terfm hjgh' d3 hdWtedzj deGj dz d3pls' dzdz' w Mo
3o s’ dedz' W DB ' to Dteff " dz' W B j 2rdzjei tazh Y " txij
Y OB dzH O ko t¢* {fBlsj" udzj " sz tc O+ Oyjpdezjf ‘1 dzr O dX
sl te' dzH | NOLRHMEz®id®OB] . tsfMr dzH O2 B 4 2 dzj dz,
Cetemj s’ dze j dz.
213" M@EMEztcjlslsj SCEteMjls’ dzejdz ¢ dzlsls® i
hdWtedzj 2 Cjtej €

Hexoduviit mekem
Cbcdefgbijklmnopq s|tiu|viwxy|s
EOA TRBIEICIFIUXD|OIGYLKHV|IJMPZSW

3awugdposannorii mexem
27zt B dzh r dg Is* dz' dgHi G Y2 dzf B2 W B to
B O dzr

~
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This message is easy to encrypt but hard to find the key
Clss Mstseh jdzd] ftesMmMiss L O dWtetsea Ols |,
Colsster @3 L Oh dWieseo Odz Isj ¢ Mlis
ZihZzdidej dze j dz - OB Qe dzOBO 3" dzO IslitcGj J «
ICFVQRVVNEFVRNVSIYRGAHSLIOJICNHTIYBFGTICRXRS.

D52 " dzf agdMay Oo dlsls’ hdWter dzO OttdzOdzoOdz ¢
-26dzr W tster dz Ok fls 266 OO dgAR.0v odizdER S dz

Ctd hOBR'd d Ldwds Cj s’ wkh ' nh ' dg o
HO, Elj ClHBHjd jjn'. r;GszoBJ@IZda;dz )
Bjc' LHjdejd MsOdMsdCOd ¥ hOBE' d DH'F

hdWte MddkBosdzH OteHT W f O2HO BBdkE Yd' &' ¢' dz
2.1.2. 962" d Bdz W SEf Od¥ Oodlsls’

D2 dzf GdZfYw Oz Oo dlsls’ h dWtedzOte’ dz Y sdzH O

Bsdzzm dzr W Isiltedz'r dzOkz 'pfflgritcr fdasy Is™ o OH T . 1 Of
mMd@osdz 3 dz " dWtcdzj dzc j dz d3pIs' dzH i @B ' tiH] jd3iz t
CMY YjremOded tef3D Is ' dz BDOGN" lsdzgHd@H j N W tedzj dzgj H ',
tstelsOfr]f'l'dle@GJls dzH hdWtdzj daj v " . Dts?2 " dzf dic
hchtc;de)trafdzr ‘WG "y j Is5dg®te dzj ¢ L G s &z fd dze
Nd' dz ¢ dz Y OMmr wOH™ W iedz] dzc § gedzikD 6 2 tizH ° B "
fnd 3o sdzH OtcHT™ W MisOIsdMmMisd S Odzr v yd*' dz' ¢ dz Y !

D27 dzf AW Oz Ooa dlIsls® hdWter dz Yy "tekz nh-
DtoBfydedzo sdzf dz ROPIs@fzY w MpD2CiMm MmMd dge sdzr dzO
BOMIsOf YT Bpls' dz MddBatsdzr dzr w fsL Jdydwfmr dzO
"h¢e' ¢t dzls hdWtedzjzH' w "h Q" Q' dzlslsjte' dz Is
Bpls" dz Mddze sdzr dgr w f s'LhdQydw ) OB Gzlilste & fsdziz
Cijtei Cde" BHNE] dzn " o' dzj v’ . kB OBPOPYO i-@D sy Gt
fpddseo sdzn ™ M dWtedzj 26§ ¥ D ' " dffictedge] txidzhj " dz  vdy
Y tsdzH O dzr kaz@isk, tgé )€ " dzlsls® € OOD' dzf BtsdzET Y OYJ

I dzr BdFIsEC " dzislst € hdWiter

s'dlsk' W fsLdydw i dzGxz s kdp iz de'SE " dizls
O' ZO™ dz YOwLOfO2" & Cef OdW¥Oodlkls' hg¥t
C' @l he' ¢ ds' BOMSOfY™ dspls' dgvj MD2G
Y SdzH Odz 'dPOCST df ' dzlslsj s OO dF BSd § iSOB'
' Bjtlzh ' djdz y OB ddm Clzjhdy' dff wiizexj Qi)' QaizH T dz C
Bodz. [ S ZNBOMSOYYT dibls’ dedz' w B o dgh * M
25 OtOfr dzH QD ri)j.¢ " ddnh ' dgOMis'Oify r degodss ‘. dzdp
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Y Otc®Br dzO2 M O. cte BOMB QMY m, d@tsdzigz: dz H j dz'
z dWtodzj das j @& alsoy, Gz, & . dKlsi(ky, ko = my, kg = my, Ky = mg,
o)

Dts2r dzf dgdgrlsels € dzlsls® € h dWter CEdgj ¢' d&3j dz
hdgWtedzj 2 IsEdzjdzH j 6 Etedzj € CERICG' ogidz L

¢ = (m; + k) mod n, (2.7)

ddz hdWtcHOdz Odzlz:

m = (c; - k) modn. (2.8)
Dts?2 " dzf dgatpiuer @owts CHEzElsOBOZET " he® ¢
ftesyj M’ CJL " dgH j BOMIsOY YT dsp s’ dz h dWt
OolstsdizOIslsr IslitcHj Y "t dzOIsr dgh "™ Or dsj dz sl "' «

21403 MO@d&B jtekzh ' o) dz ky=ClBBE @&MIOGF Y™ ¢ ' dzlsls’
B® Oolsts ¢' dzsls' ¢ hdWteH" YytsdzH Odgz 0O ¢
Y OB ' dzH O Ittack UDtoday(" OB 2B ¢ ' dé2 OB Ot ZOBOM™ dz
Cjdzjmu' .

ZzihkZdWtedzj 2 Mddo sdzn Ode MddBo sdZDO N Il t6GE "
Dte‘r]cfd3s)tsdz Odzilzdgjjdzls 2 . L E tofnj Isf) Qzizdprdan j &p dz' Bk
Okr Mlsr tof &ZOH' , h dWtdzj decj dz dsDIs' dede' W B ' to
"h¢e' C' dzls ymr dzOHT . s dzZsls' W yYyOd&zoOdz BE
sY" dzz h OROM’ B2 dzh O y"iter dzOHG j flsg ofi Y to
CeteMjls' dz¢ j da.

[T dz0D0Odz dzOL Ot @ bH Oee ' Oz O dIsls” B 50
EQIsCBjQiE IS O Y -ofspus ' IidgH jio jOs § O2HO BBdZET IS
tdzr w HO 1h tjls §O2HO BBdAZET ILHtd hj hdw

D27 dzf BdplsusS ' dzlsls' € h Wier hrodg d3jdz HJ
Bisdzz 3 d' dz @ s Ols d iy i fifz das dz) OHNO L P s !
OuHudlsdoals' h Weted Mg uPEm ™M dzr ¢ j L' deHj D dzf
“h ¢ 25iKpdslz’ W IsjC B'(Bjl) 2BtdzO OdzOHT

2.3 CjMmisj
21403 M Odzr nNh*dzg hdgWtcdzj 2 depIlsdy j dzj

1 OMmMlsOf 3ar |a|t|t|la|lc|k|i|s|t|o|d|a]|y
M d3p dz' |[00/19|19/00/02|10|08|18|19|14|03|00|24
K €' dzlslsj ©912(/00|19|/19|/00|02|10|08|18|19|14|03|00
C d3pdz |12(19(12(19(02(12|18|00|11|07|17|03|24
zdWtedzj dz¢ j|M|T[M|T|C|[M|[S|A|L|H|[R|D]|Y

5C



D2 df BdFfW Oz Oo dlsls’ h g wdzOte™ dzOO Y Oy
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Dol ' WTGOXZOOdz ( zOIs™ dz OdzW Oo Is* 1167 '6dz, € «
BOtedyoOm" dzH O) .
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OdzH ' 3] da, BOlsted yOde W' deldsidij C" WE LYHS O’ dz €
ssdls' . CjtcjC (YO20dzOdzoOdz Md d3o tsdzH Ote F
sptels'§ B2 dZ" O CjLHjMfj2" dz2 YOdzDOdz |
nwhr yOEizldz ez CjtejC. (OO dzhr dz ®Bpls' dz dz

sOMlsOdzOH T BOMirdg pez" igy Oz® LYy }OO B t6' G J H'
g dgo s dzi Ote’ B dz s ts dzr \5ls3 dgO lscenCuiR frfr * detzlsyls! te£O
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sztcOdzr bltedz Cjdz ' BHjte CSERBjG" Bjdze y"{
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MOBOtedzOdi3Oder " dWtedzjz 11h* dz sde¥ BdCEtOd3
ssf) BEdzE Y Odlg \orld - @B P&EdZed)@Wm or IdB s dZzOH T
3 D dzj B"dzZ BdGcttOBRBOEZOWGH' CifMmlsjHjdz ' LH
fnd dzo ts dz C' dzlsls® € &BOtedyoOHO fr[;SDQQQs;Efry;ls%J'dtzJ
1" dz s' ClsetelsB"tcr hisr v B"fr "lsOter dzf v B
Odzr YIsO2T Y. # B H Odg, ISE d3j dzgH j G Jtoj ) Jdzj tea
fMd dgo sdzn Otc "B dz hq’WtsdzJ?d3‘ L

lryejtc BdeteORzOdz W j ¢ fnd dzo tsdz' fMp2 ¢ |
42 ‘ndz OdZOOdZ zmdzdzowss MO 3" L, fd dzo sdzH OtcH ™

Wtcdzj 2 &3 3 D dz§ 3 @zzo @ fiy W s ® dizr W ci2s
dz"fr]Y Odz@fgq’d;a@dzf dzr Ydzs gz §zO_ M d dzo tsdzr Y s dzt

2rejtw €' te' MM dpls' dzdz' W BdGteOBBBOM" dof W
sdzH O B" dz Mmd dzo ts dars@ael ' Wb MIQAsjddy NiPdpds dzv © 3 ©
stcdzOdzOMMY Odz Md dgo sdzhH Otedgj dz Okzr Milsr tor dZOH T .
Btsdzl©®, dzHO tsdz s ytsdzH'w B 6" dgh* fd ds

3 Gi%' .6’ ol dzdz' W BIdGCORBRBOMT dzf w
CiLHjMmMmi, sdzH O s dzOfgls 'Isdzie Q dzp @ dzGnds@EPHc® dz Wr
fnd o sdzf dzO 02 ZOZOHT . [Gjtt MddmBotsdz BODO
sdzH O tsdz sfMr BODOdzdzr W B' t6' dzh ' Md dge tsdzr dz

4rcejftstc’' i d3dpls’ dedz' W BdGteOBBOMT dzr w Mmdd
B dz Y BSdZHOLHO Gicd®@OigwOdz mMmisdd O, sde@tcH O
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B' 6Oy €' dzsls' € BOltedyOHO Is' ClEtelse mtgr h
CjdzjH' .

zdWtedzj dgc j dz - OB Otc dzO B3O d2r( dzy dizh) tyufnjdddze Gsddz d
Odz f kOO, jdjte BdzOwH' W C' 'l - OBO
SEtels | tejojedadw i diz Y tsdzhn Odzz Yy Ox 4 Is.

1 dzj 2WhjdiWMetsr CEf OdzW Ooadlsis’ hdthdZJtQGJ
Mp2CJf 1CFjd2Whi'JHiHcter @zH @zlslsj te OODT dz@  gj dz h d!
B' toH j 2. I"dz HjGejdg d&3 L 00Ot HO OlsOdzDC
dtoiyd dzj o toj Is' dzH jOlIs T YdEHE rOdzHd® Iz BO dzHB' ®edg H * .
Odze sted Is BOMIOYf YT BD s’ dedzj dz fd dzo s dzH O
CEteMils dzejdz Jjtednddzitecd Mmu2jdzg Blsfteft]’
s' dzlsls j te Q0" dz BOMIOf yr d30|s dzH j & °
BO2 &zOdz Mls' . 1 &L dydvoOdkwjg] dH' & @ 8" dzH

Bpls' dzdz' W Dt Mddzo sdzr dz© OtedzOkZzDOdz " h ¢° ¢
B s dzOHdzj 2 WhidiWtder dz tsfMr dzO2 Yy OtcOflsr @ silsr tor
iB"dz ¢ dzlslsjten' W dzOyYIsr OQO" dz@ HJf O21Iskr d
1 OfMsOof Y dBamnmgéessdzn' d Hjd ¢. zZGWtd
=C1, G G 8. ds(kik), (k) , . € ]
1 dzj 2 Whjdiwtder CEd3j 6" d3j dz d3pls’ dzH' & - OB Otedz
EtcdffEd3j 6" dgd dz y L jej OMmrter dzOHT :

=Kk (2.9)
bz hd¥teHjdz Odzlz:
m = k. (2.10)
2.150" f.Opayfair example €' dzisls' € Wezj 2 WhigeDtor
CEMjchetipjward 0 tdo jls) B®iSOfyr Bpls' dz2 dz h

¥ODHO2HO y"fdwdok d30|StGduOfnr -me tzd Blshd
CEteMjls' dzejdmj2 SN2¢j jdzjn'
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<|Z|0|\m|>

C|XOl-|I-
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Nl I|Z|T
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dge sdz dz 2 fyd dgo sdzr zOdz § jd2 ' dgz ceQuihy be CRdg Q"
lyloworldy.s " t6' ) dspls' dzg" dz S iMmlsjy CEdIG' diBj dz sl
1.heBd ¢ tc OfigizdzOs * S IsE tels B " te " "DBITD Oylz'r td@H e, © d3s dz'.
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5B dctcORBBOMr Is' CIsEtclsBCRE M Bz Histc @D L
6.dyBdctcORBOM" B ' te B O GARGE shiplezOeDdRY LO.dz
utsdz” d3j dz, P dW tcdzfz@c pztcH3p IsC Hatc fifpf Is ' dzj H ' :

DM AF YK WY CR GA.
1 hdz ozt P gwrhr dz di3pdz degny S EY OdzW Qo

BD Is ' dbds drfind dzp etz W hls CjLHJjfMEA YDA j ' dz
todls’ deHj M dWtedzj dzec J dz' aid) d OB ) Is° B3P Is H glzbip
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sdteddz OdzW Oea dIs' dz Y tsdzH O dBH -61@ ' 2dz dd3 Crlsetad j YX(
CjtejC. ¢zt Oadlsls* w 32 pDtef" iz dz ytsmr dzh ©
(Isdtey) ; _ (OMmlsr wor mrory) Y sdzH Odz" dzOH
Y ttH OdzB ©2 ) INh* dz Y"{ dvw dzénliz teqdg Bldstg d § @ fitp' Mg * «
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_ Ofmlsr wor ) fMind i3y s dz' B dG tcOdRds@zHA tc B "ff tOH jr
BSdZOOdz CJjLHJ dzj d3d md MmMswor fnd d3e s dzH T
Y sdzH Odz" dzOHT

1 02y 000dzN dFj 2 WQQiNde r dg'evic | ME jhdO ECRIThdzr E s
Yqrdzr sdzj dz eld@WijGg'lststcd Odz) . I1"HOdz BOMY O,
NdGd D' flsjteH wdf POMOOBZE Y d' dzZ' G

[ d6jded3sjdz J & pte" fIs' € CsdBEBBJqIZOYdqwY (B(J

Jdze ' L k& MOdzH Ote’ dzOdz €i?2B"' 16 HDtj Y4 HJ
CtodfbtsctOY dvd' v OdzOdzdlsd S §' dzlsls® kOBE
Ad' dz' 6" dz' W fMr dzOD' dzO dzj G 'O IOWZBH OAEDN I ¥ tc dz,
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Iy jdajte 827 dzf dg' dg 6 N W ter

D2 dzr dzdxE 0 Ozt Ooadlslis' hdWtr dzf w IsODT |
Odzlsr dgh r NYIL Y©r dzHr yiIsr vl dijieOdaylzL v 3@ Geilzt® Is
Il )i et @sdzr §f IsOB3I2MHAOCHY j tifth tor ¢ ' dzlslsjte O
Y'"twezisn wizlcOl] e W M dzsV Haizis @ dzO Y.L dzdzH T Y IS T
Y"fdwedzdids ' dz' w B OfMisOf v r QDM dzFf dzF w YO0
Mdd Olsls Odzlz "(ky, kBl d3f,) dek’ B Jj telzh * i dz ypdei Y OB
Ciddz mM" dzgjdz y"fdqwdzOknr w BOMIOfY"r C° dzs' .

1 OMmMlsOf v d&pim ndz: B&sdz dz Hjdz' €. Z@GWtedzj c
=C, GG, 8 dzlslsj teK k@ k,dgl : .é

1 dyd izt ter CEdRJ G d3dj dz dZ3p s’ dzH Is€ d3g Gzm P&tz
EtcdfjEEd3j 6" dgi dz L jej OMrter dzOHT :

¢ = (m; + ki) mod n, (2.11

bz hdWieHjd Odk:

m =(ciT k) mod n. (2.12
1 x4 dgjst@ r dzh dfgt tor B3 dz Yy OtcOMmlisr tor dzDOdz VYt
J¢" Cef OdWOoadlls®™ hdgWtedzOter OtOMr dzH OO
ldyjdey 821 dzr g W tor dzr w C' dzsls § te 00" d# B
fd d3eo s dzH Ote " dzO splzj dzf® L ; s dz sj 2w BOML
fsLdydw i &z D0O0dzO Isplzj dzn ' . 1 Oy Oh O 02

Bpls' dz KOO dzOM' dz B' dzdsj 2 Oy Yy "t dZOHT .
2.16d3" M.ASCALS ' dzisls' C6 ffEddieds d dz Y s &heO dzO
is listening({ dz® Mz h DQPEsOte ZOBOM" dz " d ¥ todzj k.
Zihbs ' .dzZslsjteH' W B Ofgle @H 0 18 QU0 /18 s dzlsls j t
QD' dz C' dZslsjtH' W sf)' BOMSOfyr OO’ dz
Bsd&NO, Mdh 0 tjls).4C jzivdjdde jf eSeeug i’ Is ' 2dz¢

2.4C j fls j
2164 MOz HNh ' dz "dWtedzjz fesyj i

1 OMmlsOf 2r |s|h|e|i|s|l|i|s|t|e|n|i|n]|g
[ d3p dg 18/07|04/08]18/11/08|18|19|04|13|08| 13|06
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C d3p dz 07|07|22|10(18(22(23|18|11| 6 |13|19|02|06
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tejIs' dzHj VY & dzsi@dseninggsOfipls Gy HBpls'® dz nh* d
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OB &ZBO2 " dzh O,
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fd d3o sdzH Otsr
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ldyjdagite ' L° o3
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BS2M dzh O tsSWw0oO yrdzyr f "HWdEdy Harj dz 1650 Bs O dizd
fnd 3o s dz StedzOdzOMyYy Odz BODOdz B OB @Y ¢z
R ' dzde'fyf dzo sdz' dz . s QOGS QY Y T 3o Is* dedz' W B Ot
sOB" dZzdZO2" dzh ©, tMmr DtejSCillsjteH' Y O2Is0dzO!

1 oy J dgjs@ r dir oy to T BOtedzr vy Ceff OdzWOodlsis’
gimdio sdzH OteH" W f O2HO BBdzk 3 d' dz' ¢' dz MOY s
" fls O drodoidss dzj daw l§ ‘dadzrddy toH j dz2 O dzlz nh"dz <428
Y ts dzH CgzczS * de. IMmr ) OODHO2HO StdfltscOW
S"tOHT : €' dzlsls"w "L dzHT OF dz SOBOHT 3 Ddzj

l.s' dzsls*"w "oLr dzHr Ordz sOBE nh' dz B' todgj h
Y Otc OMmlsy. ge®@Bf < d2 Is(jKdss Camifif b ts¢ tc @Odm @@tz p *
(OO dze I &f Te)dzj deGc j dz 3D Is ' dzH § Ih mMddkze sdz B
fMdedzj delslsj tcH ‘32 0B Q' [fRi0s,d3j dzls sOB "™ dzH T
OteOMr dzH PO ' PitsdBYs dzfp™ dz Hg tea] £ s ts Cldc@@drd @ Il ry
( @dizd Isdjir¥B)ts dzOIs™ dgH "™ D' ¢z BES da@D Hdzlsls* W " L ' dgH
[ G jdiedh, €,0BYOO" " YIsr pOHR BzOdes@3fz'dzlsls j toH Is
Bdz Oy ged(thddy O é....)/ mBISdZOHT (YOL " e’ L OBOdz
Jv CEf N Odzf gedms f dizs " dz el dzdigeatest common
divisor OD ' dzh ' dz ifjecL " Stz » Odalf § ¢ jedghdze " B8 dzH ' t6 ]
Bisdzy Oz CEW' dzg j Y sdzf dsH T BtSd&zOHT , mJ B
jtjChjdzj dze j ¢4 nj(K=1, 2fn.g dzemsfdizo sdzn Ote™ B ' toH j 2
hdWtedzj dec j dz RO Ig "dafpridd indgfefjdse s dzn Ote” HO B
sted  Is s ¢ tc ON@dHdD yh r ( OdaBalag tzy @EHT W B t8 T
BsdzOIs dz % O0DHO2 zZOteHOdz YOh E nh" " dz nh Mmd
Y SdzH O dzOH T

2.8 dzlsls" w "L r dzHr OF IsOB ' dzD O daddz@diz @l M2r* o
( Odz0 dzAPw A 9s)d o Is h h¥lce sdzOldrddg j dgitws? r dzr o3’

hdgWter dzf W 3 J §J Y SI0EHOQdEERAY dzdzj dze j da Isdgotdst:’ dz
BEd Clsjtcc j BEO dzgj H' 3 D dzj Mmd dzo sdzH Ot t
fMisOIsdmisd ¢ Odz" Y h OB k' dzr dz Yy smoO slsr tor |
Cedf ssctcOW dw dz' ¥ IS Oddsi'Odz ' dsHHO' ) Y St 200D di
zdWtedzy dzc j dz dip s ztlzdz' wB DB dz BOMISOf Yym dipls
BEWd Clsjtedsj dz BO2 dzOdzr My Odz 3 pdzj hdWtcH Odz
Bpls* dz BOMISOYy"r dpls" dede' W 3 j ¢4 pte" flsg o' |
B'tcOY Dt Bredd Q2 B .dz ste

217d3" MOdz " dz " € " tedzj teH' Isufm' dzgzed € E d3d
21787 M@dfv dz Cj dzls’ wlzh ' EdjdHj G N dWisd
HJd C:

LIOMWGFEGGDVWGHHCQUCRHRWAGWIOWQLKGZETK
KMEVLWPCZVG'TH VTSGXQOVGCSVETQLTISUMVWYVEU
VLXEWSLGFZMVVWLGYHCUSWXQHKVGSHEECFDGVT
SUMPHKIRZDMPHHBVWVWJIWIXGFWLTSHGJOUEEHHVUC
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FVGOWICQLIJSUXGLW.

1dwdz SCjdzs' tokh ' @) i hdWtd) dejd &bl
yOLEZDO 02dz0dH' t6kz) CjtejC.

Zjhbh. Mdd@esdHT M) cdjdisk' v »OH o0& L
jflsCjBlsHH,) 6EtipbyuzEd) tecj O djH' .

2.6€C j s j
217d5" MO Nh ' d s OMdMSEd2 I5jmls:
BT MOC gz s OF
s BB qd %ofr%br; %éh?abr§¢?rm‘

3SU 68 168 100
SUM 69 117 48
o, 72 132 80
MPH 119 127 8

(v CSef X Odztfdls eptEtfdss thiste y Ss'dellstisi'rw v L 7 dgH

B' dzH ' toj H " . GdzH" BBz 4B P2 WO | Sz ol ° zZ
3o Is* dzH IsE tcls cBBEEAHASELY] B E dzj M) dzo s dzic,Oter dzO
B E dz2, 6,"10, Coe Md dzo sdzn Ote’ dzOdz  ¥zp jj MsP v

CeEtemj s’ dedl Jsdzieizj 2B OMIs O g r 1 b’ tadpHO dz GOz dzO |
BEdZ CIsjteH"' B'tc Mddgosdzr BB2Tr dzh O B ' t6 3 |
(it BOMOTY"r dpls' dzadzdw dzd3® § rdzalizOnfigiz 1 B 5 dz
BO2YOY CEtejH' . DOtOMIsr tef dz@ f tsilsr cDOdz
BOD" dzgOdz’" B' dzH ' tej Hd B ( B ODOdz B2 dzgh O Y
Julius Caesar used a cryptosystem in his wars, which is now referrasl
Caesar chipper. It is an additive chipper with the key set to three. Eachcehara
ter in the plaintext is shift three characters to create ciphertext.
I"dz 3D Is’ dz: OzH OtedROMT
Sd2 AjL Ot dmMfsdzr L s9a Oz 8 Motsdh- 9 B2
Bz, ColststcOVW kRftsdid dzOj Isfqw  Isj f j te cogc
hgWwte M SCdz ysdz, bkEMlsOdztse dzj dzdz" d3 dzO Clste(d .
fMlsy MHoe ddzkzls dzO Isted Mmddge sdzO, yYlsse" ML

2.7-C j Mls j
21708 MOdzr N0 dz sOMdMSd2 kjmls' CE
hfWitodzj dzc j dz BDIS' dzH' HiNh dWtedzjlz f

Lis] LWGW | CRAO KTEP GTQC TIVU EGVG
jueu apym ircn eroa rhts thin
f UQGE | CVPR PVJG TJEU GCJG

3
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my ytra hcie ixst hcar rehe

G IGGG QHGW | GKVC TSOS | QSWV | WFVY
mp uss ctsl swho feae ceih cete
G SHSV FSHZ | HWWF | SOHC OoQsSL

mp soec atnp nkhe rhck esex

Cs OFDN | URWQ | ZKLZ HGVV LUVL SZWH
mg Icae rotn whiw edss irsi irh

Cs WKHF | DUKD HVIW HUHF | WLUW

mg eteh retl tiid eatr airt

Cs MEVN CWIL EMWV | VXGE | TMEX LMLC
my iard yseh aisr rtca piaf pwte
Cs XVEL GMIM BWHL GEVWV ITX

my thec arha esft erec tpt

Jter i OkWOodlk' dz YsczH Odz' §f R OB Ote dzO 3O dz
Y S dzHIDWZR@S j s d2 Y BdzH Odzz DO B sdzOH T .

M dzbz@ Wi

SsEf OdzW Oeadlls' hdWtH" W ISQOfls Bt a3 Y.L "N
52 dzOf Q@O dd. d W fefpr DOdz Hj 2 dz YOtOMmlsr to!
Odz¥ Oogildilde dzOteH Odz O te O r dzr O " dzH © B Oy
BEd Clsjtcc j B E dz' dzG | da. ] zsCIsOtc BdzsCIsOOD
hdWtdzj lzH j Ndzj " dz ytsmMOlr dz tMr dzvH 02 B '
mMdied fMgaa@ W tcB dztsC st 3 h i W tffic dzjOtls O dzOIst dz M d
¢ Olsj ¢ s d@Idd HlzO
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TIU fIJisiajal U s X1 | r{r{od|d]¢ylelBS| 2z 2z alylw|vialalar| ]| t]t
Wl fisialall] s rjr|old]¢lslellS]zlzalylwlvialala|]lltlT|T
flls|alafl] 3021 r{r|o|I]c¢lylel&lE]z 2z A|lywlviajala|lll t|T] 1
Jlsiala| Ul o1 Y| r{r|d|d]clsylel&l S|z 2z alyw|lvialala| ]|l t|T| 1 flf
slaja| L] Jf 1] rlr|d|I|clylel&SE]zlzla|lylw|viajala| ]t T flJl]J
alda| L s XY r|r{d|d]clsyle|BE|zlzlAly|w|viala|al ]|l t| | f|l ]SS
Al U X Y|l c¢lylel&lS]zlzla|lylw|vialala| | t|T| 1 flJ|s|als
L ol XA Y rridd]clsle|l 1Szl zlaAlylw|vialalal )|l t|T| 1 fl[]|s|ala|y
XY el o3 ¢lslel8lElzlzlAlylw|vialalall|lt|F] 1 flJis|ala]l|l
I Y rfr(d|d]c¢lylel|8lE 2l zlAalywlviajalall|l ¢ Pl flfis|ala]l]| s
TPY(rlr{odd|cislel8lSlzlzlalylw|vialalal 1|l t|T| Y flJis|ala|l] s]]]
Flrlrld[d|clyle|BlS]zzlalylw|vialalal 1| t|T| Y flJis|ala]l] 1]l
rlriold ¢lyle|l 8|Szl zlalylw|viala|a| 1| t|TI Y flJls|ala|l] 2] T
rio|d] ¢lylelBlE 2l zlAalylwivialala|l ]l t| Pl Y flfls|alajl XY r|r
QI clylel&lE]zlzlalylw|viaiala| ) t|T| Y flJls|ala|l] oY r|r|r
JiclslelBlSE] 2zl zlajy|lwlvialala| ]l t|T| Y fl fIs|alafl] 2] 1|Y r|r|dld
mlalv] ]l al fyfyhmfh]s[na|sbahlasw P |s|ec/p|1]Kf[H][p[c]a]O
ED WS, gl P §kbeo apo W ua T
) f s8¢
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DOtOMisr B'OM@Y @dz " o i & tzgrfs tc
Odr dgjf OO®OI" &z ¢OIsj élgekpoQ. kg @sOnr .
] &ZsCIsOtc d3j dz OD' dedz’ w b tcc%;ts (Ete@)fn dzH (
02" tedgON 1 dzr Y 3 % D dzj ®E W' Z-thsHJ
Yy OtOMmils' o d&zOH '

md dzdf W te ' dgH jn Bzl E dz" d3 K K O
Bsdzl f IsOml mzOde jdafsie OH tc Olsgsdly g2 -+ Fog+
o30lstsq’uo K (&'jdelsls® ¢ BOIstcd yoOMmr

h Oy " tor dzffOk; D tsHEZH @) d3j dzls ' 2t. fid. 2.
fMztej slsy CEeEtLMils’ dzej d BOI g YOy Ee O,ﬁzfylsO(

ZdWtedzj dzgc j dz d3p s’ dzdz' W B ' t6 B dzsG” Y OdzO
Odzr dzOIs™ dz" dz CE tefinls jm2 . .my g @By - d3p Is * dzdz
BzsCIlsOter dz" W i ey t dzHBQjtedzalz dzj fiyJ €, h dW tcdzj
BdzsCIsOte" dzH OO ' Mmo,xs J. .y BisdaBsi s dzn Gtsdz € j L H
QdzOB" L :

c1 = MA K+ mAK+  é mgAdk;

Co = MiAdkt MoAKt € myhgk;

6666e6666666666. .
Cg = MAK+ MAK+ € myAgk.

2 hdWtedzj dacjddz yolgdld dezdgizem, ..., my)

100D BOtdz Yy BOMIsOf yr 3D Is ' dzdz' W
H' . [ 4 Gj dzd3j dz B Otedz" ¥ C o OHZApOIsIsT Y
dz' Isd f dedfrfd®Iidid o IsB' s defigi@e?jls ' dz" dz B ' dzlz
Eh' &jdz YOBT dzHOEh ' €' dzslks' IsOWHOE
df zd S Olkdols’ ddzojteidw BBEEOMO, Y
' h Wdteed dz' VA0 dz® gz &
BOted yoOdz 6 dCBisdpolsd f didzo j eldwmr BdkZz 20
[ Olsted yOdzr W Y BdzH Odg" dziz ' ¥ BJjtelkh' ¢ E
qWtedzj zej I BS' dgh' € B jtejH'ilBis& BUY @
tsdzr ff s OB T gaB B Is tezd yMOdndAda] W tc T CEdRj ' g dz
OB OtlcdzO RO dzr M d Witdalgjdlzj I|sBEtj ded@"jGs ‘Y 1L j ¢4 Off

a(l g)=M(T g) 1T gKrood n, (2.13
bz "dWiH ] d Odk:

o}
==
&

&
&
Q
&

&
o
73
&
I

11w =

M(IT g)=C(T g) HgT &) mod n. (2.14

2.18d3" f.Codrle is ready(C sH 4 BIOHds Of v * &b Is ' dz' dz
YO JsOdz MtsHOdz €j2' dz M dzibtafodjtalze j Uz dgjpcls ' dggt
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(GYBNQKURPD tc* flslsI't)8 | dzlsls' ¢ sOlsted yOmr dz Y tsdzH O
Y O H Jsdz' €

206 24 019
e (0]
K=#43 16 105
g%o 17 152

Zzjheromlsofyr dspls’ dzyfistHw oy"CRBOMDIE Y iPd d3o 15«
Yty dzy Btsfy tste’ dzH Otc WAl B 'jidDIstc§ O dzy Js*
CE tofyj lscslidegS * dz. 4 " dzH @2 Y O20HO2HO " dW¥Wtcdzj
3" dzOH 02 Bodaiz@adyz: 1 " dz R OB OtdzOBOdzZ W fOdat
B dzOH ©2 sl toH jO2, 84,03, 040821807, B0, 03, 24, 25.

md dzdzd W te CEdj ¢' d3gd dz n OB Otc dz®)dzs®@dzisIs j M
CEtefjls' dz¢j dz

C M K
420 11 05§ 402 14 035

& 0 2 0 806 24 01g
230 10 165 _ o094 08 18 , &, . O
%4 04 050 ~ A7 04 000 5

8 & g %0 17 180
G24 23 202 g3 24 252

212z tej ' BO®B MY tetifdztc CEj ¢ 3j dz ©OB Otedh
@) b

SEt' §f Gl ©00dz & LHO2, hd¥tedjk Gkolsdy
B Otc dzO d30 dz' 20Q1dzME32Q, 10, 16, 24, 04, 05, 24, 23,201 " de-h d W
dzj dzc j Qi BABO OO dzh ' dz O dAYLEBKQKEFEX U os 28 jOfz0 «
Cjdzin' .
 DOB" dzH KEMK) mod n=1,d3" dzH DioE' ' ez’ € BOItdyO ¢
Kidszdz sdf dzd COlsdols’ o deéh | tediyls 'df Y (SLjO®'dY ¢ o
BOdy hqUtHOd ON'f§ OdkOH' Kd@sd§o e htzi O d
Bzdz sqfdzdS Olbdals’ ddzel] tediph ‘dfj (CEjotg 2)ls z 3 @He
BiSdzOHT :

a06 24 019 a08 05 109 a01 00 00g
K3K?'= 643 16 10038@1 08 210 a@o 01 OOo—I
g%o 17 159 g‘%l 12 08 g%o 00 019

218" MO dzh © h ¥ todzj dzawjdd2dzRYOB! O to 2O B3P dz' d
h qiten j dz Ofipzte sb3 SEteMmj s’ dze j da

63



M C K?
402 14 03p 420 11 05%
x (0]

0 ® 208 05 104
#4 08 18 _ 20 10 165 , & 0
97 04 000 ~ B4 04 050 =r 9% 21
S 8 g @21 12 08
03 24 252 224 23 202

213kt s BO®ES nh ' dz h ¥ tcdzjvdcdjdfid 50B Ote dz
CERjE' Bjdz hdWicH j dz Odzkz

213kt Islsjdz "dWteH jdz Odzz depilsdxyd Mm' deHJ
codeisreadylp 2 ¢ i Cjdzjls' dz d3F dzOH OR, 14,03N&FHOY v '
08, 18, 17,04, 00, 03, 24,25 4 swD' Bdzky s dk®MIs O, dzplsd
C'tc' i 3D Is' dz' dzj deiffyeady§sp Iy)* &z dzj B dz@k" € o

sted f s Cde'OW dls OdzH Ok Isj € dodddizicw MW g
Ydr.dgs "o dgh " Hjdz, mddzdz "dWter dz YsdzH Odzz €
Elsgnten jdz, MmiB jiBEI .g@Cktcdnpddids ¥ B ' toj k2
a3l &3S da. I dz ' Mzlp € jeddhdp 3B dzm t tej H . [ 4«
BOtcd yOdzOteH © Bz dz' Isd {f éd dsls deodszd3OR jHE . 3@
C' dzsls' w Btz tsBdZr r El] ®ttOMOdz j d&3j .

(€ dg" mHgrdfWter Y OO O2 " li3d LD fis” diz fi®Ols @ dg
1dwvdz € dzls' tolzh * i< dzj &3i mMd nh bpte' fisj dz
Nd' dz ¢ dai MlsOIsdmisd ¢ Odz' YgehdD g thgEdz 10t a2’ 16,
sOdzH Ok Y ltelz’ BN i3S dz, B EtdD Y] BHE '@ ) SO Sy Jr
Y BdzZH OtcH™ W Btsdzzr Sglezjs' gt ] C B OMEOdzy * 3D Is
YSdZHOEN Y00 h OBE' dz X Of)OddzD de3liddzSE' * delzf) jj ¢
¥BY Hjmpdask lsOtt BOMs@RYGET Bpls' dz/ h dWtedzj
y"Brdz B' dzipd . 1 dzsClsOtc Misdz - OB OtczOBOD O
Bsdzz® dmI'd@EOvydz, Islitedz’ P j Btsdzz ¢ ghbizOlstcy §Odz
Y"teQHSdzZOte b 2 BJOff) P @1 Otedp Is* dz/ M g } tkelZj dze |
N"B' dz CEWMEBOMNEOGS") dipotdiidd W tcdzj dzg J).dz d3p ks
C=MI KBsd&zDOdzH Y IsOdz, L dwydd 2¢sjr edtysi'dzs if h ffis@GD B € izt
C' dzlsls® sRBNE'T Cly Oz dz@ fis'daie O.dzOH W jYt©2 Is™ d3H T
BsdzdzsOMO, tsdzH O B @vindz O §C3j" dzls ‘d3p s ‘dz/ h d W toc dzj
X" B dgbwtedz Ydrder dz " MEj yYysmMOHT .

[ G4t L dwdeg&y dizlsdztcizrin Ezidy)j delig, HazdsO©2 Ist dz h Ote
sdz sIltedz" B JORH OdzZOH T .

219" M@atw dz € jgeIs3E R d2' dz B dzj H-nkzisj tls§ .
CeteMmjls' &e®inde®@if B &phls' dz/ h g s ez dgc W dzll tizp is
"fisGEH T (Mtsdz R OB OdZzORBOdzr W EL " dzj dz BB dzlz '
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(05 07 10) «- (03 06 00)

(13 17 07) «- (14 16 19)

(00 05 04) «- (03 17 11)
M C

214z 3. 8-d3" MO dz mifdPdfl tor CEBj & dgj dz " W tcdzj
YOdz fsOfmisT ok

Zzihggwdz € J dzls “pdetachj‘IsIs2j. €2 tefmj Is' Mo bdaij 2
BOIsted yodzOte™ dz Yy " tcOH ™. d3Qus'tedf Yy Qi O H GOH s
ZOOdzH " YIsOdz, tsdz B" dz BOItcd yOder CY@o j tols
42154 H' -l Eztsj"lds j2 .Clebte i j s KA 'j dids 'j &  eROMs jorf "\
[ dzH ' sd" w ¢ dzls® BOt ) Ddz B"dz ¢ dz
hqWtedzj dzgc j dz dBDIs' dzgH® B"L O Od&zOHT .

c
B
¢

"'"l7f

202 03 07§ 3421 14 013 403 06 00§

e (0] e (0] e (0]

05 07 09§ = 00 08 255 3 gl4 16 09§

o1 02 119 F13 03 082  F03 17 112
K Mt C

215MEz 18R’ MOdzr md bztifdzter dzr W -630 tizts f WO O czkz

ZzdWtedzjbH' 6 B't6 tojlsls' € yt2jf

sted FlE®OW W dz' W B@BOY MOIsils @3 rdaig” w g dw dz
1tcOC S OHO YBdzH Odgr dzOIst dz h dWtcdzOteH ™ W B O
imiflsjkz"h a3 3¢ dzn " Clsj to BOt h @fplsIsdzH |
Mg dz' sdtidz" §f fd GlRda®'nds 1 o W s dzff tsh hjSlsj
dMmitkjlkz"h BIBE dH' CSlsjteH” YsdZHOdE CjL "

1917 3" d' O bEdgal ¥ SKE & 52 ZOYf SOYF Y C
ypdzai fwOCIsdSOHO Y tsdzH Ode dz0 ®dz toyf BARO'CL Bk
J"dzH ©2 hdWtcDO Igosds ' jCtc jBS Mgj' dz'HE dE 'CIs' W B ' fe
Bsdzr f IsOBT" dzOHT . CHJjBdJlIslsj tdHjtcddOfiy te'dzj z H
Hif OIO2HT . I1vdz hdWten'" w €' dzls'" dz2 w "o
BIAZH] SiLHI2MBY MO2 ZOdZOH ' .

1949 yrjdgddzQfdy tcr @B M dz® Isls® Is "oOsdjydgH jd2 1©'r ¢
S . Z § dzdzig dzdg” @) 3 Ote' ¥ | dAastesd3’. i’ 5" dzH
YOMd iEsBEHEtcB OMY O hdqWitedzOteHT W yysY JjCjdH' @
" yrter dzgdz" W "' Ok) wz@OdBiGeir dzH © B Otedz’ DT dzf W
YOk ind filstsctcO¥W dwdzr vy 12j.
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S. ZJ daggedzls | Wapf te® Yd3f JWdzr dz' YYO IsE d3j dal
ste’ dzgH Odzzr € jL " dgH] VYBdZz YilbS' Lk B LEj B
-hdWtedzj 2y OtedzOdzoOdz C ' dzls S jLHJ2MBY Is
- dzZlslstw LT dgHr Or hdWtedzj dzj st dz d3p s’ dz
-Chdzls iS¢ Bt tjls YyOdzO yYy®sBdzH Oder dzz $ § 16
(GJts B'tc ¢' dzsls' yYyGBdzHOdZMO, OHHJIdols"'
Bj dzg ' dz' . 1"ty B"dz hdWteHrw EL Hj dH
mMddgo sdznr  h d WEOE] @2 .uMl) dzC " (zlslsj o > dr dzr dzO dz
SOUH OO dz2 €' dzls Y sSdzH Odz" @NWO': dzlsf ¢ j AeE dRj ‘Ct6
h d W tcdzj dafg i, 026 Cdzlsdzh €' E d3j & ‘T @4Sdz, dzisll hy'pddj" Mtsdz |
stsdz SJjLHd Isj& bhdWtdzj decjdz d3pls' dzej h OB
" Bjtekh" Dt CjLHJ Bl d2 MOdzdzr w BOMY O
ELG | t@®@DrEAO2HID, " GBdzr dzH" W B OMY O HO sl tc
B

Dts?fdzfcgsizoxHOQ NXN2AifmM' dz Bl BB" 2 & 28!
Y sdzH Odzr dzOH tz B dzsC dztslk SR s HQ R fisfyr deg@ dzH Ot r
BOt CjiMmlsjy BOM" dzDOdz IlL " dzd3j dz' § OteOY IsOteH
SteH@RZOHT : B' tloj iz’ N¥'BJtekh® d&3j dz Ttster dzH
Y OB dzH Olzh r dgjOde O toizOlEP dgd Wdz' k ENS " ddls " dz € j Mls |
sj ¢ B'te tojls YyYtsdzHOdzOHT . sd Mmilsj Y 5dzH O dz
Eh ' teyd&2Y dzlkz " Citj ¢. rOU®© - OB OtcdzOBOd
B OEdO@ r .

1 ndz hdWHKeS ‘jZlsildgj o y dr dz" hr dz Bpde deHj €
BdzdzO22Is" dz B tsdzif O, OB Msdzt Isls fnd dz2' d3H ° i
OdzOdzdIs & M dWtcdzj deacj dz dzpdz' d3j Islsj e j OtedaC
Ndr dz dz YsdzH Odzgz 00O ' to MO p O dzx) @ dafc dgd o3
Cjdzls' ey , SdZHO kOt Isjw T Yisdd@zOdzH " B
BDdz' Bjlslsjtc' dz SOUHOEZ BHBE dzH' Clsjte’ Y.

[ Mr dHo2 Yjl' Mis' Clsjtedj BLO2 B 't tojlsls
YOk f i)'sloHZOXIs’ jlsjIs® dz B Otedz Y Y O0DHO2 dzOte

[idegsjdz B' 8 tojlslks' € yu2jdzjten' Y tsdzH Odzl
OfnthCls dzjted3j dz hjSlsjdzejdz sjLHjAMBY €'
s ©dzOB s dz jtoj C&hjdz ¢ Btsdz f IsOB' dzOHT
yrfrm(a34fr] WLT o dgHT YISt €' dzslkst € B'@RhTHO @' €
OdzH™ dz OZO dgj BiMJ Cj2B'te YOB'Y COdzOdzH O
I"dz sOdzOf hr dz dBpdg dgHj BOWT L HT B' totej Isk
Ydrsizdstf] 4 6J ded3sj dz 3" dzh ©2 sOdzOf CEf

hdWiedzj ZH® sOdZOY jlsjls' dz @Y ff OteGRds@d2agH ' ¥ |

h ‘Isds dz' Dr d3j dz tster dzH OdzABBO2 H ' .

1"t tjlls® ¢ BdazsC dzslslsOtenr w € j2B" tg dz"
Y OtcOf OOy OtclzD O mn22jdaj v', B' tsOYy B" dz
IsE d3j deH § 2° dzj DCJjdziH" . [rmMOdzr , ¢ odzls
YOB"™ dzHOR" Isfftd® dz B j dzG ' dzj Zd3j dz Odz" Y Is O dzOH
6€



B" dz C ' sOfIlsr W B4 0z6' dzj dzG § dz d te{dg' j 34 dB
ANN2ifM" dzgHj G HJ2 YsdzHOdz doPph & tolst Paz'j] " dz
hdgWejtf Isi OLO&ZOHT . ZdWtH™ W 3" dzH ©O2 dz" f
B OMY Otclz?2 HDGOzHY JYWD' dz, mMiBjB' LY €' dzlsls® €
Bjte' dzj OdzOHT' . 1" Oy BOMYO 00" dzOdz O dzt
stsdzH "™ Y IsOdz CtedflssctcOW dw dzr y sOdzH Oz h 1+
Mdd@go sdzn Oter dz" W 3y d' dz' ¢° NEdZ dgHj OYH OteOls
BJ o3¢ @260 BSdZOHT .

| jlodiOfiy todzj 2 yn2jfM' hrodz ez BaB @O dists

ldyjded¥tedzj 2 yn2jfm"  d v %jCj YODHO2' BEt
AT&T (¢9z) WdtedgOMmridd jus dpoigt dgpBez] oWt w
2Oy lsr o jtemdw s C ' ted Grfe ' diw d2' dgjds'lsdi' S Enid
Y SdzH OdgOH T

dbzlsr  ysfmr 5" © fd dRBo sdzH Otedgj dz ( B sy tter d
BOMYO) Cjwj2ls' dzéj dz (O &, @h.. & OWWt© ofiglds’ Sdzj

Bols' dz' dz' ¥ Dt Mo gatsdej dzp dzte Oz elzBP € esdfi ls ez
B dzts G ' kg, @y, s, b)) S tSHISOdzH T .

{kokp ko, ... } jJS¢€'d& ¢ BJfM Bk ¢ ¢ dsls
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C' DIl dzH O h "' Dr MlsO Y OdzgH ©2 depIsdyJ B t5dz
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4 OOk

d13vr3 zrRAtJ Ot rcrr Yerlrlistareree 9 4
1rtovftf ot 3

4.1. 613113 zRAtL[J Ot wvuvt o] 3 rdf1 3 [cf

1 dzsC s Odkzetstedlsdy Odz" YylsOdzOOdz "L M dgH'™ OF
O tc dzO dzD O dz. 1" 60OY HJjtejClIlsjteH" BdzsC IsOtcd3j
YO jlistsdzz ¢ i3Il &3¢ ' dz. 1 "dzH 02 IsOdzOfIsOD O
ci pher), sdz ¢'t'fM R~ OBOWGHT s jteOYydWwHC
slltedzj dzgH ' telzH® tSte" dgHO2HT . ¢ OF dgH" M W tedzO
L' dzHg @ Is"IsOf MOdzH Otc B AzZEC IsOter dzO B E dzlz
sdz toj OdzH ' ZOyr slsO y" a3 fip * fmdsdaDtc O @OK "dz'
Ny ' Bjtodafinjptc sihddatsdz h W tedzOdzOH"™ HO Y dBJ

sdfls® ¢ OO" dgHr hdqWtHr W yvwdgr r 4.1 f

Ienepamop
Karouei

Tenepamop I

1

1

N 1
Karoueit |
1

1

‘| Ipuemnux '
coobuenuit | |

1

]

Hoayuamens

Hemounur
coodeHil

()J'Jf?l])(l(;lll]!l.’.'lb

4.1 mEGjdHT N dW¥eHrw ynd M) ' Misjkz

s ' dzlssjte ¢Gjdaj cOIsster ki B d Is3sR3i0tc 6@ Us" digH
Y SdzH Odz’ md@BHOte C E L mi Ohry dpls' dz BdlIsls
COBBOBR] dz 2 dBSHEZEZ BG2AT dh O Yt ZOH' ,
fMfd d3e sdzH Oter hr DOHT :

ci=miA ki i = 1. 2. & . n.



ZdqWtedzOdzoOdz ¢ 1 ,terad2Odz .m1l.,, n2n A~ OB Q@ mn
Cijdzls" ez nh" dz hWtcdzOdzoOdz S jLHJ Y t5dzH Odat
GJjdzj cOYydw dzOlz vYOxjIs ypdzj SCjt' hdWtedzOk |

m=cAki, i = 1, 2. é . n,
5215C j dz 2 CBSH@idsY stz Oy sk 5§ j tOydw f

Y Of) ol .
CH) OSFDOh yr ROBOE ypdaj €' dzlsls' € @' LB j

H' . dfsds o5j dz, BOtdzr ¥ OOD" dgH' h JWtcdzOte 1 h
sitodzj dzi ' o dzjte' B ' tHj2 BEdZOOdH' YIsOds,
Y'telep M &z BBj &z D0dzO O 6" dzOH ' . FN2jdz W

Gjdzj cOIstster dzf w yYOMdJls' dzgj dz Istsdzr v I§plzj dzn
dzj tOlsster Isj & dEERHjteHjd (daj BB8d Md B tedzj t
hdWtedzOdzDOdz -~ OB Ot OdzODOh Yy B d Is(Isgj "tets d£) We'H
s"tcOIlsr dz €' dzslsjtce Y ODHO2HO - OBt .0O&IONO ty
COBBO tjls" dzHy B ' t6 MddBatsdz Y tsdzn O dzMm O, a3’
hdWtedzOdzDOdz -~ OB Ot OdZDO"N YY" d&Bjdz B teH j2 BfS
BB d&ZOHT . 1"z H OOEOLI ABDOD" 2O ¢ ' dzZs CsHT d
YO2sO0z@GMD OdiNlsOlsdmisd S Odzr vy DbpH' M jdz OhEzD
YOtOf QXrdz’ ¢ S OBOtGHT Yrmyo Jj&¢'d' ¢ ¢BH
DH' M sy dazOkz d3"r MOdzr dzn © s fy' dzn ' t6j d3' L .

4.1 & MOz ¢ dzO OBz ' Y= Ofg @dz O g Arftfeizday v to
sjIlsteOH OMT (setels Bdlsr) SdzgH' Y MOdzHT 0
O dz' dzD O dz. ZdWtcdzOdzDOdz M R OBOtH' W 24 Bl
sjlstcOHO ml, m2, m3, m4 , m5 Yy bdzgi m6, (o

0000 0001 dDdz . z d W te a2QdzO Is CB'itetss’ © d4S E (6 ISts A
B' ted3Dp dzH * sdzH" Y MOdz, wodzed B ' tc 3D dgE-0 O
srdz hdWtedzOZD O YtsdzH Odzg” dzH ' . wtsdz” d3j dzg, K

ml, m2, m3, m4, mb5 ybpdzgi m6 IsjWH]Ed]t
miA K=1100; m2A K=1101; m3A K =1110;
m4 A K=1111; msA K=0000; meA K =0001.
miOH QB J 2S5 dde tBp dzh Y @B ™ dzH O DB IQdz] dzc K O -L

Blnh 2dgsH B dR? T dzts®) " dzl10yzD Is d RS dzjBlO teddzr Y
a1l i3S MégR b dLjd3D dzH JSB'B @ d3T L

A K= 0000 0001 0010 00110100 0101 0110 0111 1000 1001 .
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cl= 1100 1100 1100 1100 1100 1100 1100 1100 1100 1100
N
mNj11100 1101 1110 1111 1000 1001 1010 1011 0100 0101

¢ dzo Oh yr nOBOt 0 Hjd2 9 HJ22 d2 MOdzH OtcH

0000, 0001, 0010, 0011, 010EPO0RBHOLT
sdkzOted3j dz YysfmMk doolsdyim dzhny ®dzH" Yy {1 Cadac
I "dZHO2 dBodgH jte Ohry oS OBOtHO Btsdkkz &I 3€
B' to' dgh CiLjw’ BRIl BE " dzH C' dzslsjte MOde

G5 i3S ' dzH ' € B j teH ' .

Jjke ML K O mROic®ddzjL ¥y PHEzoOdz § ' dzs
BOtdr v BIcEC ' dgi' pdzHj ' dz Odz ylsO2 & L,
Y dzge2fp= 1101 dzplsdy jm' daj Odzr § € j ez

K= 0100 0101 1000 1001
c2= 1101 1101 1101 1101
TT T T 7T 07T NI,
TT T 700

mNj21001 1000 0101 0100

A

Imdz CjLdvw YOdzZOOdz ¢ dzslsjtt 9 OtdOdzsls Ot
BN BE " deH € Bijtedidicidze Cete" d& §f Is"terl - 1 "dg
ter MOd3" L :

K= 0100 0101 1000 1001
C3= 1110 1110 1110 1110
LN T I Y Y Y Y O Y I
mNj3 1010 1011 0110 0111

Iz SjLjWH' EBLC LEjd MW €' dzs B d f
dr Bjde' d&2 BSdEHT. Ss' dsk'w J¢° &I &S
1001(2)=9(10).

I je &z jdz pH' Misj dj eHER da © dO @ Cyj0 eOR O

C' dzlsls" w yYyO21fgr Mmyr hqWtedzOkz S jL " dzH j Y 5 dzH
BN a3 " dzH " € B jtod3j 2 H" . 1Oy €' dzls C€jw' M
Ndls' mIs' € HJt dMmMitflsikace] BSdzOHT . [ dzH *

Cjte' hdWitedzOk 1N "' dD Qdadan Pidg Yls j ©H "W D dz' dz

{dOdzH" >} ODHO22 ZOteHO, O&ZODOMNyYyr d&pH: dz Isj
HOtGH' YtdZHOdZE®B] &z Y"ter ZDOdz BBEMNO, yY"§d
MisOlsdMmisd ¢ Odzr y SOdzH Oz H T Y sdzH Odglz  Otey r d
Cidzs' ke jdglidgS ".dzn ' € B



4.2. ¢613vr3 zrRAt[Jov srryuwrryr rar-drdsn
rot 1rvetovftfot3r sdfrorv 1 tRrRUARI

1 Od30dz0 Iz d OYHf OttOlsls Odzlz fMmMioHBEJLH] 2T
YtsMmr i3 ORQGWH Oy 5 dzH Odg®le § BZOIsd & Odzr Y fMlsOls d fi
dd&adIlsOydw dzr y BSHjdzH j 2 D HD MHsjj A" dizgj dzs 'Cded
YtSdzH OdfOftpjr odei SC jLH ] 2MsyYy MOdzH Ote ¢ j dzj cOIsts
Odz" dzOIsr dz debIsdy J dzj 6 MO OMr s Cjdzj 2 Isplz,

1 su QD" dgH T hdWtcdzOteHO C ' dzslsjte & j daj
a3l i3S ° de. 1 sey Y SdzH Odzze BOY MOIsr  jCdz dzlsIs
chiSm L e C' dzsIls® € MeELH' O dzlz . 1 su Cd
Y"tGOHTZ T dzf dzH O, B" dzH O2 s'LBjCIlsjte Odz Y
dmidlsg dzj v' 3 D dzj CdLHj2MBY BtsdzdzO2 H T |,
YOB' dzH QDlyrsd®@ dzOVY IsT YOdzff r dz@ € j klg LS dellg
YtsSdzH OO Islzlsds * ¢ MddBotsdzHOte Is" LB i G B4 ¢
ted €. [Git C' dzslsjtc Gjdzj eOlstster Dte YtsMr c
sMmr dzH O2 NI 2jdz B"L E B3 3¢ dz B BSAZOH T .
GJdzj 6OIstster dzr w hror ipr  C 'ydgdds' wi "Wdz d3-Quufn A
BOtWGH' Cjte" hdWtedzOk b daj sYk Ikj¢ hdWto
Y SdzH Odzk s g ez" .

stedtf stsctcOW dw dz' Yy BOY MOIsOtcDO 1 sy Y
Yy Ofd jestisqrlic " Y O3 § Is:

LB jSl'w fjtedtsHT Elj NdzCjdz Btsdzk €

s dzH OdzOIsT dz dis1'OL B FL HgQffPsyYy s Odz ©O2 1 te ds(
Hitdz $é& Btsdzk Cjtej € ;

-D ts Il to dz' 3o dzH jtcH' W f O2HO BisdzE ("' dzH C
Bz Y OXJls;

-L OWUHT f O2HOdZzOdzEz h T nOBOWKGHT Cite hdWtsc
QD" dzf dz OdzDOdz S jLHJ CJ2B' to Y"{ogrz Oy Cdylghk
ybpdagj HJ ki +1 MmOde dz ki s''LBjG'  d& W BJ d
dMmiflsjlz €  dksls’ B' Z&BIMJ Y 27" d jMif B

SEtmMil' &z jdz Yy OMmdj silsj &' BOte CjLHJ
Q0" dgH" h W tcdzOteH O Y tsdzH Odzz i3Il A&3E ' dz.

4.2.1. wrL'Ylsf fifjodacudzj Ldasjlsr sy ) O dzH
Gj dzj tOlsBE"

IMdoHtsCjLHj2MBYy MOdHOt 6 j dzj tOlsStedzOE’
"Mkik &I BE da. DOwOY O2" d3 ¢ j dafiEctiOdsisdpls e
Gjdzj cOstste, tsdz €jLjCl" ki MOde dz jMmdtlsj!l

ki = (a*ki-1+b) nod c,

12¢



B"dz Y jteHJ 0, b, ! Cl 2B tOds' tdiDY
fMmMijoaHsCiLH]2MY MOda

kl fOodz sOBE 1h' dz Ofz0®®Y's agwbgh =k 0 B |
3,c=11y D dk) =10 dzO 3 'L izO O H O 2ASHOGD teCr jHAES * B todiaf f dz
B2 ddH@g # H j 2 (dzll Bs dzD O dzH) '3 IsiAD dtelzlz D OAZO H T
v' LB B¢ Isdydej d3jjdls fdsd 2 d&3° L

kiI=(5*1+3)mod11=8; k2=(5*8+ 3)mod 11 = 10;
k3=(5*10+3)mod11=9; k4=(5*9+3)mod 11 =4;
k5 =(*4+3)mod 11 = 1.

0 dz' czuEDAZH(G, 140, 9,4, 1) C j L H j 3 B)dey O ty @t . dzj H
0 dzO XHj QB MKEY O 2 Is Bla s &ZO H T

k6 =(5*1+3)mod 11 =8,
O dk7 > D dgd 3D dzHfij oic? A0 fip crds j BUS dzOH T
k7=(*8+3)mod 11 =10; k8= (5*10+ 3) mod 11 =9.

a4y 02 Is O z®)@REHs Oz BYj @&dzrdf Is © & 10D 4, T @&-

Hrjted sSlsilistsls § r dzn.ColsT "fdz' B EQR " 2O fy BjOds dzr Y

r fsidzG to 2@ pakistt Ols 5 @zp & W @ds'O d3j ds lisidp] digj

HEtW® cdptfls eff'mH dzv ' D digl® ' dzH O dsdzHitg dsh j o
tsdzO;H" fn ©,dgh O dzll dz$ j R jstzd WIHdELr j 20sdz’ €4 dzj H
thy D dzf Otc O3 Is L ks AW H B dzj ta@ICria] d30 dzH *
tsrlsu VYiLH]ROdYOWH TdzH Ols OB H Otc &z® ;3O gz §
JZL ‘cdzm j Bbd fzj (3RS Ws dzes tE dz@©HE M iz toh §

j S Is tejsmigHf 3P Iz d dzO@2t W dzj d3jApjls s BOISISOdzH " t6”
j @er)® d Istpjjde’ TpE"yLdz dzH " O

rY €'sdzc tolzt dglsds ] Otels yhr dzr Vs ®tlzOteH ™ W
fO2r Byypdzf ;') o HSC | 3P A @ Y BOOtGT
OdiHG DL ' Y &IdzC tolz 1 gl tiz] tc O IsdsticHizOds yHD jdkj

j BOIs df§ Qs of jsif £ OIs J 6 M dzHyits dzH O dz” &ZOBOY
Is
g

X
o T8 Ty
%Bﬁﬂ.bgg v

=

5 ¢ tc QYOG WVIND Isys @@ te Y0t dzH O dzfrHz dz’'B B@zdZQ 2 H '
iz f Is ts ¢ tc GHOFIHBEKY ' dels @30 da 'Ot dz s jlzH | to
dhfp o HisS iHO@JdaR @M Ys # B Otedds 'YL B ¥ © tzffizr dzO

IR sy, TzH f) O, ¢z'0 ) kG5 RL, k2, k3 3D dzH PtdZ" 28 @@ H *

k1l = (a*k0+b) mod ¢; k2 = (a*k1+b) mod c; k3 = (a*k2+b) mod c.
12¢



NhlsjwHjkH]jdz s"tOIsr dz yn2ajdg n"jh'f, a,
1 s u0Odziz Nh'" dz CoOH©GOHISIST 3 D dad CEBlst
||fr]r er:dZOOdZ

ki = (a12*ki-1+a2*ki-1+b) mod c;
ki = (a13*ki-1+a22*ki1+a3*ki-1+b) mod c.

1 Y dzHe@j2dz © O ls & B & i B @ tt GO @ lss Cuiyds &
¢B s dzy GBdgH "B | BY Qi Qulesfiis dzy @ dzH. '

4225 1" ¢ ladfpdzz@und)'c ' f ‘Mda H S j )6 gR Os y
¢jdzj tOBE

sdh' ¢k dgp tedz® v Yldpgged Fibonacci Generator} s dn O @zH
tor dg J dzj Oy d vod&zO inHerdEtcpdzf Mj o HiSC | DGR BB ™ W
y 50 O to ¢t YO datzd®IO3 ¢ * BolgHE. jSH

A B dzOydls yd € Isyj 0 @ e ' dB IdS jedg O dzH Ot d3j dz
Oted W d3j Is € fOjdts ¥y d Vs t@laHyO zdzH © d3HE 1I0IS e dzH ™ Y
Oted W d3j Y ZOOWBH " B'j B dg BB dizO dz'Ofgids B 15 d2O YU g
H O Y& Iblg ekl W d3j lsdXB@HI@ P torf dzOH T

sih' ¢crdiB @dapdH ' fhis dzH O daztells IMip'dzize O dz iz * oz
S J ¥s Otc OD PeiAs dzan@dsy d € Isej 't patz juf) 'C &z tc  delsidg '€ Is
dzgj €' L HJj dzG j da

i.e.ki—a'ki—b' d6d ka%kp
I'ki—a'ki—b+1’ Jed kia<ki b

B"dz yJjtH]j ki [0, 1] HJdOf OL tsdzdaizzdz ENIOIs
HOW, GjdzjtcOltstc f OOWj Istedzj to* .

AdBtdzOyyd Hdbyde dzgi " M nh" dz max {
JLHj2MBY MOdzH Ot H T B' dzz yYOyJls. 1 ODH (
ddzj cOydw dz0dzo©Odz S jLHJ2MBY MOdzH OtgH T
Ot Od3j Istedzj tc' @irjrdz SClsepdizjjdgizH "y O § Is .

4.2 & MOdkz. sjdzim'" hrorfm HitjSlsjte' B
k2 = 0,3; k3 = 0,9; k4 = 0,5 kb5jB0Ofgls
ttOydw dzOdzOIsr dz B t6' dzgh ' Bdz MOdzdzOdz Is" tcOlsr

ki:

¢
G fr
q

C
C
(
k5 =k1i k4 =0,7i 0,5=0,2

k6 = k27 k5=0,3i 0,2=0,1;
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k7 = k3i k6 =0,91 0,1=0,8;
k8 =k4i k7+1=0,5 08+1=0,7;
k9 =k5i k8+1=0,2 0,7+1=0,5;
k10 = k6i k9 +1 =0,1' 0,5+ 1 =0,6;
k11 =k7i k10=0,8 0,6 =0,2;
k12 = k8i k11 =0,7i 0,2 =0,5;
k13=k9i k12+1=0505+1=1;
k14 =k10i k13+1=0,6 1 +1=0,6,

1J d&zj 6Oy daGadadsn a9 Hj2WEnPB) d o
CEts) (ROM",dHd® dz0%J Wz | B @ dzy OGS Ols d fls d ¢ O dz
Y Ofnd jBs@igSty dzj tizls Istf @ fidg @2 H '

Sihkch Bp tedz® y iBds2 ' dzh @zj e Ols st dgOtelz’ dzOls ' dz
3D dajf OOl B B tizfz@OY BP Bls ' dzjj B3 f et @O -
MmoOdz' j wisls j &} tegefdzn ' thn ‘dz@as b) = (55, 24), (17, Hzd Jd3
f) (97, 33).¢ dz' dzOR 1 dzH | 1§ Dydzwy O @Y Gaffs " tc O W5 tz' dzj dz
5D Iz j tizell dz$ j 2AFQczCizr dz€ Q azH j B @tz O h BRESE dz
CjLHjRMBYS e drO el julko yds' O lwr dade Dt 0 Ot '
BsdzOudz Oy ' lals® e Oy Is tRoztiaudzS j 2fpQ Az0dkc st d Is o3
Y 5 dzH O dgp@IsiS Elzdzji §'5 0 Ote dzO2 H

1 DIsdyd g leri(17, S)dB3p dzH j @ O @ B'd3 d3h O bizO bz
wfr dzr dgQHL fy TR O dzHn@ O fiy rOds@el s f & dzls s ¢ e OW ¢ W o
O dz¢ s te  Is(elz i) j=1¢55,j24)D dzH Y} @dzO D O s Is @dzrizH tEDEtEY D O
31l 3 * BdgHES. FisY SO U@ @ fPUej L H JiPCnEHY @teziz(a B) =
(97, 33) dsD dzH 3ME RS ' Bz o, PidzO NS D OdgE 6 h jQg dzH § 2 Mtsy
0 j S Iststo op® iz fids | @z tis d ISYosi o HOGHERD H T

S jh ' ¢ kadkfeds dzOyLd ) dalpE] L HY sE iSde d f ssC O d
BOY f) OISO s dzv O ezts Aatlz dy jGlls B wAOls j B3O Is of © @z ¥
MisOlsdmisd§ B Bj ©y 4 v 2MisEyd Migjstey dz Hj ZH,
Y HdDde' 2@ ' ¢ Bdgp trdz@wivdfj ¢ ' v 'OdgiOrT @R j W
s Otc Maibz Il 2 j fy iz O dz dzH '
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4.2.3. BBS Odcttedlsdy dzjc' L dzHj 1 fj:
¢jdzj 6O

sjVY IOOkZHr tMjoHBSjLHJj2MBY Is' LBjSIs]
Odze sted Is d3 If jOD ' IsdsjtedzO te L. Blum, M. 1B1 um,
tcOIslsr YOdzHT D" d3j dz G4 dzj tOIsts Hitf OlsOdzOls
BOY MOIIsOter 11h* dzg B"dz pH"3B]. 1986 ' dzr " fp?
dzcstedlsdzds’ w dBOW" LT Cjgdzim" Hj. o dzH " A3 «
SOWH OdzOH Mz Ote " dzp MPpdei q 4 dBHBEZEZ' BB2T dz
YO jlwOoded p YDpDdei q 4 BE&Ejdz CjLHJ B' toH
M=pkqg MmOdz dMmitglsgdzjH' , sdz 1 dzs dgdzr W Bl IS

Ci2" &z BOMYO CjLHj2MBY BIls' dz fM®OdzatcHsOMH (
BOMYO BtlsOY BEMXE' hlsjtt' BBEBOAIT d) BB
NiJteH] R0 CGjdzgj cOlssteHr W MEtjdz' § MOdz H
1 ddzgj cOlstste 3" 3" Mr dz" ¥ pte n YOHOMR dzH O J

~nh+1 = 8n2 mod M.

Jtor dzH OEFHT WY @HOd3 depilsdy ' GSn+1dBHOdzdz W
j2B't6 S jLHj deblsdyj tjls dHg Y"flbry BJ
st dzHice® B oz CIsjtc MOde . [ €G]t
sry Bdlsr 0 Hjf YOB'EHAROKW' ,B djsd j
B' dzH OdzOH T .

B MOdkz. = A9=B6di"d (11 mod 4 =
) JdzHO M =-sp [ gLOLA 1Y Q2 1
T 3 BtdzM" d | J dzi tOlBSteH W ME &

~n0 = 22 mod M = 32 mod 209 = 9

BBS Odcttedlsds’ B2’ fgdd@H B jefpa b j 3" L
Bdllsjte tojls' dgvj Ri JjC ' d S bt dHjag' €1

~l = 92 mod 209= 81 ¢ ht Bd 1;
n2 = 812 mod 209= 65 ¢ h" BJO;
n3 = 822 mod 209= 67 ¢€"h" BJO;
n4 = 362 1286 mod 200=042 ¢ h* BdO;
n5 = 422 mod 209= 17 ¢ h* BJO;
n6=922 mod 209= 8464 ¢"h" B(JO;
n7=1042 mod 209= 108 ¢"h" B(JI
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~n8 = 1572 mod 209= 2.¢"h" BJO;
n = 19 2 38416 mhod 209= 169 ¢ h Bd I
~n10 = 1692 mod 209-= ¢ch Bd 1

Indz pH' M' W Ispy tdBjd ¢ &OYMOkOE 1h
h' MOdr dz sOBEZ Nh' dz 2i OWHT &' n MOdy
EtdQyr & JBBEBY eS| d

onmod( p-1)(a- 1))

Xy =% modM
frmOodz , 10ftegdgj enlBO0iMmilsj2’ ¢
xo=xe Y mod209= 91024 980m 04209=137

]_DlSd)|JfI’]'dZHJ tcdIsls' € JMmMitflsj zdzj dz Odzr dzD C
(Mdflsjlzdzjte yr2rdz mMdwylsr Cete' dzgjH' , B' t&
BOOHB®AO] Is' dzHj Y Odz flsOMmlisr tor f OB j.Is ) OT
cu'  Cjdzje Aan Odzz BN BE ' dzH ' G BBS OdoGt
Y tSdzH OBEzARSO dzH * € BJijteJH', & MOdz , ftetsdL ot
BOt WO2dzHOt dzj 3j Mj Hjttj CYBSte ogOLBOEOK
BBS Odetstdlsds dz w YO §Mm"LH" ¢ Nz j oz
dZHfﬂzJCdZH®HszG;dz. (it [ NilbS¢'d CIs'
z yoO s jJd&im HJYf O2Isr &zOHT ; [ CE
rodz ‘ BEdzy O Odzdz02@2 . i OdeEOm)
¢ Is

& d—<
- -F -

o}
fn &3 =
dz C hisjteej BEMdkE jMmiB' Elj Y
n Cdzt T oBstdaigOn | OtealzHe' Y Ddigi 3jafnd
st dz NczC j dz MOdz BtscdzM® (B" dz WOCItsted L
0 0]

J

&z

dz

-0 "0 "

I
d (
Odz YBmMO, Y OMY &3 dzB B dzf § Gz 6O t@ dzD

-

9_‘=
8"

‘LBjGIst B' dzfmj , OdzH ™ dgD T 3 D dzj Cjdzj M’
Ddzj d&zH j €] BESEZOHT . BBS G6jdzj cOlstster W
d&3d M. I1"dz yOmdjl SttdfltscO¥dw dBOY MOIss
O dz CEBJ 21IsC "Chhisjjdd cCjls jetE ddlgj dg t@jO2 dzOdz" Mis
BBS Odettedlsdy dz' W ijtwdz nylz@y pds 1) d3h J Wiz 52 +
J di3j M, B"dz sdr CEfljcjd MOdZzOEZOKLH O Y t5dzH
B3 MOdzr , tej OdzH'™ EOY"r IO jMijflsjkzdzj teHy ,
O zO2HO B"dz OdifcjdajddsHds I(desdgod@h y r f Otc O34
SOWUHOEZHO) BOt Y OyfMmr lsuv BjtejH' . 1"z ot
hdW¥tedzOE nh" " dz €' dzlslsjten' c¢jdzgj sOydw dzOkz €.
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tdJedmistcH jdz BdlslsjteH' Isj¢ B' 't B' toHjdz (
Bdlls' Odkkz Sjtjs BSENO, 6dHO ©jcdhlstH
NOYO 3" dzyr2H" . tJicédmten w C' ' M dgj Mmts
BO2dPdz Y "ter dzO' r kj dz Y Odr §lsOMmlsr tor dzOH '
GjedmlsteH' W BOtd ¥ YO&OOd Bdlkl,jt' daj dz Is
Bdllsj te' Odz" YIsO&zDOdz L OW Bts2 " dzh O ELGJ
Odz YlsO2H' . tjcdfiste y" & M d ¥ lsOWGlslsOtr
kjtt YORBFOUBOMHO2Is" dr Isuf dz Sl . D02

Odzr dzOIsr dz Is'" LBJ S "L dzH" D7 ' dy'" @GOQOdz" 6] «
rrdr dgzodz tj edmbtedzj t6' dz Y BBdzH Odzlzdsj dz O
"LPBd&ZHOdzH ™ dz sdZOt ydWwtedz ¥ Of f OwOkkzte® ¢
@Olsr dz" d3j dz B ©O2 dzOdz" Mmisr .
s’ BO2dzOdzr Mr BOte ' dzy" BOdZ tPedmlste
d" pr BOt MmroLrylr yrdyr B3Odz twjcedfte (s

registeri LF SR) . Imdz yr"terdzor dgrw Cjte’ jB0O2dO
BiMd Si2B't6) BdGE R @G YR dzgsHigdz e pls' dz
HT . sjtc' BO2dzOdz My O Y OIsr MOIsr dz BdIslsj ts

BO2 dzOdz M BOt Mmrorylr N dzyr 3Odzr d4cj ¢ dfr
Ydeoydw dzOter CtedflstsctcO¥ JYHO yyd' Y tsdzH Odz
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Pezucmp cosuza N s 4 .
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B‘tg dzh * Y bpdaj IETS
slso SHT Bl ls* @
- Yy OtcOMmlst @21 y
f=b,® b, 4.3 Mmketjl' deHj (-

4. 3 fAdQjListcW HIsT Y ﬁjlstsGJ|®dzm®th>|®}
N odzyr dgOdzr tGJGqﬁ]d3rL[JGdﬁ]BtGH'W
s LBjc d IM§f Bl
CdMmbsi s§ig) &) dsedec JMB@M IZW. ¢
desz.
teH j ¢ BOtdz vy MOdzH @t 2mwW .y OY
1 DIsdy 4 toj s’ dzHzjo OB 'Bids OIS Is* w@dz ) OY SO B fs

BO2 &zOdzr fy lefdiﬁbhhbﬂfmffr]@u’lsglz dzp Isd X § ' daj Is
1fMjoHtsC jLH Bdklsjtt cjdzj tOlstster dzr v
BODOdz (Nhr Bdls) yY"tO2HT .

S E dzj &3 n Bdls Mmr L ylse 2 diyrCyicdzizj tac jdg' def
Btsdzz o3Il &3¢ ' da. 4 dzHT YIsOdz Isj stedwdzr - IsllteH
srdz fMjoaHBSSjLHj2Mtsy Is" LBjG " dg W BOS Md d3

o

g.—<

4.1 Cjflsj

gr LT YlIlsr yrdyr gOdzr tejedMmilsteH w y "

JthB'OQ dzO dg" W
5”2. tdedmisteH " Wiyr o j&Z"T 00" dz
dze ' b4, b3, b2, bl 2o 6 o TRAD, (b1)
0 1011 0 1
1 0101 1 1
2 1010 1 0
3 1101 0 1
4 0110 0 0
5 0011 1 1
6 1001 0 1
7 0100 0 0
8 0010 0 0

sjite’ BO2d&Od Mr BOt M istey IO S$ fd dzwP dzeg O dz'
HT BOte Bdlslsjte ydSdzH'y Is'LBj@"  dz 5j¢ 51
Bdlklsj toH " SOUHOMO DVDOdO ¢ jdj teOydw dzO2HT
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N JidsAeL' W HISOte dze A3’ t6° dz SOWHOE d3l A€ - dzH ' ¢
woyn"ter8d@pOodz [ 3,
s jO2 ROdz fr BOt Mr LT Yl X" dzyr d3Odzr toj

hdWtedzOkz 1uh" " dz yd° ytsdzHOdz &z Y bpdej SpL '
hqWtedzOk Y "ter dz0" O’ dzh @ CtedflstcEO W dr
B'tedaj "j G4t BO2 d&zOdz" ipr B Ote fMyr L rwyilsr yr
ffr &z Yy tdzH OdzOH T, Mtsdz" 5 &z Y OlsOte y s dzh
jdee L djH' . [fr dzHO2 dzjClstesdgHT M" dze Od

"fyr dz" @z hr DOtr d&zD Odz. Mmm DOfpr eH' W Mts
QD" dzH" N W ttdzOttDO "y MOM Hteddaydt lslg s fOd
nwodzydWtedz Y Ot O zOter dz h dW tedzOk nh* dz ¢
Odze stedIsd3’ dzj . si?2B'tc CtodflssctcOWdwdr vy Is
fprorylr N odzyr 3O dzr tej edMmistcdzj toH * Y sdzH O
fMddg @3H " dz' ¢" dzgj Mjdg B L v € B ' dzH" K@ dz' d
Hy?2' ' dz Y BdzH OdzOIs ' dz Dtels Il tcdz' pMC jtod )|
Y"ter dzO' dzptetgdd W Misj 2 dzgi 6" L " dzy tdzOIls’ dzD (
gr L Ylsr N dzy ' 3O dz' e edMmistedzj 6 dzj 6" L °
BODHOtedzOBBOdMz' ¥ yHLjcej OfMmrtekzHrw yr2rdwmHr
s jtcOydw destts dzii ' dzj O f OtcOlszZtcOH O IsjL Dtc'
MsdzH " YIsOdz D telsl tedz B3 BBdzj € jIslsj toH § Cjte'
e edMmistedz] toH * YSdzH Odze 3 dz O dz@ stcdIsdBH § &6 ¢
Y " ter dzO'pddgitc " OO dzf" dzB OdzOte hr DOr dzOH T .

4.3. ¢131r3 zZzRAt[ Ot 31 rwsuv(u

JrmMOdzr dgn OO W tcdzOte 11h " dz cOBBOZOE tj ¥y d
BB2Ar dzh © 3y ' Bjtek CjL  dH] hdWicdzOdzoOdz - OB
¥OODHO2HO YOIjfMm'L YOB" dzHOdzDOdz B Otcdzr ¥ B
O2Y"r dz. MOBOWH'" W Isj¢ B 't Bjdzd' ffy d®texlas0 O
fiyr BB2r dzg" © y"'Bitlk CjL "  dHj hdVWtcdzOdzD Odz
Y BOoOdmr dz2 2" ¢. 1" dz, ¥ BOOdZOOMz B dzG ' H

jBif Cjte' hdUtedOkr 20 Odr §f CjdzjH' . ¢OF
BOtd ¥ HjLjCljtH' ' Bjtk Ot&zB8dO®" dzH (
dtsdzH" YIsOdz OYf§ OtcOlslsT Y s00dzsf Ok nh* dz

Cite' hdWtcdzOkr dz Md den tetsdzH Ok Y totsB dzj ZOMT dz
sp ' dz' B2 dZh 0 CtdflstscteOW dwdzr Yy x1Il2jdz
EL " Md dzr toc dpH2Qidd@)jIsts cdg B E dzf H ' .

4.3.1. uwdderteicdhicdzOB" dzH '

sqdzntesdzH’ OO dgH ' iheqiitc @ to(dzOfiez)® € ' dzls
Ohry ybpdaj hWicdzOdzoOdz R OB OW©DO Isp k2 dzfy' L
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ZdWtedOk CjL ' dHj €' dbsljtc OO dF dF W &

Bdlslsjte' dz BjtejH ', kOt Cjte' hdWtedz@g Cj1L
Isj w. zdwtsdzOdzOOdz RnOBOWH' Y Bjdze' i)' da' W
Ot Ofr dzH fd dzm tetsdzh Odzlz ¥ dz" w B"L' dzz' dzO
Cjte" hqWw tcdzOIzOO B ABE deH' € Bjted3j ' dagj Odz
3 D dzj Y OB dzH Ok h v N3t misr Y OdzOOMIsr tolz 1
YRJls.

CHJ dsfjdzr tetsdzH Oz 3" Bjte' dzjls' dz OB OtDO O
Y OMOdZOHT . 1 bldyifMmM  dHj Y Btk CJjL " dH ]
YOB'" dzH OHzD Btz O j si Cjte" h dWtedzOZDO Odzr f ¢

v B' IsHJ3] dz° tc
te

d
sddemtctsdzH O €' dzls OO' dzr dz
C' €y tzfr C . dtsdzgH" YIsOdz G
wrLr o ysy.
bz dzggcd'LE@' Otelsr yhr dz ylsOte' :

YOl j dzjs®wOlsz BsdkEOE (Isj$ YyOlsjf B
Cjte' hdWitedzOdzOH ™ ) ;
-h fWtedzOdzDOdz - OB OtgH T CitL Cddzej dz J daH " t
MordstsdzH OZHT W 3y 500dzk" dz0 Odz' § S jdzjH' 3Dk
bbbz Cjdh &2 Cljte': hdWtedzOdzoOdz - OB OteH '
YOtel" 6O OdkBO2AH'. [Ejte YOMYs200 Ohry =&
L'Cdpjtej € bntHj SCjto'hdqWtedzOdzOIls™ dzn 02 Y r dz

OlststocH ' O dzH

432. pL "' Mdder tetsdgH OdzOIsr dz OO'r dzH "™ h g
"M der s @D OO dzd W tcdzOte ( Ofd dgn totsdgH T

(¢¢zl“n$"dz h W tcdzOtcH O €' dzls O©OOr dg €' dzls
By dz¢' dzj dzG j dz Is' t6C j dz6 j dz MOdzr WEkdS ydw mr d.
g tsde d3j dz, C ' dzls (DDfdz.r Gh didj t@B&wOdE WOB C
OdzH ™ dgD T n Bdl WEkdCydwmr BiSdzOHT . 4 5 d
Cjte" hdWtedzOzH T tsthdz,HOIélsfdz C' dzlsls j telz- OD " dz
HO2I" dz €' dzIslsjtc ODr dzF¥ Gjdzgj eOlstste’ dzj dz O9 |
I vdz teiddiH NILjcd OffzCeiz : ¢ jodg i O BtE)tds
"L dzHBE @B CjLHj2MBY ObOk®Bj &z (L Octkse t5€
HT " BJt' dzj H' ybpdagj GCjte" hdWtedzOdzOH T C
B' Oy MHOdz Cj2  dz 4¢'° ¢GjdzjtcOIssts HO Mmd
dbdpz dzje'LE' Otglsr yhr dzr ofyls oo @ fiy Giglls OGi®Ada '
BtSd&zOHT . dhry ~nOBOWGH" W oDt BJjdze' M’ CJ

JIsCjdzHn" Clsj dz, oh vy nOBOGHT W fMlsOlsd mls
h dWtcdzOdzDOdz - OB OWCDO IsOtc Oz HY Q tc ORRHEBHYY Is O ¢
3o ls" dz Otelsr ylIsr Or dz,J'G' L 'todeif | & 'ts ZO@E z7 dzH Oto
o9z QJ%“‘&'QBJ ‘
-YOBPteOdzOEr (M W tcdzOdzDOdz -~ OB OtGH'OY D te
BOteHO n Bdls Mp2¢jMm CjdzjH");
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YOS jtokzdgi dz2 O" 0O ykemlsedlsj dz' dzr .
4. 4. A5 0131r1r3 zZRAL

4.4.1. A5 ODr dgH' hgWtrd vy "tk I

65 HjGjdz GSM (Groupkepmsd Odzaly M ddze H
BO2 dzOdzr mr dzv © Isj dzj W sdz X D dzj BOL Odz Y E
HitejSljte' d2 W CtsdaWdHj dzydOdznr 0" dz Y OBls O &
hdWtedzOE OdzestedIlsd3' .

zdW¥t hdWitedzOdzOIs' dz OYf OcOlsisr 3 D dzj
fMioHBCJLHJ2MEBRBRY daB PC B dsd kldz] Wgjwdz ( x o
mr) yYyoMmMEHO dzj 6" L HJ dze § dz. 65 gMjoHsCjLH
fpr L yYlsT N1 ody T 3O dz tej edMmistcdzj to dzj G ' L
tdedimstcdzj tcH' W tOLWWHISOt MOder ("L ' dzH'™ O
YOHB@ " dz jCjjdlziy J €' twjcedmlsteH W oy k7
02" M dzB©® BOMYOOH' . J1"dk tsdz k' dsjClj
N EdzO Odzr f CJidzjH' . v LBjS¢ tjoedMmistedzi toH"
Y sdzH OOy de Is Ofyls ™ e dzOH T

GdzH™ dzgH O Wt OdzykzL H' Y -3OAFRH Gt ¢ @G dBHS'G 6O
sj ¢ pMEJte BOY MOIIsOter dzH©® Y tsdzH Oz 11 h°
YT dzH Oter dz" w OwWOr dzh ©®© GSM MisOdzH Otels T nh:
¥N2ifm" d vy"tek OOy jIs' dzH' . [ dzr W ddzgj G’ L
sdWdsoydw A3: 0OQr dinj Odefind Wi defl? dz  GA Sdzj |
A5 Odzetstedlsds tGJlS‘dZHJ WtcOdzykzL HT Y UL j¢

hdWte OODT dzdgr W YstcODOdZDOdzH" OF dz y jIsG'-dz" CIs
Gjdz ME2dzi MEH' W CodWdHjdydOdzHr D dz Y Odls

flsOdzH Otels s+ ONE KOO DI B' €Oy EOyrls E
skz' dZHOH' . utdH' yYlsOdz, A5 Ol dz ¢5/1 O

kOOl BOMOA&H'T . 1 OMYO d3;d3dzJQJISISJts I
CedflsscwO¥ dvdr Yy Bjt' Cls' d2 ¢' dz IseE dsj daH J

C'todkjlsjdejBdste n1h " dz + CMYfselsiss dz" iy O
¢5/ 0 hdWtedzok BIdEZH] B Y. sbDL " GG z
dzgj 6" LHj ke jdz ¢5/ 3 Odzctstso[lsd3 Y"ter &zODOdz >
BJS ' Is" d&zejdz. 1 "dz ELGjtelskzdzjtcH' A5/ x HJ{Y
tdfmd bitHj BgwO Y dz ]&tsfq"tjdzBG ¥ Oted W dzO
3 D dzj sdz" W Yy tr dzr o3 Y OQtedwdzr YYO hr DOt
Bidze' ' M'LH"' € JjMmiB ' dzHJ YOIz ' LH &L M
cdlsdgH j 6 Y Otedwdzr YYO hryfoOmO td&zOtHO- B"L
EstedzOter dz0 k(T yOFFGRHI O DOdO B jt' dzH " .
' &zDO ¢5 OdzesstedlIlsds’ dz' W BOWwdz ¥ HJlsOdz H
IS dzj W sdgH ™ Y Csdi3f Oded W (British Tel ecot
Y") Ols@BP@eOlslst yO0tedV &zOZOE € j dz' g fip*
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kjlsCjOEsOIWH' dz BjteH' . [ 00d yYtMO, fMisC
Dr 5O M CtdW jtejdydwm zHO §O2HO BfS
fp" dze OMr-B " He'lstgls jC j W hJVJBJtsGJ sOte OdzH ' . d
DOdzr dpHtCid) ¢ deH j esdz ( Ros s nderson) 3 D |
fMsdz CHigijtag B2 dZ" O yYyOdzf " dz@ S j dzls® o' dzg j dz
y Otedw dzOf, Bdr v SCtodflstsctcOW dwdzr v ®fte’ CIs
tedlsdz s so0Odz Jsdzdy YY" R Mr dgH©® Eurocrypto
[3, 7]

4.4.2. A5 CERjC dBjdz HjtejCljteH' O
SDL' BE" s B0 Ode StchfdEiisl ZOH™ W IsnsOf st

DOteOMBhtedds / 1 (4. 4 Mmktejl) Mr s yr dzdz ¢
bdzestedlsdzde ¥ B OMY O dz" My OdzOteH OD" EL G to' |

Cexpemubalit Koy
Tenepantop nomora

_ —> N
64 ouma Kurouen

1 oum
A 4

Bygep nomoka lﬂmqeitl

228 oum
Omkpvimyie dannvle IA s Sawmposannvie dannsie
228 oum | D 228 pum

4.4 fiz3e/jls ODT dzH' h dW o z@lm d Eagel s d Is d3' ¢

A5/ 1 okyr dzsHr BsB ddzt H' BO2dzOdz Iy 12y
GSM IsjdzjWtsdzH" ¥ BO2zOder f 228 Bdlk®€j € OH
ter dzOH T Dtc COHtc €C OHTfe 4,6 d&dzdazdnhj ¢ Ezd
Bdls OODrdzn dz Y"tOH' . | Ort¥?Hd" O ODE W ©dzj @
BOXZOHT , tdOteH' 4.4 MmMEtejls' dHj CEeEtMmjls’' d

B2 dZh O ytsfmE 1uh ' da

4. 4 MmMetejls' dzvnj JS° XOYO YOttODOdz Is' dzH
YOB' dzH OdzOIsOdiz" €z' dzls OO dzr d3j dz 2 BsH Iz d
hdWtedzOBaQ Gedp S Is § to hroOlsr dzn dz CEeEtMmilsiH’;
hdWtedzOdzDOdz Hjtej CIsj teH” OdzOH T Odz €' dzls
Y sMEHOMZ dz Ohry HjtejCIlsjte NTr DOHT .

I"dz OdzestedlsdgHy Dt Oh Ty C° dzs fd dge sdzr
Mp2¢CjiMm CJjdzg v . m OB OtcB dREEHSIs OtcddiOlc G Iz' (dgBL
N¥bpdzgg CEdzj B ELGJtd3d 2 H" . O OtcOIstls™- L
dzr d&3j dz Y OlsOtc )" d&zHORH' D' dz Y SO OtdzOIsk 1h "
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Ste’ dzH OdZOHT : 2 BsHE B2 dzh O Yy ik ( x
Nrlskz.

zrorfqp Is' BjJs@l:ﬁ]Isrvs@oszozoohyf ~nOB GG OODT
srdz ' LBJCYjdz (G6OBBOA] dz) Ytk y tsd d
Jtejehjd ¢ Cidzifm' Hj: Gt dz "y Mo
Bopdzej Odzr f CjdzjnH" . I M HOdz, Cjte" hdWtedz

s LBJ S ] ez cPHBHEBORY sdzf d¢3gj dz Elsj H " .

gtsde’ d&3j dg, A5 hdWteH'w YOk ffM'LH" e Is'L
RHJ OdzH T Y ODHO2HO GiOsidOjdzziy) LD ¢ jR A MY
s"LBJSk"w EL" CjLHj2MY BBXEOHT . 2f M deH
zo ¥ sOf IsT 3 D dzj PEzde" v Q184 & dy r @5 s dzts
HDdzj dzH J € j dzH | 2 B"dz OBMmtsdzs Isis' CtiedfIstsc to(

dIsjgH" . 1 "ty SjLHj2Mmtsy k' LBJCIs' BEsdzH O
zOIs™ dzf dz 3 pdzf YBKODOWZOOdz OtedzOd3j dz 3" B J tGl
dmigis’ Y OlsUS'OH 'Y " HpdEO Ispy " tedsj dz' € Is 1

Y tsdzH Odz" dzdzO2 H '

{jOdHT YN2jdzjttH) Bjt' ke jdz Ecdeh jgH' €
YOBTY OtedzOdzj dz ' BJte' dzj H' .QyJWalz@dz@imj'c ' > O
sz fMjoHSjLHj2MY BSA&ZOHT . GOr dzH T h W
h “"jdzHA5) ffMioHBCjLHj2MBY k' LBJ¢ 6] dajte
BOt X' dy" BOdzr tej e dfistcdzj tetmlfOte( LYF ScFOH " dzj G
LFSR tjedMmlstcHjdz (Bjte" dzGjdz "L " dgRt Or g
ZOdz M dzOdz k" wOH' (4.5 Mkwjl) .
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o

4.5 fjEtgjes B O2 d&ZOdz Mlsr w CEf dgh jim' ogjdz R:

ctdsOC IO ¢ jdzi iy’ Dtej Sdlslsjte EIC" L " dzd H' :

Bdls) Odz dzOH " tej cdMmilsteH j ¢ s'"LBJd S MmMtd
¥OylkoOor nmnwhryyo (¢°h' Bdls) xiiffie' QG2 dd®
HT . I1mdz WkdCydwy tjedmlstedzj tsH' W 0Odz Y IsOc
Y ts fipiAs dzOH T ypdagj Bdz SEfdRBNhj tejls' dzHj ) OL
CeteMiljH" . ¢dz@ dzDOdz Bdlslsjte hrorfg Is' LB
LFSR 1h"dz dgic' L@ CeEtem IsCf jhte dftdmjre. H <G
(SR - BO2d&zOdzr i WEkdSydwmrdrw Cefduhjfm’
B tsdzf O, SdzZH O Bdz BOS Md BOAzH ' BiSd&zOHT ( ) D dz
s' LBJl€ L Bfj G Hit Ols OdzOH ' ( BOS Md &3O dzH T
"L dzHlsY BB J C) .
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Cicyf f bBdzic O U ® dzts W O 2 twEdjzts' Odzj H

sl ert EL

Y sdzH Blizlzidg IS¢ ' dz' € Is° md d&' dgH* J d3d fr.dz0uad 3 ° to«
sOCIs' dzj z tojedMmilstedzj e Y12 jdzjte', BAROLGHO |
&ZzOdzr f W EdeC ydw &zOter B Ofts.

65 OODrdgHr hdgWt M"dBOMr O € " tjH' (4.6
-19,22 ypdzgj 23 t©OLWGWH "LMdzH' YIsOter BOfte
BO2dzOdzr i CeEf B3l h j dzj tc°

-R1 nh' dz x19 + x18 + x17 + x14 + 1;
-R2 uh' dz x22 + x21 + 1;

-R3 1nh' dg Xx23 + x22 + x21 + x8 + 1;
-sO¢ st dzj v BOMY Otk Mm" dzB Ofr .
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4.6 Isiiz3e/jl Odestdlsds dzvj toj cdMmlste i 2

+

5OCk' dZjzH' BOMYOKk 1IN d pte tjcdMmisten,
10 (R2), 10 (R3). [f)r Bdlkljten' Y dHOdl

f=x&y|x&2z|y&z,

B"dz yJWH] & B kzdzhx', € ya mdo;dzi| z B H2dtH ' CR
ntetsdzH Ok Bdlslsj te' .

AlzdzC ydw f iMiflsjejdedzj dz C 42"  dz2 Ij¢
tcj edMmistcdzj cH' W DOdZO tOL W HISOtGT N odzyr 2

CEB' f' dzj »OkOkr dz tejcqdflstedzj eH' W DOLO B «
fN2jd W hrorf B@hrowheytilsEizilods] xor
dzplsdxd m" .
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1 Jdze ' dz fn" dzs O dzi €' L " dzH § (4.6 izt
JtiChjdz Clsjte" dz YOtOMIs™ teOAZ" L . rdtej Slsj te
SHteHj I LIjSCQH e@FPAxH O BEdzIzo34dz (114 Bdls) .
OdzH " dzH O tc jecdgHiylsdigidRjdte sdzd Isd5 € ' dai €4 dz
Y Odzr § IsOfmidjjtOderp Gdz dzls® (K 64 Bdls) > bpdz
dtor Y Otc©O2 Cjdzi M’ Dtcj Cilslsjte tojls' d3j dz
Cite'" hdWtedzOE nh' dz ysdzhn OdzOIs™ dz B ' tsBdIsls' ¢
228 Bdbkls' ¢ BEWjtGH' YORBSOBOMrL JlsjiH' .

Rdzd ydOdzdL Oydvw dzOkz. Rdzd ydOdzdL Oydvw dzO L
Jto' hdWtcdzOHT W Dt GCOHT tof dzgO tstc’ dgH OdzOH T
OHte dzEd3 to' dz2 w 22 BdlIs' Y SdzH OdzOH " . R
OH OdgHsO tdzH O dzOH ' :

lddzH B whylsr 7 dzyr d30Odzr tej edmistedzj to°
NOLT" dzOH'T (dzE dzH j dzai H ' ) .

264 Bdbkl' ¢ €' dzls tjedmilstc o dz dgjrdz € j dz.
ter dzOH T (pte Mmrorylr tcjedMmilste B'tc Y OHOM
Y Ogls Ogg®fyrdaj H * ) :

for (i=0to 63)

¢
¢
Y
0

Kli'] €' dzls' dz2 BOtedzr v n1h tojcedfmlste’ c

Bdlklsjt' d3j dz 2 WdwsHEzdz BS2r dZ2" O Yt

1 Otedzr v uh fmrorylr yrdyk tojcecdmls
}

3.0 dzH T dzO T ftesyj Mils' Y0215 0dzO Lk ,-B dds'lsts @Y
COHtH'™ Y tsdzH Odzlz:

for (i=0to 21)

{

SOHtER dee’ dz (i) BOtdzr v nh twjcedmiste’ dz
Bdlklsjt' d3j dz 2 WdsHEzdz BS2r dZ2h O Yyt
1 Otedzr v uh fmrorylr yrdyk tojcecdmls

}
4100 ydSdzHo tsMmr fMmMjoHsSCBHY O MDELJM |
HT Msder d3d dz B 66§ Yy 02 ) rdan "teytslsizi O cg© ldzy diz

Odz" YIsOE 1nh'" dz BOystedlsOtedzr Y WEdSydw Yy tsd

for (i=0to 99)
{
[ Oy stedlsOtedzr v WhkdeS ydw dzgj ¢' L " dzH
fMdden tetsdzH Oz
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}

si?2 CjLH] B"d YjttH] MddrmtetsdesH Oz j ¢
tcdjedMmiste’ Yrdzy" 2Isr dzn dz B' dzH " t6j H ' .

Oy stedlsOtcdz Y WEdSydw. (cejt BdlslsjtcH"
sdzHO (x, vy, z) HfO0LOdRRjlstcdzjtc’ B Ot OBOY Btc
HM; JGij0s BRAHM O O BSSEZOHN. [T MOdz , f(1
] Oy stedlsOtcdz y WikzdeC ydw detf 2 dz'dfpladz’ v ISCQICdEZ  dzC
sdz" YIsOd&zOHT nh ¢ tww' M Bdls Mddem tesdzH O Ist
YOylkoOor hjls¢' Bdl dEM®E] IjVv BdENO, dz
R2[ 11] 3 D dzj R3[ 11] BdIlslsj g . cHiBdJlIsls
R3[10] Mmtsdz X OYds@ df 4n.O&lz0fA0ts j Is2 dzv | kG E tofyj
HOtk YOxjls. wriLrylr twjedmlstedzi o R1[ 10]
YOYIsOdz YOteOMmlsr cOd3r L. 1 "dz hOwls Bl W
zO0O Mmp2¢jMm.

GO" dedzr W G dzlsls® € Bdblsjt' . s dzls dgj dzaj toC
hO B"tc Bdlsls'" ¢ €' dzlsls* € O©OODr dzH" yY"tcOHT .
WEdS ydvw JiMmitdlsjdiH' . 4 tSH Odz @ j 26 jod& djfiplsjtdad
Mdder totsdzgH Oz B dls' RO BtdlsOtedzr v W Ekde€ ydw
D) e dMmiste Mdden totsdzH OdZOH ™ ;dE® @MY O EZOY ' IO

4.4 & MOdkz. si28B'tc EZOYTr s MmplsdadmsidzrRAE 1
Bdllsj tc* 1, 0 Yypdzai 1 Isjw. rrdzyr izOdzr te
Cjtejc?

zjh' &3 [ OystedlsOtedzr v WhkdsS ydw debplsdyj i
ypdegj R3 tejcedMmistedzj toH ' Qdz dgOREE" dz " dzy " 2 H!
ZdUWtedzOk/ Cjte' " W tedzOk. s' dZslkjte ¢ j dzgj 6O
OD' dzH Ote Ote’ Y OwLO2 228 Bkl ¢ ¢ @sl' Y
Hf . uBSHOd $j2' ' d2 "dWtedzOdzoOdz HjtejClsjts
HjtejSlsjte COHE' Bj dz 2 Rwitzdl d3jsds 28 ‘édB @j Y &
GH' hqWttdOk/ S jte' N dWtedzOk tster dgH OZOH T .
05/ 2 Odketstedls® dzj IsOODr B 'te 17 Bkl
BOMYOd&OtH W yrdzyr krdz (OCIs' dzj ' dzg) B Ofp)
DUl dzf a@sdzC W telz jdaz jefy

-17 Bdl "LT"dgHrOr BOte Cjte' R4 0ORMWOA Mmisn
x10 + 1 Ijw R4 twjedmilste' yYtsMmr dzo" dg;
-sOCIs" dzj H' BOMY OtOIs™ dz R4 toijfiedddbiisads ,
HOE Bdlslsj te' ;

iMmjflsjdjls' d2 BOytstedlsOld ¢ W lkdS yqw

f=x&y|x&2z|y&z,
B"d Y JjtH] & -B BdHEZHS' Co ra; nfipy dzn|ietssze @ B d Isls

@h' Bdly, R4I)Pd R4IS)10
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Muasicopumapran
ryrariua

tr %
H1s|1716|151413]12|11)1d] 9| 8] 7| 6| 5| 4| 3] 2| 1] 0}

R,

-

+

Maxcopumapn,
PyHKUILA

aa

, S
(z27]z019]18]1716|15|1423]12{22l10] 9| 8] 7| 6| 5] 4] 3] 2] 2] 0|<-|

Maxcopumapnas
PyHKuILA

R;

4 1
22|212d1d1s]1 a6l 15|14 13|i a1 9] 8| 7] 6] 5| 4] 3] 2] 1] e |4-|

Vupacnernue
dgridceriem

B
)

R,

x
[z6]25]1423|22fa1]ad 9| 5] 7] 6] 5[ 4] 3] 2] 1] 0|4-|

)

4.7 fSe/jds Ode stedlsds’ dzH j

6]

tJedmilsteH j ¢ Bdllsjte Yrdpyrkzr

-jGjtt R4 (10) = f ,dIstisdpHe® RI dmjj RdiMistc’ dz'
-ij6jte R4 (3) = f, BdHO R2 ted edMmiste’ dz
-jejte R4 (7) = f, tdHO R3 tjaedMmiste’ dz
z"dz dgh O, Ij¢ MmMddemtesBdlsr CEfh " 2 €CJ >
YT dzyr 2HT .

rn2jd v hrorf Bdlsr toj ¢ d fiplg thedzj tc HIZJ Wiz
tcj edMmistedzj toH' W Odzr YIsOd&zoOdz Bdlslsj te' dzgj dz d
sfJjtwOydwdz W dzolsdy i’ BdZOHT :

-R1 iedmist" 12, 14 xpdgj 15 Bdbbjt
-R2 wiedmist" 9, 13 »>pdzgj 16 Bdllsjte" ;
-R3 wiedmist" 13, 16 xpdegj 18 Bdbbjt

rdsT i 4 OMOEHO E Lakijth) fpsodej

Y Olsr:flsr
-64 + 22 IOCI MMy
dzO02 R4 ;

144
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-B'"tc IsOCIs: R4(3), R4(7) ybpdaj R4(10) 1
-99 OS¢l wjedmlstcdzj o X' dzy ' Zdz B Oy Ots Iz ¢
zokzmr L.

Rz ygfi©O@zydw MmMtsdzH ©2 EOYrIls OdzOIls' d®- CE to!
yqw dzokz fro j<¢° BEd €Cj BEM dzgj dz) .
65/ 3 OddtstedIlsds 2001 yr" o Y"ter dz0 Odz
nh' dghizr dz"@ dzn © A5/ 1 ©tde dz BOME ¢ jtwPe. [ d
HT . I dzr Yyrtelz GSjL " daHybidghd ' LG tstsif lbs'tedanyjd v ¢
hdgWtr O dz' dzD O dz. sDL ' tg"' EOyrIsls®@ A5/ :
YOBSOg®RHL Hif JMmjflsjdjn’.

A5/ 0 Odettedlsdy dzgHjy h dWttdzOkz Y BYy.

4.4.3. A5 OD' dgH' N d¥tH' W CStdflsscO

GSM MlsOdzH Otgls™ dz Y " telz B LdzjOM Bigj20 ddgH j diz
hdWtedzOkzH " W Y"Olslsr Of f OtcOIs™ dz Isiifp' dzgjIs’
YO dMslsL"j 64 OmMrtlkz SjL " dzHj X' B tadlz@df Isdzdz |
Y O3ls Od3Ashifrjrdz. [ " dzHn ©2 OY §f OteOlslsr @I fMls(
dzd W dzOtcH Odz Oz DO B BdzZOH izt Odafmistt OY B j B@Y rdaj
ME2dzi M dzj GHOtC HAORWH QOL di3j Islsj tod3d dz Y t ezH O dzC
Blzlsr . ] &zOts EL BOY MOIsOter nh' dz Isj dzj
B dBBE " dgH' €' dgHJ Y'"LroOkhr dzry B' dZH' t6Gj dz.
FOYrIslsO B"L Lk d3l d3¢té "dapls jeté df dagj'ta ' lsdzhdp - E LuGTC
f stels 1NbHs" dz ABT 2 sl tcegjOdzH * (tcMe mo rveonUd um o f
Group Speci al Mobil e standar d) A5/
CtedflssctwcOWdwdzr vy Bijte' Cls" dz' ¢" dz SEdR] dgH | Is
sj Mis' dzj & dzoOszGysjteddjistatsdelzre € J d3h ¥ dz' CIs3 6 Is L
sT &zOur [ 32].

A5 MmMisOdzH OtelsT Is z tc O dzr OYf OwOIslsT w f O2H
Dtej € JIslsfijedz” dsj dz Y OlsOte bpdzMm' L H' CIsj teH' C
Y StcOOPOT dz pdzM' LHjdgH ' toj s’ dz MisOdBiOclsIsr v

-C dzlsls*w 10 Bdlt ryldwtmr L dze dzH j dzG j dz;

-cj edMmistedzj o6 OteOMr dzH O O2Y OMY Odz B ©O2 dZOd
BOMY Otz Odz B OMY O) ;

-CtodflssctcOW v dzr Y sOdzHn OEZhr DO BJ dz¢ ' dz'
OYf OttOIls ¥ Otls' y Otlsr yhr dzr or ;

-Gt dzsls' W 40% OfMlsOdy ' Laejidk) tdfQuadfisiBailds vz
nLr dgH " dzrdfO S j dzj H' Il )sSHB H4 G MR (223

-fnd Odzisr w BOM" dzn O dze dzv * € n OB Otc dzO te O3
Nltee' L' dzj H' ;

-AS5/ 2 yrdyk 10 Bdls "LTdzH" D GBO BE dzj !

pdzctstedIsdzH iy tsMr ¢ s jin " i§ isdgeta@dz@lig ¢ ' YL t@izHAZO (

14E



s' dzs Btsdzrf 64 Bdls "L T dgHT OF BOt MmJ M

GZE® 6 Bjdke' & Hif JMmifljdin’. utd
hOBk" dzHT W YT 2r dgn" Or 264 IsjVw.

zdWteHr w B tg' dgh* h 5 dzlz zOte T (tsmMm ¢ dzn j
D dzf ' BEEH G dedzS EGglsls W Isdt dgH "L dgH' OF dg ¢
dgé dzH j ) B O2 dzOder Milsr  yr 27 dzHr Yy 245 (B' toH
ddeH j eNsdz h OB ET dzf Y " MyoO tjedimistedzj toH ' ¢
BiBdzy OBDO 3 D dagj hrokz HJjtejClIlsjte' B2 dgh

dzjLGH j dze j dz.

1997 yr dz Btso OQdz | tsdzdy ¢4 I[sOdzH Ok da
tcj edMmistcdzj tcH' W OdzDOM YT ssdzls' ol dzOter dz B
BGB2T dzh © Odz" YIsOk Ispfp' &z dz "Mmr dgir . O-1 " &z
Hf . zOBER" dZH" VW GtlsO"N O yYr 27 dHror 240 [ 3

1999 Y Odrdzjtc YbDdaj | BEHBJjtGE YU22jde O"E
R4 OdzoOhyr Istsdzlsr gz dz Odzr YIsOE Cjtgj-CIls' ¢
e dzEdzH' € COHtodzOtt Oty dz@ YNLJGj Ofmr ter
217Isjvw, Mmtsde d3j dz, LOBOdOEZd SCtdi3f! slsjtoH
e dzgH OdzOH ™ .

1999 yrdzH' W yJdzlssymoOods dzHO dL teOddzt H' €
zij ¢ 1 des Cs, Odz MBHOdZ €2 " d2 OB ted & O
jB3i MM, B Oy bisttdwd v Elsj @™ ®BH® A5/ 1

4 . 5. RC4 6613113 ZRAL
4.5.1. RC4 B deQ@asif~ry " ts

RC4 OdzetstedlIsd3 1987 yrdz t. tdeogflsyjc
dzls' a3y &z €' dzlsls® € OYH{f OtcOIls OO dg G J dzj
rfnpy Otcls'Rz'v e s t Cipher 4 Btsdzh® HO, s dg’
"My OwkE"jMmjflBJ2H" [ 3,

g%t ¢ tsdzd3y Yo'yt siziz0 O dz, B' tOY 1994 xr dzu
v MmMdfoOolklsodzomnr Cypherpunks SOteOIlskzr «
1. sef Cih"Cfj2 RC4 dpdspO lsids @B@IP tc d3'a
r sdz YOylOdz ¢ te'fp CtHT Rdzls j tedzj Is
rYls'OQtedrw dzOdzD Odz hdWte hrorfmlsO hr dgO2r R
JtejClsjten" BJteH " . I"dz HjtjCIlsjte fSter dzH
Odzr dzDOdz "' DOts. rOtedw d&zOdzoOdz h dWte RC4
N2 dzj ' dHdz Isj dzj StsdegW jtoj dgydwder w € j 228" to Y
sz dgh © "RC4) T sHT dzO y"yr ylsOter BOt, Odzt
BOODHOdZORBO Y"tr dzf ogf dzHn © O2r tcdgOh r dz Or B |
I"dz Odzestedlsds Bj dzg' dz' BtsdzDOdzH ' Y IsOdz, T
B dzdzOUH e QY , RC4 Olsr RSA Codsf Odzedw Myr
stSsdH X LG 2 CJjLH] MOEZHO ®&OLEOM" drw dj &
14¢
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BsdzdzOk 1 h " da, hdgWitHT ARCFOUR dzj d3d Mmd

Odze stedIsd3dH® Y OtedwWw ZOBOODOdz fMsw Al |l eged R
RC4 CjV YBdHORZEZDO dj BtSd&ZOOdd W B OMIS!
BOODHB®AZOY YIlLjGjJ Ofmr tHrw YOOy O2r dgH '
Y ODHO2HO HO Odzestedlsdidz’ W Y BODOtr "B M
0DzISO i3 d@Bdzj SJls " h" dgHj YBdZHOdZE 1" d
Btsdzr { "fyr dg" dzOHT B' tcOY BOODHOtdzOd3O dz"' Y
(Software Publishr s Associ ati on SPA) 3 Ddaj
BjSC ' Is" dzejdz Cjdz' ' &3 BB2' dgh Odz RICACG jCis ddOR ¢
BdIsY® HJ2 ' dg §" dzls "L "M dgnr OF BOt N dWtdzOte
B' dzH tcpHIsls' 56C " dzlslsj teH ORjtedS Odzr v €t
fpr tolsT dzgH O0D" BEd& BHjt' dagj YSdEZHORZEZDO to" Y i)

4.5.2. RC4 Odkcttdlsd d W Mmdy Olsl

RC4 Cn2dzjte kOstdyOdOtLr Iiuf' d chbdzj 8
yomr (256 BO2k) OCIkdolsjdH t6' dzjr',6
WedzOk 1" dz ' kOB sORMdo R\ O SGE t

s[fol], s[1], Ss[2], ¢é, S[254],

Cdzj gj dzlslsjtc HAO§ OLsdzdzr W dozn j Sflsj s
dzj &) dzlsls' wB@OUsE(d® Bdls), td 0 Hjdz 255
Otc O fls 63 llc 5 etz dz.

4.8 Mmktjls RC4 OO wdffls Mgl wted dzyd§ ' dz €
Havuanvrnas Ili’l?L’CHI(IHO(H\'IJ

MaAmpuilsl COCINOAHUA
(monwvko odun pas)

Huuuuaauzauus Mampuis
COCHIOAHUA U KTIOYA
(nmoasko e0ur pas)

ARRgn

S[O]S, S[253 —

Kawu SISt S1235 Cmentugaite éaiim c

—> KU OM U HEePecHaHO6KA
Kfo]K[1] K[255]




Hl.’pl.’CHMIHOUI\‘(I Mampuise Hl.’pl.’C}]l(lHOGl\'(I Mampurst H(.’IJ(,’C}II(IHOUK(I Manmpuost

COCHIOAHUA 01A COCHIOAHUA 0AA COCIOAHUA ONA
SJEHEPUPOSAHUA KIOUd SJEHEPUPOSAHUA KTIOUd CEHEPUPOSAHUA KilioUd
HOHIOKA HOMOKa HOTHoKd

HL’I?C’C}II(’HOU}\‘(I IHAUEHILTL
JMARPUUBL COCHIOAHUA

HL’I?L’C}II[!HUUI\‘(I SHAUEHIHT
MAMPUHLL COCTIIOARIA

1T epecnaHO8Ka 3HAUEeH it
MAIPUHLI COCHIOAHUA

(8 own) (Soum) | k (8 6um)

| 8 oum I-.@-»l 8 oum | | 8 Gum I—D@—DI 8 dum | | 8 6um I—P@—Pl 8 oum |
7] -

M ; o By C M C
Sauingposanue Saiwungposanue Sartudposariie
(nepeuviit daiiin) (smopoii daiii) (nociedHuil oaitn)

4.8 M4 SO0 dzvr hdWieH' Y"twOmls' ok

1ttt dgh d s Bdzs¢ Isj¢ B'te tojls tster dzH-
C' dzls" dz Y"tekz 1M dz OdzdzsOMmze &k dzOfg W OB B
tor BSdzOOdz" O Yy O2l0dzOdzOH " .

RC4 Odkettdld dHj jS' SjLjw BOL. 1t
CimMjm" d& w S (SN2 &BOtedyOdzOter ) , ¢ dzls
ster dzH O dzOH ' Mtsdz" 3j dz Yy Ol Ote K[ i ] BO2Isl
BOlydzr W O&DOh yr OddiOfmls' ek tte’ deH O &ZOH T
fMmdontsCjL HBR Misty) MOHarj H -

sl?2 &GOstedyO® ypdej ¢ dzls dzOmMMmde ' dz' w

RC4 S' dzs jt' Cls' L' dzh' O BOt BO2kkOt
OkZDOhYr CH2' i BDEHEB @’ ORAKISOE" dF ¥ OdEOmk:
RC4 ddzdydOdkdLOyq»y 0k Odkestedld , Mt

Odkcstedlsd Hjf§ Ol cti@dslingzAlgorih® or KBA) 48 e y
fztejls dHj SEtMm]ls' dzcj da

14¢



I

1

1

1

1

1

1

i P T, fmod 25 e :
. |

| K@) || S :

i K |} |! S(0) X

! " S1) 1

| : K@ [ 1
| ((253) |

| ! v ||

X 1 | » S(’) o I

e e = b |

| 1

I S(253) !

" 1

4.9 mEmkd skOktedyOmr S ddediaj d @ dzailsO qgPidy
fyn dzB Ofr

I"dz Ozestedlsdz Key MOYylsOdzoOdz €' dzlsls® Y
Rz ydoOdzdL Oydw dzOk S &OMMdoe ' dz lstsdzldy-tclzH O
Mde €' dzlsf jdz Odg' YIsOzDOdz OdzdgOMIs™ ez d&zOtc O
S Bt dzH OdzD O dzHy" ' YSIS Qalz igj' degHiP @rz D Gy ®ff ©Odz S5
MELH" W BOtdz v BbdzH j t6° BtSdzOHT .

si2 &Obtedyo®Mmr o0, 1, 2, ..., 254, 255
s dzlslsjte BBOMMde K[O], K[1], K[2]tg- €,
zOk €' dzls® dzgH | dzOY IsT Ot 5d80 fipfifXelsC jB LAEMIO, tc ' BAE)
BO2IlsOte K dBOMMde' IsdzDOdzh O Y O2QIsOdzOdzOH !

dbdzH iZgdz S €12 &BOBtedyOmMr 0 Hjder255 H
o’ dzZOH T . HSHOdz €42 " dz S CjLd¢ClIs’ Lodzj d34 dal
Ldzj 3 dzlstf j dz Ster dz Okr Mist twddH " O dzH rdafgly - das lis | t
ZzOteH O tster dz Okr fMisr o Odz 1 dzj di3j dalsilsj toH ' W
40dzODr hIsOte i ybpDdsgj jJ dBDOAzHjte® OdzH'™ d3j dz O

VE®RjdH] S SHN2dzjte BOtedyOmr dz oz K
yqw dzO21Isr dzg, ffjoHBSCtSHISO Y OL'"™ dzDOdz B ODH Of

for (i=0to 255)
{
ST i]
K[i]

< =<

Key [ i mod Lengt hKey ]

14¢



}

Oty OO dgous to d Y OKFfil" e 0IsdgmOdeH j tazj dzh j H § dza j
OdzazO M B rdag lrizj dzbp k6 fo b 3B Y& oW j Wzs ‘dafzIeBlSO Hslg € iy
Y OH Ot @dzH @ 2zj 3 dzls B el ls " te@da™ Y IO d2 O dzO
Y SHdD dz' ZOfif)T Y OH OBRAY ' &P s to 8 O2 Is Is Gstes'cz’ Y
Otc O zO fiyIs B t5'dz@B O dz

U E d3j Gzh 3 dBOUs to d YBORZ lwis @dzdz @ Is & 6 & gOdn] ©Ols™ dz
f fj o H SCALH SOz O & &Z@BY Is ' dze j dz

i Y oo
for (i=0to 255)
{

Y (

j j + S[i] + K[i] ) mod 25
swap ( SIi], S[j] )

s 11 BOIs to d IO ) I D telg' dzIsAO T CdzH T
¢jdzj tOYdW Ok

s 'zl T Cdgif O dzisls jigdOde s BZO®g) dzj 6 Oy d Y dZO-dzOH T
d3d Szl 2 dBOHs tc d Y Oddg" dgj dels!isdrjted3j dilb RiDteECY § CY -
dz' O D dijisD dzH gejod | LO'daEEOfiic T @ BH © ¢z2C 102 dzj to
BOIs ted YiOde dgif sL d yd W dgose rdajprif) dzlsdsnj derlg’ W' dzls
] ls' dzsjizn OdzO I8 2 dzgk® Is tc d Y @ddzHY) S @) dzdzy SO dz
Y s dzH O dgQiHZ ST |5D Is * dRAEZOMD hHyjTte j C lsg BHO' 2u ™ ' dz
C' OB WOMO dzls 7 Usivdzldp th YR 2 Is O dzO dzOH !

O e sted b " dzsBD 'S dze Y dzj to O Yk ddEOwRd W )T dzO

s tc @HI0ME §.j Is

4.10 REY)] Okestedlsdds W EL j G

bk flsr ke CifmlsjMm' (S Sn2djte &EOEdyO
ELGjtjiH' MOkz@O W BOEOMr ) CjiMmlsjd v bt A

15C



YORSORAM ', Od | MO&ODrhr (| 02 dy BOC
CJLHJ2MBY ELGJWIs" dg dz Cj " dznj 2"

1t dgh dlsj cOydw dzr w OdzH " dzH O i 3 D
qdzd ydOdzdL Oydw dzOdzOH " , B ' te OYS EdfD'dis ‘BdzjteH 'd.1Is |
GEM®RjdH)] S[i] Cn2djtt &OedyOd W BO2
C' dzsls' € QOT dgH' G j dzj eOYdW dzO22sT dz Mg ot

Cetefmjls' dze j da:

swap (S[i], S[il )
k Y S[ (®pd26]+ S[j ]

rdtej Shg s f@Qiac’ " ¥ e dzO Lz

s dzISOD TRdp " o7 dzD © §z@R0E tc dzOHEZD O 4 10D tsy dis Iz
Nh Q)] BIOPES E di3j ¢N oy WazO Qe h d K i§ &OL
f tots ygj thdgOH '

UE d3) @B4AJIN “HAg tod C 15 g & te BpQelts y J Shete figld 16 fi) dish- dz
C 5 HYS@L ' ROz OB &z@BY s ' dz¢ | dz

RC4_Encryption ( Key)
{
o dzOOCYIR dgPs ted yOMm' dz
/'Y D i dzBI©2 & Is\O'teta Iz
for (i=0to 255)
{

}
ls' @®dz] ¢’ L' dzH j
/1€ 1 &0 s to d BEN® s s @decs@n s © tc Iz

S[i] Y K{ii]l] Y Key[ i mod Le

j Y O
for (i=0to 255)
{ .

jo Y ( j + S[i] swap(@diis[])) mod
}
IIs 112 dd3Cuds te d y OO A WDtk ‘dAdipfs@Mmis’ oIz
[ S dzsls'® € ODTM dgH'™ G jdgj eOydw dzOIz
i Y jo;Y o
whi |l ecdg®EHWNh "' dz HjtejClIlsjtc BOWK BISC
{

i Y (i + 1j )Y modj 266S[i] )
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swap ( S[i], S[i] ); k Y S[ (S[i] +
256 ]
lls' &©®2,Hdetej Clisq Wete ZO Iz
inputM
c Y Avk
output C
I3

rdtjcljmn™ di gz WO Wikt j ¢ j dzj Oy d W d
Y D digdzh d W tc dzOwizh © JAR@ RS H BAE 2 ¥ dghtinZzdBts H 2z dz'
B2 dpntthylOmd j Btsy ®Mh tzp O il OMYjre j ¢ V) toH
OdzO3" L

45d3" M@dzr Sz dzls$ joz' wj 2 €k ldsrg PstedDd tc ddzeydzH * €
BO2Isls @t dsd@dz@Asts dizt O dzaO'dgizxQ 0 H QQRdgpQAA' 'Cdz dzls Is* €
O D rlsdp s dzO9, 163, 68, 228, 89, 71, 76, 51, 165, 213, 200, 18, 6, 239,
229, 236, 63, 52, 170, 117.

4603 M@&" MO OIS ©dz® 22 tyOYy d ¢ dz@xlg ENO 1185,
202, 33, 6, 8B 5 dzfg ‘daizlaAD - A4, 188, 65, 159, 144, 167, 200, 166,
202, 243, 119, 75, 104, 161, 206, 24, 34, 216, 114,589.dzls@0 'CdzH OO '
CiLHj2MmbwLBr YV

RC4 0 dz¢ s to d Isidi tedprS jls jl G HZj dzH ' oz
ftetsyd Miglo gz Odz

RC4 B dztsif] dzjinfg . B p O tc O d3j Oz ds)s @2 @@t s wzd Is d3H § t
C dzOMMrOodk@aH j Inks§, B ' tBOYIHY @D dzH Y t5 elzH Osdzda@H T
¢ dzc ts to ddsaigEH’ OiziHy * dak N sdz4 H j Y OB " dzH ORCE™ 1 € °
CnNXLMmMeE L hdgadnfd o pddgjtlzy ©2 e dAgwe E dzjsd® g €
N O dzO Wdg"Idc OHTT) © dzO,Q ¢ H'BH[Js B=4Lls J W] V). O
HTiYDdgjH | B J dz6 ' dz QtdzizjLfigd § s R digjste BAS 2 ¥ dzh O
ElSC" L' dzj H'

4.7 3" M.Gdz dzls@dzwO 3 'deey ={ 12,2,3,8} B s dzfns 122 dzj te
BOIs o d y Ofp dig' eizlsBOind) d o dzdzy dEOzid, fin's dz" 39 620 to
C 2 dgots to d y OAndzuld ®zezO M Is € & 1B iygddsiz) Is

ZJh 4l It tedH jic YCHI IR rdBiOts tc d y Ono df’ wzls Is j te
RO d ¢ dzdzy o O dzf D EEYIJVdAZCs t6 d YDdiD FOEOMIs ™ tolz
(16-H O%s OXdis MOdE e Is' dze § dz

4803 MARCA 4tcOL tcW isles’j dzj o QPBE3C MY dedeg J t6' oz6 § dz
d3D dzH ) B tAitc OL teWSHAsKE ¥ ) IsT jiofiyls j mig ' deds padzr oz d3d o
CetefMmi sk

ZJh. BLC4A 4c0OL oM HSIHG | dzj te Qo' ' " dir iy O4iA2
Miztej K edpHnij Is' dzG § dz
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RC4 lsd Gjdzi cOIstster -tcOLtDVHSTdzH O Is* L
YOd § kOfms’ @, @' 2, O, 13, 5, 8, 4, 1,

DOtOMmis' tgr iirO@HzO MEL H' W dz;ds;fr],; BlsCIsr v
dzr'f Odzr dgHr . 1 " dz 3D dzH BOMY O Yl 1 60dzkz
[CitE8 NYtSdZH OdzZM O, GdHO S$S206B' fiRge'das lf tg& j figls ks
tej €, Odz Okr Misr ez € jMisj 1 dzj d3j delsjldgjjtk. O
4 OQdzODr N IsOQH'™ W i N Ddzj ] CEdzj dBH j to" dzH j
( B3OS fid dizOId285). d3p dz

disde B dz ¥OISHOEOHD2HO BOtedzr v jMiflsjkzdzj
Ster dzH Ok YOy 4. [MrdHO2 ELGJjt" MIsjtH' O
BpdzH j &' MY @p. ST dzH Ok

4.5.3. RC4 OO"dzH' hdWteH' W CtdflstBcted

RC4 Odzctstedlds StedflsscOldwd ¥ IsOdHOL
Jdzrw " htodzH JhyoOdzH ©O2 D dzfy' L sSter dzH Ot
sOdkzH Oz DO Y B00K' Bjt' Sk’ & Slsjdz BPMYO
Q0" dzH ' hdWtcdzOkz CJL " dgH j C'" dzlsls' € s L BJ
B BS ° dz

bOr dzH' " dWttdzOtH' CttdflbtscteOWdwd v kOod
CkzOmMMyYy O BEDZ]H' :

lLsihhils" ¢ (AyYyOlkyrdz Suho hoek'd )da uvtd
HOt (BOtdz v Il B ' dz de'sfify @ z@OuZH Oz O zh O Iz )dz
BOtdzr v BHBE dz2 "jh' dBHjtc MOdg defiplg [ jydzh
HidtedSClsjte Cjw s’ ¢ d w CEdzj A3 dzj dz) . JERL
AYN22jdzjte' dz' w B Otedz Y sl todzj o' dzi Y sdzH O dzlz
Y"'"t€E L dzH] YRGBy O dz@tL 2 bpHT Misjte’ @BPd MO
B d&z st jw Isd' ®BH' j&Bifl BsdZOOdH' O d&zO

24lsOldMmisdCOdz v. [$° BOD!M dgy' § zOffmy O

-h dW edzOEh r G OBRBOdz W MisOlsdMmisd ¢ Odz
CodflsscteOW dw dz y sOdzH O DH' ' M'O:dz0 &hteyd'ff Is 1
s"LBjG " d2 Ljtelslsj gy BOD' IslsOdzoOdz ( Cted
CJjdzj My Bdlsr dz bptelsll tedz fMisOlsdMmisd ¢ Odz" Y
SOWUHOERZHT WY T YIsdd3OdzH" DT dzOdz > sD Ot O-YIsd o3
HT )

-s"LBjSl" W Yr2r dgHr OF dz Ctedf IsfisctcOW d
CodflsscteO¥Wdwdzr v IsOdzH Ok cOBBODEO-"Y MO
st dz LSDfr]'dzdsjdz " LBJSIs' Gjdgj cOydw dzOkz Ispf

(¢ DpH MIsy Mrorylr yr2rdasry Umd@udﬂr

3.(1)de)dzq’lsq’<;Odzr DH' Misj t6. 1"z h OB k" dz
lsOdZHOIzhrtstDG)stsd’QJ-idzJU fnq’t;(Oles(Dd3OfrJr Oh§¥ 3 D C
site BJ dzeg ' dz' HiGjdz BT >|Od3d34dz. Ot OMml



OdzH Okh r dzr Wi WOWMOWDstzdds' Odz ylsOk (o]
OdzDOh Y ' gD dzH j ' dz) .

1 Oyr dzOkz MmOy lsOte’ Y bpdzaj IsOf M toc

1.0 " dzH™ N dWteH"™ PWOBzRO? Id30®dzdz O B Otc?

2. 2 dz" &3O dz' LT dgHT OF BOts Hjtd SIsj te 0
n2r1r iZH OfMis?ter dzZOH T

3.00dzHN@dzH Ote fMjoHBCJLHj2MSY HJH OIlsOdx

4.1 j dzg ' dz }] su Olsowr L. stedf stscetcOW W
sl YOdzHO2 YOMdJIslsj te" Btsdzk Cjtej & ?

590 Odylsdzo ©Odz 1 s &4 Dte Yy O2fmr Mmr nh' dz da
Ciagh " dz' CIsjte" dz Ypdaj Otelsr yhr dzm yYlsOter dz Ols

6. MjoHBCjJLHj2MY MOdHOKGH' Odzkz O dz ¢
zr twjedimlstcdzi e YOdzO2 YtsdzHOdE &I 3" dz? [
sufm" dH' t6" W' L.

7.siLH DMty TMijoHBCjLH]2MBY MOdzH Ot ¢
Y OdzilD@2 tedzOh 7 dzr Y IsOte B Ote?

8.0D" dzgH" hdWttdzOE CjL "  dzH] G OBBOd Odk
GJdzj cOstster dz YsdzHOdZE DO B dZO 3P ?

9.9 0dzHRd f ssctcOW dwW dzr v BOY MOy jdoOrr dz ¢
ststcdzOtc" dz B sdz@ @z D O

10.ctelslfc@fc O3 Istedzj &6 1M " dz O, b ybpdai c (
fMprorylr Ctdeetolzt dalslsr 1 sdy B 't dgh' dz M
fjtedsH dz Odz' Y IsOwW" L :

0) O 5, b = 7, ¢ = 17;
B) O 6, b = 3 ypdgj M = 23.

11.s j dzj ' Odzo Oh y r B oSO j t& jiInh 'cdz’ k B Ots
DH' ME MBdefdc Oydw dzOdzOIs™ dz tsdz MOdzZzH Ote s’ LB J G

Qa=3,b=1,k0=0,6; k1 =0,3; k2 =0,5;

B)a=4, b=2,k0=0,9; k1 =0,3; k2 =0,5; k3 =0,9.

1247 L7 Kiesdze 6 z ¢ faiizls tCOEsdsjtes O afj dk0OKdz k2, k3
d3p dzikD 81, k1 =8,k2=10,k3=8 j.Ws u p, by D dzff Otc Odzj Istcdzj to
Odz" ¥ s.OwWTr L

13.}) s BBSD H 'Bftp2 ' dgllQ MJ f Jsd Jp =19, g =237 =3;
B)p=23,q=315=3.

141 s uBBSDH 'Bfifs2 " diP®dlsL r dzhnB OEMj o HESC JLHJ 2
J ¢TI Asjifg] § Jsqd:Jop =19, q=235=3;B) p=23,q=317=3.
SsdJLHjJ2MsY Bdllsjte tjls' dznj MOdedzr w Jj ¢ dz
O dzlz .

1510 s BBS ¢jdzgj sOydw azOz bpoH' M B2 dzh C
Jejte: ©) p = 19, g 81237 ~ 8.3; B) p :
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16.0 0" dzH' Odctstedlsd RC4 11h' dz jcjte fMjoOd
Bpdzi jt6' BO 7 BO2l BGANO, ' disk' ¢ QD'
176 Jf O lsOBOd ¥ ftdddsdnh xd& IFXR CHE 6
I jte' &z¢jdz LFSR YOiROf,] 5O&MY BP &z § 50Ol
181 jto' &z jdz LFSR Md§OllsOkOd ¥ { tsdzd datsds'

DyuryuAa o6pamuol ceasu

A r Yy

AN

I j e dze j dz LFSR Y OdzH O2 BOS f)d B3C
YOd flsOMPr t6r dzOH T

197 c¢jte s'LBjSk'w O&oOhyr d&pdd (j:-110)
dzj b @EEPYsT dz 20 BdlCj C' dzlsks' € OO dzgn' Odz

DyHKNUA 0OpamHoll CéA3NU
4
Beixod
b, [» b, 1> b, {6, 5, P

200LFSR ®BOSMddBOdzHT i BRdWHOL W HdzH 'O rdzy ' o
cdMmlste LFSR yYOdz" O WL t"H BOK?

21.A5/ 1 OQOODT dgH'" Odzestedlsds nh' dz bpte fmror
4 dz € I LB S ldcdqus HABZ@E fiipdOBO dzH 'L . f

22 A5/ 1 OOT" dzH' Odzetstedlsdy h " dz WEdeS ydqw
f (1, o, 0) ; B) f(x, Yy, z) = f (0, 1,
) . ctc Y OODHO2 nNh*dz yoOodshO yrdyk toj ¢
Etefmjls'" W' L.

el |

15¢€



307 1 Jsu3

retrsug RA{ r
¢ 1DATHAI ENGRIPTION
D

t
gR{ [ UL RC] 3
S

U —
T

SIDESrrtrsuvrtrw ZzrAtfOUv ¢of L JtRUJ W DUt

 dted Slsjten’ h ¥ cha@bncryptoasdandars IDES) ¢ - M
BRI stedwdzr 'y €' dzlslsjte' Isi @tc uis@EM Otclsis@tc ¥ D
Zse dw dzOte R dzfls d Is z BNatidpal dastityte of ¥ Staodérds and
Technologyi NIST) [4, 29, 43].

1973 NISTHzhd di3d3d stedw dzr vy € dzlslsj @&  vsd@dtey " d
)1”24 ||fr]rdzrfr]rdzylltg|z ||h'dzfr]||tgodzrfr] )lomq'W(

IBM " fyr dg' 2D © dggg®ljucifer) Hj§ OlsOdzOIsr BESY sB Od
tcils' dzHj Y OESIdEpCOfdgHH .C IslltcH ] ¢y fj@®EBEBLI"T ¢
¢ Is O dzH @GéxlralinformationProcessingtandard FIPS  toj Is' dfB-j A j
dzHr t jedMmlsteHj 1975 yrdzr YOtedw dzOdzvr™ [ 4,

rOcOw dzOzH Ode SYj@Rs@w 1SMEfIs ¢ ©ODO " hr-tgOH T
dZhT¢" dzsls' w YrfmyO "L " dzHr Or (i€ 820 BdlS
hdgWteHr bDdzfip' LHjdeH ' tolzT SRUGHSE d WO BDES B " dz jintg
Yrhter dzr s g2 w' te y OMr ter dzDOdz Yy " ter dzkr 2O Mg
Yrhtordsgr W € j2B ' to BE dz' ¢SBdEZSSC IS(O@®E 1) ) lsi Oz Ho'T v
Bz BN GBS dz, tsdz ~OBOtH' ¢ dzZlsfp' L 26 jte" N
ZOHT . sji2B' ' tc IBOYSBER@OLE| &0WZ ' h As- Y "o
CteOWdwdzr ¥ IsOdzH OzZH' BESdH' teRZOEZGINLN" " dz Yy O2 |

1977 ' dzf dz¥ WDESK § @ jiztc Gz @' Y FIPJ4c6cflériis der jj
BOMYy O0DO hr RASDES s’ " weQYndsd Jj d&B3j M Y sMmr d3h O dzC
MisOdzH Otels HJ§ =~ OBOtdZOHT .

#lsOdzH Otels dzj 6" L ' dzgj YB2r zDOdz Odzea sted Is 3
N odzr (NBSTY OB ' dzH Gm ' DESIsd® dzH Otels IDptE  Ols T
EncryptionStandar))l 00OdzO J d3j i), dzOy Isr Is il @sHjjtc HE 5 dzt
sOteOlslz 3y jdz' dzjte' dgHj M dWtedzOlz Y pdgj Cjte' N
YO@sPpmzR) OttdzOQ[ [ h PO HO B dzH ' .
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DES ¢Y{f OtcOlslsT pwUOdgEH" ' Wis®dgsH Q S4By Olsr
Ssdz Hijtej SIsjtoH h d ¥ te dzO &z Datedzcctypsiahlgetitin fd §f O
DEA). ANSI s j toc &3 dzHQES ) 20 gzXP.te3s2 H jf Odz' Y Is Oz C

NIST V") OlslsCES U P ssctcOW dwdzr vy y1IlXkjfm H
ZzOk OdzeckER)] Isuds @ k®H ' Odz fls O dz@D teylsAstEXrdz" BY 15
n2rOESh dW ter dzO ' dzBEAdE] ORBMEQt,J OlszteOMr dz Y !
29, 43].

I"dz Odzestedlsds " tedZ® X' dzH Odz OfflsOB EZO°
NDdzgg BOtedzr vV Is" dzj "' dzjtecj YtsdzyJ ldd ‘dgH " t
dsdzH " YIsOdz tsdzf bpfMCjte’ YtsdzH OdzgkzH Odz 8- WWBOT
SscteO¥dw B dzH O BOWr LHT YOHOA tjls’ dzH .

DEStsdz’" > OtedwW dzOkzH Odz B OMIsOf j Wldkdjwedz yyis dzr
C' dzZIslsj te° BOtte BdzsClIsr O dze ste d Is ST ORHO . |
MisOdzH OtclsilsT FIPSHEIZH ' sdz B sdzOM OY Y tsfMr dzh O dzO
DES( 1h tjls yDESE@®@dz) Ofztsdzn Odzlzr " M dzn " .

DESOdzc stedIsd3' dz Yy " tcOMmliIsr tclzh ' dzOter dzO y 27 d

-Odze stedIlsd3 YO ' LH' €ls" W 3tsDOt’ HJ WG,

-Odze steflsd3 Istsdzr v Odz' YIsOdzoOdz ypdaj Isiifg’ «

-OdzestedIsdzdz’ w YOk M LH" ¢ C' dzZlsCj dzj g
ELYW®ROY IsOZODO IspkjdH' BBAEZEIOE Cjtj ¢;

-Odze stedIlsd3 BOtdz ¥ f O2HOEZOdzE" ' d&zOtcD O Y 51

-Odze stedIsd3H " H OB ZAEO OY 6HOf IsOydw jN-0MOk
e ¢ ;

-Odze stedIsd3H " L dzj SlstesdzH T OMY Of sl e’ dzH §
Bsdzk € jtej € ;

-Odze stodlsd3 Y sdzHOdZZHO Isd" d3BH' BBdZE € j toj !

-Odzestedlsd3 Isj SMjtelz B BS " dgH ' Clsjtc’ dz B tol

-Odze stedlsds + S MY stelsj Wjhe .dz " Yy MOlsOdzE ¢

DES Odkcettedlsgds W dzj ¢  LE' Otslsr yhr dzr ylsO

-"erZH64'Jr(5 Bdls €' dzls "L T dgHr OF ) Ddg
si¢ B't6 €' dzls YtsdzH Odgr dzOH T

-nOBOWGH" B'tc BODHOLEZOBO fOCjls' d3gjdz h d
MlsOdzH Otels™ dz@ Mpb2¢C i Cjdzjls'dzBdz@ O PO j I€Ig ji
Y ts dzH OsdizdaGH '

-0Odze sted s dzdz’ W YOteOf O2" dgGH " dz' OF EWHJ zH
Y Od3ls O gg@fy 'HL

-Odze stedlsdgdz W N jilsC " dz' €Is' yts0Otr BJjt" €I

ddzH" d@3j dz DES MilsOdzH Otcls” dzj 6 “ L " dzHj X Ols
BOY MOIIsOter nh* dz y"te] tdaD Odgll 3 b d2i I8 1If t& ydEh
Ofr tor dzD Odz. Af s ydwjto yna2jfm: Ok Mmist tck
Y"tcORBHOMEZ Bkw @ j dz6 j dz 3 D dzj sz Okzr mis' te
BizsCIlsOter dz W CjLjiSlsjmMCjdz Is' LBjSIsjdz Is"te
OzdzOMisr ez B AZSSC IsOte’ dz ¢ B @) Yolkiste CYIsS ddm O1dAH8 . B ©
15¢



N2 fy hdWtedzOkHT W C'hCjdalsO2 N dzH O3
BOODHOdZOBOA ¥ ylHLjG6j OmMrtwkz xbpDdgj T96970
tez) Nh* dz spy " tedBjdz' € UL jcej Ofrtwkz uh"

5.2. DES rrtrsuvrtrw zrRAtfJov of L tR
Tt R vt w

5.1 fbkwjls' dHj CE ©fpjjles jdiclsijdming 2 , h dOVELSHC
Citt' hqWttdzOkH' W BdsClsT Mmddsdsj stedwdzr vy o

BxooHbte daHHvIE Pacuigposannsre

64 durna darHble 64 Ouira
W
= DES . DES 3
S R Knwou _ N 2
S npamou oopamruiil 13
S 64 6 T
= aneopumm ouma anzopumm z
R 3
= N

Sawupposarisie Santupposariisie

oarHHbIe 64 duma oarHble 64 ouma

5.1 fAey bmlsOdzn Otels™ dz Y tscdzH Ocgz oBj dz H j toj §
Citt' hdWdok

zdWtcdzOk ¥ OO0 dzHBQf Is ID'ESS @dD Oh vy r Hjtej ¢
OB'" dzH 9P Hzj -B Blgls’ € hdWtecdzOdzDOdz Hjtej St
Jte"h W tedzOE Y OBrF diisID CDE'SHW &8d&z0dzDOdz H | t6
OB" dzH PR dej-B pldls' € OdzoOh yr Hjtj Slsjtc B dzt
OYIsSOHO h dWtcdzOkz D dig BSBjfs'BAEY t€dz@ts 1y Nts dzH
DES Odzée sted s ds OzdzOMIsT tokz 3 D dz§ Ok
Y sdzH OdRE@% 648 dIsls* € HJtoj § Is jote] IsHsdztE € ISCO takzlatz  C6E4
hdWtedzO2H" . s' dzIslsj dBodegH' BBSdZ''f 56 Bdls |
YOdzme@[ds Is j to* dzOW dzy '8fOly r dzOkz nh " dz Y tsdzH Odz «
Cite'" hdWtcdzOk s jtcOydwmr hMdWtcdzOkz f-jtcOy
HT , 3ybpdgi "N dWtedzOk fJjttOydw zOte™ dz W2 Is 0O
HOd&ZOHT .

Y
S
Y
A

5.3. DES rrtrsvrtrw zratfov of 1 JtRrRUS W

DES Odcttedls diPkdz(ftcshydiigg’ d2 v x Odzf ¥ dzO
fiztjls' dzvj CEMmls' dcj da
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BxooHsie oanmsie

64 ouma
[

Havansraa

nepecmanosxa Karouu
- 7
Al §
Payno 1 = S
48 oum <
P sz E =
s 2 =S L .
Payno 2 [ 48 oum | & 3 G4-dumossiit
! 53
g s <
K 3
16
Payrno 16 %
48 oum Q

Koneunan
HepecianHoéKa

Sawiugposartsle
oariHble 64 ounma

5.2 MBEESOdEsLdls' &' dzHj N dWiedOk ft
3 Odzf T ZOBO " dzB Ofr

zdWtedzOk ftetsygiffiisilsdziCy B zB8GIsT w OdzOOM yr
h W tedzOkHT™ W tdz OdzlsO 'Oz zis r tdey ® digsHe ) 5 W
ZdWtedzOEHT W ©dz Odzlsr twOEdzHT dz Y tsdzH Odzz D O
-CtedflssctcOWdwdzr vy YtODOEHTWYW CjtjCls' H
B dzd 3O dzH ™ Y Oy jIsls’ tOkzdzHIsOte MOdzr dz § &°
-Of f Ot OIslisT NIlLdGy omr telz ¢ 4L " dzH J s dz
Sitedzj dzgn ' telzdzjte 1N ' dz Isltedzj dgH " t6" dzg j dz €
B3¢ dzv " € B Jtod H

-BJjte' dz6j dz tcOkdzHIsOte MOdyr Misdz d3zj dz Yy Ols O
J€" 3OYlsOdz "OBE" dzZ ¥OMOEZHT Od&ZOMISOISE 11h"
c totc Oz dzH D tels Il tgdz' (tsdz Odzs'd)s Is ‘dEjlsdpficizEizy d
Y SdzH O dzOH T

DES ¢€j2B 't YIlLJGJ Ofmr ez dzOter dzH © Oh )
Y "ter dzo' g detf Ylstedzj 6 dzgj YN GIsjlz OdzH'jdzHO O
HzteOmr dz EljH" . 1"z ftesyj HEZOd: ~n OB Ot
OdzoOh yr hQOhr gOIskzr dz EIsS" 2% Nh ' dz Y tsdzH Odz
¢ &zo Oh yr OdzzOMIsr tezHT™ Y BdzH Odzlzi N FO)D,H OR dgC
Odzlsr tOlzdzH Is ' ste’ dzH O0D O dedzOW € j 2" dz Odzr
Y ts dzH O dz(IRED)H T
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P HjtjSljte Bdlk] ey deo DBy " tHdzGOYfPHi T c
Hd Ol Od&zOH T w Dlsizdtc 2 i s@dzd Oh P i O GO Cjt
DisdzH Odzg" JOIs" BedzdzOMisr cH' ¥ DES SttdflstsctcO
Y BY. [ ¢ OdzsOMIsr ez ¢ ' dzlsfp' L yDdej OdzHT
YO0 diz@ HO B'tc BOODHOWEEZOBOM Y dzj &3j Mj O
i3Il BE * dzvt € B § toyjprdzi:  Chidel AP e 2O Nt dz. 5
ybdgj MsWwor OdzizOMIsr ezHr CEtMijlsiH" .

CteOdzzOMis-Hedzlsls " 6K4 Hjtoj CIlsjte BdzsCIlsOtr dz2 Yy
dzj B delslsjtc’ dz Bite" dzejdz jteid BBAM dgh ©
pdzj Mp26C¢if Cidzil' dz hr ojtdy) §osGde@ O%E td p
"z OdzsOMEr O bkILkE OdzBOMIs' ek zOte, s
rfnodz , Odzo Oh y r OdzzOMs’ ceG® (Fr P) MEOte!
dls¢j Okr ME@EO?2., dswO' f OkBPMB tkézZ®' ( € Pto
ror MG GBBdHPHOE 1 OMYO MELBjds, Q€ Jtc
fjr dzH O tOkdH BEBEEOMO, O&ODOMY' OddioMnls’ t
58h © B dl MWD’ OdOM)lsD teiirHdz® $'88 j o' dzj H '

S WY = X ~

17 2---8: :
v + + # * v
1P ~ \
nepecmanoeKa lﬁ

8 e 4

| vy ¥
P /_—
nepecmanoeKa %
1 1 1

5.3 MRESSOkEBOMS' tH' W OdkoOOE§r b dzj

64 dlsls' € HjtjCljt BdsEr 1IN ld RNy r
bk jtwjyjdjte' 5.1 xypdj 5.2 SjMisjdzjte' dzH.
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5.1 ¢ jflsy
bzOON Yy | P Odz&kOMir ek jtoj yJ dzj t
I dls ze i3' tedzj to'
s ' tc'|58 |50 42 34 |26 |18 |10 |02 |60 |52 44 |36 |28 [20 |12 04
z " 0r"01 |02 03 04 |05 |06 |07 |08 |09 10 (11 |12 13 |14 |15 [16
s ' tc'162 |54 146 [38 |30 22 |14 |06 |64 |56 48 140 |32 24 |16 08
z " O"17 18 19 20 21 22 23 24 |25 26 27 128 [29 |30 31 32
s tc'[57 49 41 33 |25 |17 |09 01 |59 |51 43 35 27 |19 |11 |03
zZ " 0D"i33 |34 35 36 |37 |38 [39 40 41 42 43 44 A5 46 A7 48
s " tc'|61 53 45 37 29 |21 13 05 |63 |55 47 39 31 |23 |15 |07
Z " 049 50 51 52 53 54 55 b6 |57 58 59 |60 |61 |62 63 |64
I vdz Okr st ezl I PdWBEZjWI Pjtc' Sl dz ¢ dzj
fO2HOLGEEZ tsdZ tste’ dzH Ok YOy jls 0O Hif M
hrDOtgdsohrder ||)|rd3dzrw d3||thn‘dz,‘Ix20fx]ft¢z‘ -
Ynrjcecjg OmrtwlHr yjw' dzHjlsjH'’ Hilf O2IlIsr
5.2 Cjflsj
sdte’ OwzBOhis) Blx | &)t
I dls ze i3 tedzj to'
s ' tc'40 |08 48 16 56 24 |64 |32 |39 |07 47 15 |55 23 |63 B1
z'" D01 |02 |03 04 |05 |06 |07 (08 09 |10 11 12 13 |14 |15 (16
s ' |38 |06 46 [14 54 22 |62 |30 |37 |05 45 13 |53 21 |61 29
Z'" D'[17 18 19 20 |21 |22 23 24 |25 [26 |27 28 29 |30 |31 32
s ' |36 |04 44 12 52 20 |60 |28 |35 |03 43 11 |51 [19 |59 27
Z'" D"[33 34 35 36 [37 |38 39 40 41 42 43 44 45 46 |47 48
s ' tc'|34 |02 42 10 |50 |18 58 26 33 |01 41 |09 49 [17 |57 25
Z'" D"49 50 51 52 |53 54 55 56 |57 |58 59 |60 |61 |62 |63 |64
sjMisjdjtenjc' BOtd vy Oddiadds  tetdat@&lsdpin o

Cjte' " ¥ tedzOk

dzO 2 r
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1 Otedz’ v CeEteMjls' dzejdz CjMisjdzjte MlsOdzH Ot
OketstedlsdB dz yILjEj O kDO ELGjtlbkzdy toff
Y O Is

5.1 3" fiqgdp.ls gHzH W OdzODOh y I B dzts € hror
Odz" YIsOE YOxJil jejt tsdg"w ¢ o' ' dgj €4 dzj f

0002 0000 0000 000116.

Jh 3. s "My kj& J¢° B"'tc BGIOHIE (1
dzH O DO'"leIDWﬂSiI@@Z—IO Isj ¢ jJs¢.© B5B."lc SBjfiglitzj dg@'j
r d BdIst j BO2 dzOdz misr hror misr Is (
Or mMs® 63 Bdls BdeOHf. s'"tt' Mlsj 64 BdIS
¢ BZ 56
gtsdzH T YIsO

[Z2d7; B

Z
s dz
fn (o
r Is
J ¢ BflszOHO dzj 63 BdlS

dz, ftdz Odzlsr dzr vy MOdzOMT ¥ 112 j " dzH

0000 0080 0000 000216.

5.2 & MOdz. 5.1 & MOdz dzH © O dz'"dglr @i tc O dzT
B 't B 't dzgj ddzojtelsr jCjdg dzg HDdzj dzH j 2.

Z4Jh" . Gdzr z0Odz hroOorfyp " LBJSCIS 0000
Slltcdzj dgH " toj 3" L. 1 " tedz" € Bdblsjtdsj w. 2455 wpDo
OzdzOMisr ®H ® §B566i4 Ok MO®HT -h "G . G3bDIsd Y J :

000200000000000116.
1 DIsdy jHJ CEtc' dzgils'" dzn j 2 OdzoOOMiysg " dz b dzj
OdzazOMmiIsr czH"™ W kiLEk BdsCIsOttr, kOt B ' tc |
5. 4 DES rrtrsvirtrw ZRAPEZOL sTuf ww [ ¢ wn

IV ttoARCS ¢

s' dzls ¢ jdzgj eOlststcr 56 BdIls "L'"dgH" D' BOte
C' dzlslsjteH" yY"teOHT . 1 "'teOY NhdWt €' dzs' DH
sdzr W “h" dgHj 8 Yyt " O Bdblsjtc IjCMmjtk
G j dzgj e Oy dujdithiy (s 4 fikztcjls) OdzHT dzgH O Odz' d
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Errout siendppa ¢ onnntamne
nposepral - 64 orana

Yoanenne onumoe
HPOGEPRIL

Ko menghppa - 56 omm

_____________________ -
Payno Coene | 1
> ; b | !
L2916 | Odun bum 1 I Coaue 6neeo I I Coeue aneco I |
Ocmanensee | Jea onma
U 28 6um 28 oum !
I S |
I H — ook ’% !
| CHCAMILA =1
. U 48 6um Ea I
Karoupaynoa 1 t |
| ° 51
" I Co6iL: 61e6o | I Cogie GLese | E |
V28 6um 286um = |
I <
| H - énox gﬂ |
! ~ CHCAMNA = !
| 48 6umn s |
Karoupaynoa 2 y B
I . . T |
L ] [ ] N
: . H ~ !
|
| L $ |
1 | _Coene aneso | | _Cosuz sneso | |
I 28 6um | | 28 6um 1
| 1
| 1
| 1
| 1

H — onox
CHOAINIA

48 oum |

Karoupaynda 16 T
5.4 hMiz@®EdH' Y C° dskjtoH' ¢jdaj eOyUdW &zOkHT ¢
5.4.1. zdWtH'w C' dkk' IsjChjtkk Bd

Cdzsls e S wj2lski YO dinzOdzes@t)ls T Bz sy Jsiddn
d' v kjSMjttk Bl to' Blaf lss™C HG 'Y dzItldsjOl |
slsj o' dz (08, 16, 24, 32, 40, 48,
"tcdzOZDO bpMjte jlfj2H' . s' dlsk'w CEtehj
tdzjte SOy BSd&ZOOdZ dzO® 3 OkZOY BjtejH'

usd Bjddete "' dzs-B gEOY Isf OB6dzOE B (
C' dzsls' 3" YO HO2T dzHOE nh ' dz @
iC' dzsls' O&DOhyr HO2' dzH Ok WEkdely (
olsdyjMm OdkOmls' tk BHEOYY, Ok @LOH] B § J

S
Is

q
d

¢
B
h
B

o,
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5.36¢ Ml

s' dzlsls' OdzoOOh yYyr HO2Tr dzHOEHT W G WE

U dls dze a3’ tedzj tg'

K €' to'h7 {49 |41 33 25 (17 |09 |01 |58 [50 42 34 [26 |18
z'" 0" fp 01 |02 (03 |04 |05 |06 |07 (08 |09 10 |11 |12 (13 |14
K € t'(10 |02 59 51 43 [35 [27 (19 |11 |03 |60 (52 44 |36
z" Or fp (15 (16 17 |18 |19 20 21 [22 23 24 25 26 [27 |28
K €' t6'63 b5 47 (39 |31 23 (15 |07 |62 |54 {46 (38 [30 [22
z" 0or f) 29 (30 31 |32 |33 34 [35 (36 |37 |38 (39 40 41 42

C'" tc'14 |06 |61 53 45 (37 [29 [21 13 |05 [28 20 (12 (04
z" or fn 43 44 45 46 47 48 |49 B0 51 52 53 |54 55 |56

5.3 Cifmlsy 4 ¢ BEd d&BcJ BEOM dzj H Ul
28 Bdlklsjdz Is"tcOIsr dz §j ¢ BEd d&d¢j CO b dzj
4 ¢ ywsdzr CO Is'LBJjG' dg W Bdbklsjte" yOdzO2
Bdlerh dWte €' dis" das iRz if 2" dzd49 Y pdaj Oter
(0Xo74 sz Ceddslsy®w yddz] BEIslsjtc' ) 5.3 ¢,
4¢" Ytsdzr DO I'LBJjG d& W Bdblkjte' YOdzO?2
s‘LBjg" hdW ' dzls" &z w 63, 55, 47, é
5.3 d3's ) @iz Is HO2'" dzH Ok WEkdSydwder w G
dzpIsdy jdz Odz vyIsOkz yOyjls, jejte hdWt ¢ dz

K = abab19283746¢dcd16.
tjhjddj. zdWt C' ds' dg W dgpadgH jte' dz j S o

1010 1011 1010 1011 0001 1001 0010 10002
0011 0111 0100 0110 1100 1101 1100 11012

Yy Dd& " dzlsls® HO2" dzgH Ok WEkdSydwmrdz G Y sc
s'LBjSIsjteH’ O&zOB L :

C0=1100 0011 1100 0000 0011 0011 10102 = c3c033al6;
DO = 0011 0011 1111 0000 1100 1111 10102 = 33f0Ocfal6.

5.4.2. Ci »pdg Di k'LejSkjt' d Msd 30
16



sl Odzh@igsClg 2 dz €' dzs 28 Bdllkjd j§°
DO Is'LBjClkjtH' YyOd §lOMmis' tknOdz Cj2' dz
1,2,6,16) Ci xybpdg Di k'LBjCkjtt' tjSkt
GE ' ' dzgj Ilkpkjdzn', 5.4 SCjlsjwik§ e tyfsids 0o
YqSdHT Y ' dy ' sk B jeOoydY O’ Y sdH Odr dz

5.4 Cjfylsj

Ci d Di Is'LBjClkjteH' MsdkoO yqCdmr y

{ OzdzH s Otc dze o3 tedzj t6'

1 2 3 4 |5 |6 |7 |8 |9 |10 |11 (12 (13 |14 |15 |16
1 1 |2 12 2 (2 2 |2 |11 |2 |2 |2 |2 |2 |2 1
datsdzOO Y r dzy" skHrw Bdlklsjte MOde

4 kY@ ¢ dzH * Nrdyrbksk sfjttOydw zO0ter Ci P

spkzj dzfiy" L Sfer @ &@ETZOH'C3 Is" LBje"  d2 Odzk 1"
fsLdydqwvo0O Mtsdzo® yde&dzHr yr dr IsOHT 0X+74
4 € fsLdydqwoO MsdzoO yYyd& dzH-r N odzy zZISsOHT .
nh'fime2¢jMm C15 ybpdzg D15 Is' LBJSIsjtedz-dz B
NT ISOHT .

t OkzdgHIsT vy €' dzlslsjteH' G jdzj eOydw dzOkzH'™ W M
Y Odzf r mMOde (Ci ybdgj Di s'LBjSIsjte’ dz' W
OtedzO2r Cjdzj M’ nh' dz IsOWH@ED Odzy OdgsWI® O M ks
Cj2"dz C16 >ypdzggj D16 Is"LBjSIsjte’ dg W 3D dzgH
sjVv BtSdZE 1" da

5.4 & MOdz. CO x¥pdzfi DO Is"LBjCIsjte’ dz Mts
Cj2' ' dz deolsdyjdzg jSC' dz"' tOkdgHls'y €' dzlsls
YOyjelsite CO 3ypdzagj DO dpdgHjte' Cjdzjfm' ej Isj

C0=11000011 1100 0000 0011 0011 10102 = c3c033al6;
D0 =0011 0011 1111 0000 1100 1111 10102 = 33f0cfals.

Zjh' BC dpOk dznls' ilsy Odzr f Is Offls' b B | fyls j ¢ j
1o 2 COxip d@PIs* L B jjCCK P i to ¥ iy @YyQ § daH dop Oy, § Is
CO % D dzpO Is* L B § $jlsSjtdeO Lfs WintydPOY @d § dzy © dzy ' s k2
dzp Is d 3 jOyzQidg" jL

C2 = 0000 1111 0000 0000 1100 1110 10112 = 0f00ceb16;
D2 = 1100 1111 1100 0011 0011 1110 10002 = cfc33e816.
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543.Ciyp djls' L B j BIS jot'REalzO e@dzd50Ofls r tolz
% D dgir Mz

CiypdRils' LB j MO YR S dzp™ dzy ' Is B i @tiztiaB6
B dlshtz® Ylarwl ‘Bdzts’ C s GARRDIB° L B f5 OB Hizls -
Hi |BO j BOIsY € QWO [Bdz@m (Rl j kO y o @ f) dzdz' W'

¢ dzczO fiy Isy Dtatlg) © M(H-Y & dzC )G|IDI 56 B d Is 'kidd8 B  Is T dzO
EL G jadsdi@O Iz dzHels r dplddsj jisé Yoimsdgh O dz GiiDids® L BGES Is
BOMIisy weded PBEC j Mis jWE tApdils ° dze § dz

556 j fls j

t Oz dzllsraps s By Ips WOz dzC yHiv mr

s " to' M14 17 |11 24 01 05 |03 |28 |15 |06 |21 |10 |23 |19 |12 |04
z'" 0" 01 02 03 |04 05 |06 |07 |08 |09 |10 |11 |12 |13 [14 15 |16
s ' to' M26 08 |16 |07 27 |20 |13 |02 41 |52 |31 |37 |47 |55 [30 |40
Z'" 0" 17 |18 [19 20 21 22 |23 |24 |25 |26 |27 |28 [29 |30 [31 |32
s " to' M1 45 33 48 44 49 |39 |56 |34 |53 |46 |42 |50 [36 |29 |32
Z'" 0" N33 34 3536 37 38 [39 40 41 |42 |43 |44 |45 |46 |47 |48

RIsjteOydwdz" ¥ Dt YOHOMR dzHO Odz YIsOdzOIsr
CiDi 568 dlsls* ¢ Is' LBjG' dzj dz dzOyls' BdlslsjtoH"
dzp Is d 3 JOffY.© MEL B daizls eOkzdzH IsT y €

ki = H(Ci||Di), (5.1)
B"dz 34dtHj H 48 Bdlsls' ¢ "L dzHrCOT B O
ydw, 5.5 C¢jMmlsjdsjdz Odg" vy sOdzOHr . H WEkdy

PG2 Hif OlOd&zOIr dz OdZBOoMIsr ez BBSAEZOHT [ 12,

5.5 CifgsjiMm' daj dz €' dzlslds" w Bl icH BZ W @&M' B BC
HT, J€17hdZh "B dls, C-htzZsBgW' kCi A FDi dsdls'B,j G
48h ' BQPBi32h * BT .

H WEedSydwmrdrw ¢t dzijy 56 Bdl "L ' &
sdzf fSter dzH Oz dzbIsdy § " dgH 048 sz datsdziy’ .
H WikdSydwfr Cedic’ &3 dz OdzdzOMmisr czHO 9,
CifmMbjde YOLOWr L) dzE B tedzjte' BOt Mje' L



5.5 & MOd ottr yOLO2 jC' dh' tOkdm' Yy
pdzj D2 ' LB j Cfsytw@yd el tas Culs ' delzls sy § ' dz
Gjte C2 ypdej D2 dBpdeHjte' Isjw

A

J
C2 = 0f00ceb16; D2 = cfc33e816.

Zjh'd. C2 ypdgj D2 k' LBjCljte' dz B' t6' C1s

C2||D2 = 0f00ceb16||cfc33e816 = 0f00cebcfc33e816.

5.6 & MOdz [(§' d'' t©Okzd&Bky y Ozl v
©OkdHlsT ¥ C' dzslsjten' MBWO' EWHjE WlkdSy
YOXxjlg cjte C' ' Mmisj C2 ypdg D2 ' LBjClsjt

C2||D2 = 0f00cebcfc33e816.
ZJh" &g C2|| D2 j¢'  dz € B@BodzHjtc' dz Y sdzH Ok

C2||D2 = 0f00cebcfc33e816 =
=0000 1111 0000 0000 1100 1110 1011

1100 1111 1100 0011 0011 1110 10002

wodaj 5.5 SCifljMm' CSeEdjc' &3jd Ok fis' ok
C' dzsls' k2 Od&zOd L

k2 = 0100 0101 0110 1000 0101 1000 0001 1010

1011 1100 1100 11102 = 4568581abccels.
5.4.4. {(SOBHsgrom ' ¢ j dzj 8OydY Ok Oc

[dH' IsjSfjte Bdlljte' BOte hdWte €' dzls* ¢
Odzetstedlsdsde’ w B  tedzihj HyjHEZEOZOKL" d Vs
CeteMmi s &3 L :

Key_Generator (key[64], RoundKeys[16, 48]. SinfTable[16])
{
permue (64, 56, key, cipherKey, ParityDropTable)
spilt (56, 28, cipherKey, leftkey, rightKey)
for (round =1 to 16)
{
shiftLeft (leftkey, ShiftTable[round])
shiftLeft (rightKey, ShiftTable[round])
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combine (28, 56, leftkey, rightkey, preRalkey)
permute (56, 48, preRoundKey, Raiteys[round],
KevCompressionTable)

}
}
shiftLeft (block[28], NumOfShifts)
{
for (i = 1 to numShifts)
{
TY block[ 1]
for(j=2to28){block[jl] Y block [j] }
block[28] Y T
}
}

1 " yizj te8hiftleftm O WO dzy 'fledas yj HEGOMEZOY ' Ish © B
dSJdzg dzj dzOL Ot OkZHOtWr Wr L .

5.5. DES rrtrsvsrtrw zRAL[ v

QdzHT d5jdz DES HjtjCljten' " &Y bE®BHEOEH T
YOt Ofist O L

[jtjCljten'w €' ' fy BdSEH 2O x OdkoOhyr
Cj2 dz OBBOM BALMBX) xDj da®f ' siitoHj B

x0 = LO || RO,

B"dz yjteHj LO mMesdz 0y (left) xbdai R
sSdzOtHL WdzH B @®©BH 2 32 Bdllsj da

DES hdWttdOk fttsyd M’ td Odls' t©OEkdzH Is(
Bdztsg T X|IPRO= BldD Odzlsr tedls Aj2Mmlsj dz fpn dze C
B2 dzh O Islitedzj dzgH ' te' dzjH' . DES Dt tOkdzH"
CeEteMmjls’ dza j@aH'].2 Y tsdzH Odz
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32 6uma 32 buma

| LtI | Rr.l |
- K,
- F(R., k;) —
35.5 é& ........ f- i
<iEg |
15§ :
=
-------- vy v ~
Lz | =& |
32 éuma 32 ouma
5.5 MmkEyg Ish ¥ tcdzOzHr w B' tc tc0O
[JjiCljtoH" hdWtedOk syl mi' & sd
GOl BOISIC Odzr v IsliteHj CEtemjlkej BBEOHT :
) Li = Ri; (5.2)
Ri=Li-1 A F(Rii1 ki), i=12,.16, '
B" dztepy § F(O) hdWtedzOkz WtdZ?dedZHdlS*Afr]” ; € kdzl

HitejGIsjteH' Bdlljtedsjdz 2 (xor) d@sSHEZAE B
zdWtcdzOkHT W dz Odzls' tcOkzdzH' dz tste’ dzH OD O

Jtej Syt BHd&zsGl jac' | POdzdzsOMiIs™ tcilOH 6.4 Isls ‘DI d >

qW¥tcdzOdzDOdz Hjtej SIsjte BdzisGET y hroOHuT

s T

y=IPi1(x16)=IPi1 (L16||R16 ). (5.3)

CteODr d3H OO -LOdpHdz] LiRizH "™ dzD ' tc Oz dzH Is O d
OdzBZOMIS" tkH' W O&DOhYy' Bhkse' dzOdz) OdzOH"
Ri Y"t©OH'™, dzO tde CHj’dzj(fiplzj digChizjdzHiptOw B8O O dzdzC
r soOte" HO CEtMjls’ dza j dzv j 2, Dtc tOkdHIsO
Y OB dzHEOtzda@H T : OteOdzOMIsr tgor h 3 D dzgj Okr M
1 dzj 3j delsls* w pte yYyO2fMr fr yO2IEY @A, Bhctalr mis
HitejSlsjteH' ¥ @tsld MOokls®D™ 3 QY IsOD " 3§ Otels' fi
fMisr tOHT . mor s jteOydwmr Y O2Ist dgH T B IS
YO2Is". dBHIOtedzr ¥ YOI d3H'r jdBi M L dzj dBj(dzlslsj te
Rii1,ki) tstcdz0dzOfMYy Odz.
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5.5.1. DES OttOdOfmlsr tcor hr dzr w F W&

DES A g 2 fr] Is J dzr v fl'] oz Bxod | 32 éuma
F WizdS ydwmr . F -
Bdlls® ¢ ¢ odzls CEd3J Jrepi;fr;:’;snu
Y OYIsOODT B (i B)Is3ptsdils | u pacuinpenia
fr]E LH' O dzlz nh' dz w 48 6um k;
W Iz dzC Yy q Y HO, 5. 6 S-6a0kn ‘;\33 fum 48 bum
CeteMmjls' dzé j dzH j 2 |
OdzBOMls" Ll H ™ W
Bdzs e rA) 2dst(H k2 dz¥
twH BS2r dN O YyYthmk .
% D daj Y " fiplxag Cus O3 Is nepecmf'mcmm:
Okzr Mis' te-E zZsW " P 2 G

Buixedwy 32 6uma

5.6 mMEYg SF Wik dS

F ledzgucf‘”dzf\u OdzdsOMmisr ez Y pdej S jwWj22lsk

R-1 €' t' i dzhj 32 BdIsh,8 Bd IS "BdxlTzO OlelgH ™ 'Y Us
BBy 221 Ri48 BdISj HJ2 dz2 CjVwWj2lkzl vyaggde. [
fr]JG‘L M SydwooO BEA dzj H' . s4BHOd C€j2° d
Cjwj2ls" dzj v . Iz Civwj2bkk’ BOtt OdzdzOMml
B2 dzh O tster dgH @z@®H M P @z CSYGEY iy Bdllsjte 1,
Mp2¢ifm 2, 3, 4 Ypdaj 5 Bdllsjte’ dzj ¢ &34 dzh ’
dqvHOdz € 6" Bl 4 dzgjc' L' dzgH] YO8zt §IsOfy
YyqdqwHO 1 Bdls' dzjdz YOdz fIsOfglsr tor dzOH T . [ G
fnd Syt Y OteOMmis' O, SdzHO Mz jtojyj d&
Y SdzH Odz" dzOH '

E
Gsdr ) dz OBOMS’ 1ol-8 s d ZOWW S Bk gze U dz
OdzOM3" L

Nt

R3 = E(Ri1). (5.4)

5.7 fMkztcjls OdzdzOMisr ez -B dytDcdzjdz" " Wiy L&) Diddzg H
hror mMsOter dz CeEteMmjlsjiH" .

s' o' i xDdzj hrorfp OtOM" dzgH OO Y Olsr dzC
OdzfylsOdzIz B BS dz BsdzlhMO HO, -ODdEOMmber bz €
Cimim dz YysdzH Odz" f Odz" YIsOk tw0O2.
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ITocaedosamenvrocmy R,

Om 32-20 6uma 32 ouma Om 1-20 ouma

5.7 WEkEB@ns tk X o-airsS | WikkEE Bl ' d IS
5.6 Cjflsj

¢ ZBOMIs’ 6z X DeafzsC | Yied b lr dzf to

St [32 0102 03 04 05 04 05 [06 07 [08 09 [08 [09 [10 [11
, + o:Ryy 010203 04 05 06 07 08 09 10 [11 12 |13 [14 15 [16
St M [12[13[12 |13 14 [15 16 [17 [16 [L7 [18 19 [20 21 [20 [21
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Cipher (plainBlock[64], Round Keys[16,48])

{

pemute (64,64, plainBlock, inBlock, IntialPermutationTable)
spilt (64, 32, inBlock, leftBlock, right Block)

for (round =1 to 16)

{

}

mixer (leftBlock, right Block, RoundKdyound])
if (round!=16) swapper(leftBlock, right Block)

combine (32, 64, leftBlock, right Block, outBlock)
pemute (64,64, outBlock, cipherBlock, FinalPermutatianT

mixer (leftBlock[48], right Block[48], RoundKey[48])
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copy (32, righBlock, T1)

function (T1, RoundKey,T2)
exclusive Or (32, leftBlock, T2,T3)
copy (32, rightBlock, T1)

}
swapper (leftBlock[32], right Block[32])

copy (32, leftBlock, T)
copy (32, rightBlock, leftBlock)
copy (32, T, rightBlock)
}
Substitute  (in  block[32], outblock[48], Substitut
Tables[8,4,16])

{
for(I=11to 8)
{
row Y 2 T inBlock[i 1T
6+6]
3 col Y 8 T inBlock[i T 6
|
T 6+3]1+2 1 inBlock [i 1
6+5]
value =SubstituteTables[i][row][col]
outBlock[i T 4+1] Y val
value Y value mod 8
outBlock[i T 4+2] Y val
value Y value mod 4
outBlock[i T 4+3] Y val
value Y value mod 8
outBlock[i T 4+44] value
}
}

}

1 te lslE ) 1626 O Iz daB tisTOf sy etk dzy "tsfgzH O dz’ (O 2 H
dz Bjsdi O Mg O dzH 8 @ HOE&:O 2 Hizd ¥ tHOWH D daj' o' dgh
OttOdkOMmsT ©B' if PROL YR Is

(S DM EDtg dZA6Yis Oz dzsls 't 1y O B & @O A6h
6 Olz dgt t8 1T O fiylsy adr g RO ' by ek dzo 'B de@te T
B' tB jd2 s Ot Off Is)ydaififide P iz to' dedl jodo d@jO2 IsT dH T
h o Wi dze By Iz to § € EdpHj s dze j dz
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64-0umos bie |  Koreunan Hawansnas | 64-0umossie

oarmste 1ePeCcHiHO 6Kl TLEPECTNAHOGKA OaHHDbLE

5.11 -HEBj S dz"* Ispf' d nh' dz Lk yc

5.6. DES rrtrspoboruzaepht ¢t 3

DES IsOd&zZHOE OdzH" dzh O h W tedzOk Y bpdzaj S 4 te
Bpdz' dz YOdZO2 ELGjtlsjls' dg' dz Isiufy' d&@ nh' dz ¢
5.15 & MOd. ¢d&oOh Y™ HitjSljten' W CjL
CjLHj2MBY €' dZs' dz sOWH O izl dz > DB te 'Sy dd
sdz Odzls" dz"' ¥ YUW2jH] Bjte' dzejdz) yYtsdzH OdzD Oz
Y Odzie ®2zOIs ™ dz dz Odz' Y502 B L :
C'te'f) HjtjSlsjte: 123456
-hgWte C" dzs: abba081926
5.16 Cjfmlsj bpte tOkzdH dz
Y mtazOr dz Hijtej SIsjten' CEtf]ls]

abc 325

37c clé6
DIsdyd ' d > bda
H



Cifmls

5. 16
5.16 o MOdr dzHO HjtjSljt Isto
gtsdz YOW-|[Ww YOY Mmjlt OzdzHlIsr y
tOR®H yogr  Li |Ri ki
1 18calBadl6  |5a78e39416 104cd072de8c16
2 5a78e39416  |4a12101616 4568581abccel6
3 4212107616 b808959116 06edadaci5b516
4 b808959116 | 236779216 da2d032b6ee316
5 2367790216 |al5a4b8716 6926297ec91316
6 albadb8716 | 2e89c6516 1948687475616
7 268f9c6516 a97c20a316 708ad2ddb3c016
8 a97c20a316 308bee9716 34182210c66d16
9 308bee9716  |10af9d3716 84bb4473dccclb
10 1027903716 6cabcb2016 02765708b5b16
11 6cabcb2016 | f3cA85(16 605560af7cab16
12 f3c485116 2225963016 c2c1696a4bi316
13 22a5963b16 | 387ccdaalt 99c31397c91f16
14 387ccdaalé  |bd2dd2ablé 251b8bc717d016
15 bd2dd2abl6  |cf26b47216 3330c509a36d16
16 CT26047216 1002021216 18105d75c66016
Siflsj 16 ©OkdzH dzolsdyjdzjte' dz CEtefyg s H'

fils' tokz
® dzo Oh y 1
flsr tzHOdz ESCjdz (16
{v xOY

(fMswor

) D dzj

RO = 18cal8ad16.

16
u 5dzD '
aB3roL

tc O Iz dzH

o

o] dten

% D dzj
OdzZOMIs™ telz H T

tcOkzdzH IsT

0 @k
MOdzH Otg) -

dMmdflsjdBicidHy) ¢
(Ohriypts Htgd2'j) $&4 tcB dIsIs”
tsdz Brdd8adidr y
Mtsdz yO0y MjSydw dzOteo O

nh:

B E dzlz

B'to' Cls' tekzHjdz €j2 " dz L1

Ster dzH Oz dzpIsd 4 " deH

cOb7a8d05f3a829c16.

B j dz¢ ' dzj {f

cOkdzH IsT W Msdz 3 OY

fllsT o' h s Odz
w

ELGjtelkzMm " L

fr dz® Ok' fMlsT COHT .

B' tcOQY

gz my Oy J

My Cydwmr dd dz Is

ElsjH",

O0dz

{7 @Ofgds 1, te R 1h 1 jd&O

Okr Mis' ok

Y"tGrdZ



5.16 & MOdz vOD0O2" dgH Oz dzn CIsjMm' dzHj Y C
h qWtedzOdzDOdz HJjtcj SIsj toH Mp2C¢jifm Cjdzjls' dz
OdzOIsT dzr dz Yy Otc OTls rCtg Gndsrj v B6.01z dzH OdzH T dzH C
Y"ter dzisaiz dzH dzpIsdy i M dz ypdaj Hited SIsjteH’
5.17 ¢jMfmls
5.17 & MOdzr dzgh © Hjtej SIsjtc IsteOMmMmd
o tsdz oW -| [ v O] -
{Okda{ 8 5E AOV 1LY HOV Ody opamiry
1 cf26b47216 bd2dd2ab16 181c5d75c66d16
2 bd2dd2ab16 387ccdaal6b 3330c5d9a36d16
3 387ccdaal6b 22a5063b16 251b8bc717d016
4 22a5063b16 ff3c485f16 99c¢31397c91f16
5 ff3c485f16 6cabcb2016 c2cle96a4bf316
6 6cabch2016 10af9d3716 6d5560af7ca516
7 10af9d3716 308bee9716 02765708b5bf16
8 308bee9716 a9fc20a316 84bb4473dcccl6
9 a9fc20a316 2e8f9c6516 34f822f0c66d16
10 2e8f9c6516 al5a4b8716 708ad2ddb3c016
11 al5a4b8716 236779c216 c1948e87475e16
12 236779c216 b808959116 69a629fec91316
13 b808959116 421210616 da2d032b6ee316
14 4a1210f616 5a78e39416 O6edadacfs5b516
15 5a78e39416 18cal8adl6 4568581abccel6
16 18cal8adl6 14a7d67816 194cd072de8c16
1t dgh dtedd: tcOkzdzH €' dzlslsj te* CJte' t
¥bpdzfj 5.17 Cifmsim’ dz MOdzr Misr ter wr L . 1 ©0
sdte' hdWjtadzOdgn jJ¢ LO ypdzgj RO dipdznjte' N dWtsd
dspdzH j 6" dzy Isj W. IMmr dzn ©2 MmMp2CjAE". Clajelz |
snLk Yybpdzaj YO2Is™ dBH T h dWtcdzOte tddgo dz tofin®Is O tg
hdWtedzOk €C€jL " " dgHj Dt twOkdzHIsr w € p@'C jtyj Ist
tcOlzdzH T BtsdzOIsr dzr dz HpDdzj dzH j 2 H" . 1 DEYJ C
zOte B't6 B " dadJ ddzojtefmilsr jCjdz dz ¢ kb dzOdzl

ZqWtcdzOdzoOdz Hjtej SIsjte: & = cOb7a8d05f 3

O ZD O yr OdksOfmls’ ek Odz $j2 doz 19bag9212
stsdz yYpdgj W Mmj ¢ ydw dzOtc 09Ch aB9e2dic2jldBdzjyeb dfjj
cf26b47216.

1 et € IsC jtedd waHRIE6 = 18cal8ad14a7d67816.



4 BY OO dzZBOMIs rsdds HizH O% 4 DOgizte © b d W teriziOtez0Wlslg o H
OdzO3" L

L16||R16 = 18cal8ad14a7d67816.

57.DESO [ | Jt RUfuw T $U

DES B dzts Slisqf W 6 @2 By Oy j B ®Md j'Isug Pty * dzH ' &' O
Edzh i ' YD OO dzH O BES L dzj d3j dlsJsI e tdaf s j o 2 dzj te
Mp2Cj M ehkjkb | d

5.7.1. DESs Ofyyir Wd# j Siso digisdzr Y bW W j Cls' '

1 dzsCiisqd W teH) @y O jb@fd j b lsOtly Wi j Cisp daf
OWw Y Is © dz@s@sdzef ryyisirwy] fls

v Ofyir il j COsdzTO MY e j € Isdgjtadpjifigfjv & dzls ‘1 diak jj dz
d BJEML ¢ teh BB O HzD B §izC lslzptelzajl ¢ j to° @dk'j Hojedzlz
@Il BEDER sMY Ofd jesAste df tyd L dzO @ O@E " wid dzj dzH § dzH *
[20, 37, 40].

517 3" MOBES IsOfmy t ¥ j € Isls jiftlal W * ez 8 dIsC j
02" tcdzOh 'rBAD@EZO OMHY o j € IsjjCE uZsWe "dis’ dzlsh d] iz
zO2 3% D dzp tetc Oz dziy IOEZ"BA[ S IOP e BOh r OWP C j dz' dz
Odzr YIsO2 3" L

1"t )d@0H O2

-Oh Ty te j :OEOHPOBO0O0000000016;

-h d Wa&e' d2B8234513987aba2316;

-h g W te dzOuiel P &2AT 8964 76€82a5(116.

[ € dgODHO2

-Oh 1wy tej :DGOPOBOO0000000116;

-h d Wa&e' d2B8234513987aba2316;

-h d ¥ te dzOdgot)jdg0ElgdBcl5a63feal3lt.

dhr D Is" gzbie' dets G isdpfS @ ' tc 'BdgNISQ YT tc ZON Bd- O
M@ @ d% tc dzOzDIO dakzieizis ©Hls @BB d S@Y " e BO" ' dB Qs Ote’
I "ezjcQldz wjtej CIBjLWaDE L ¢ j teht st zOuzP@OHL Isj toH
A4%BELC | ORUGdzj B dHdztc j H

5.18C J MilsCh' j to ' ¥z@ P HzQIHHDAR] N O dzF M is s & Iz dzhO -
Zz dzHHESLOG | to ' Cfifldgjfiig fisbj dael L ¢ § twIl My IsdighO Iz dgfH G524 tiiz
IsT dz€ dztc B ¢5 fZzOH T
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5.18C j fls §

5.17¢%" ) O dzb dzis @etafds’ 1) Pz’

I Oz dzH 1 2 B3 45 16 7 B8 9 1011121314 15]16

W dIslsj teH J
O?'tedf,ohfl 6 [20 [29 [30 (33 32 29 [32 |39 33 28 {30 (31 30 |29

usd YTy L WWJCIs' R gufjs e W W dz® dgO Oectef sk
jtcjClsjteH" W CE iejdz Bdlslsj tc@ndgj de kzls pj b jdalz
| W] 2tz s Ote’ o3 Olszr]lsrmsdiztsCxlsacmafdaﬂfdjr]mr
Lk OO fplssiisy @wdg Y@y 0 dz@Is ¥ dzdzP tc ® @
sGinhils® Istsd YIsCp ey ¥ le‘.fr]'dz.

5.7.2. DES YY"tk Stedljtedw dzOte:
DES Cefljcjdz M’ &zOzd&Oter o Bjt' dcjd

Cidzjls' dz dz Cetefyjlsls' . uvedjdHj DI
re’ d&z0 Odz

(N

SBEd&sC O’ dz Y"tek ftess dzj BOkOtE!

3 Lot s®tcH' QdeferzHCWdlyj ted?2 dzj to° Y C
BdzOIs™ dz. DES 11h' dz sOUHOd&ZzOOdz Stedlsj ted2d
Y"tor zodptcOkzdzHIsOdz € jdzif' 6jHJ2" dz OteOdzOMl
Y Od3ls O d3dsr v . [ fmr dteinded ypdaj €ji28B' 6
¥ Ddzj YB dgil ISOtcrdgehyy sy'Ofndjlslsjte’ dz2 02Isr f €.

lctoysdznr w hrorfmr 0 Ybpdgj 15 OA@az D' dzH (

2.SBdzsCIsOte Mr L ylsr j o3 MOV K @idgp © 15 toezj d
J @M.

3rejte €' " Mlsy Bt BdIIST ELGJ telsfmy, h
ELGJj.t6jH'

A GjBEBSCIT W jC' C'te'fdHy kjS I§C'
kjte) O2r kO dz ¥ BSENO, ©dHO hrorfy O
027 edBON r dzr ¥ BSdZE YOy jls. AOQ)!.G)O@&LIQJ;@Z
i BdkkjttH] O20BEB" ' d"WW Bigder jy x
hrorfr]

5 GjBA&ZBCYO JQ‘ C't'Mlsj B'te' &' jC' B
fMfswor Bdbklsj (5 Ybpdzgj 6) O2" tedkOh r dzr y BT
YOXJls1 Oy O MEL B J dz B' LHJ Cddzi m' Y ©
SxA0011bc00), B"d YjteHj b ypdzaj 1 CjlL
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6.miAxj i 0000002 Bswosr@hspcmaz(@msw

Xj) qY"flsOter BOts. 1vdz 32 €' te'fmp oyng hor
Y"®GOHTGcjtt 3BOG! OO "fenO CjL Cjdejdz O
=yiAyj, ©sd&m0O sfr d ‘"' dHj 8 y"flsOd CEF
7.0 dzlsr dzgh ' f E2dz€ sls OO0 " HBQ@I2E SOV ly jstatzfH20 dir hdzOSH *
8.5 J Cijmazg s @, jcGjtc YOz L CdgsBmHme dls

dL
1) toj Is' dzH J§ Moy s Odzin O, sdzHO BOMYO BdIls
tedg3Oh r dzr v dBdded ZOdzH "™ BtsdzOIsr dzgH ©2 EL G J |

E-B dzsC IsOtcH "B gl OtPH T Y "ok f totss dzj d&3C

SBdzsC sOtHT W Y OlOtedzOte OttOfpr dzh O ( J & (
yDdzj €4 wWdz?Bsl yf dEHRGT Y bpdzj B to Isdp'L-E3i2D dzd30
P-B dztsG ' BOts. ITndz j ¢ Bd&zs¢ B ' tej Bdlslsj te
dkr Mist olz Bd&zsGe" dz Y"tkHT W xyOdzr f te d day
02Is' dz0 O dz. vi¢ DES YBd&HOAdOIT d Y tdH OdzsB
DES sBQgSds W Y"tr dz@r d3" dzh O € jdzj ' Ctedlsj tod

1.SBdzsSIsrw pDtc BdasCigr we OMPOMS dzO » Odz0 Od
tcOkzdzH sO) .

2.1 § o' dzeBjddisz ¢ IST W B' t6HJ B' o C' ' M’ s
Y OdzOOdzB O2HT ( OdzH ™ dzDT Ok dzH ISO) .

3.ctsSBAzsC IsOdz IsSE DIE s BB SARID B OLOHH - ( € J O
s0O) .

4.SBdzs¢ Nhrorfrdrw j¢ B ledsCW O B B jcHZOF
(€jdzjMmM" tOkzdHISO) .

50 2r Misr @B dztS§ hr or fyr BHrsglsdaclw 8) to' dzh
Bdlsr dzr w B'tejlz' dzgfj BOtGOH' (Sjdzjfp' tOkdzHI

6.0 " Isr B dsjc " dzOdg BT OB diELrlstw Stswor
Bdlsr dzr w B 'tejlz' dzgf BOtGOH' (Sjdzjfp' tOkdzHI

7.0 Misr tHBWESSS) #1 0 My BEsRiET Wk tskjls O
Bdlslsjte' dz W B ' t6jlz’' dzgj BOWGOH' (Cjdzjm' twOI

8.c Ok Mis' cBHAsSWE " SNNh' dg hror msrw j¢° B (
Okzr milsr -Bizs6 " dzf W B' tg' dgh ' dzj d&34 M4 mMswor
zTor msrw BOMYO j¢° BdlIls' -8 gzizd Mdz" us Ot s ¢
Blslsjt' dzgj B OtOH' .

9.1 cjtc Okr fidsdztielz hSjor M Oz dzF)ds™ dz'zw Stkicls C

Bdllsjt' d W B'tjlk' dzj BOLMO (Skajddsdh ' dzOO |
hrorfy Okr flsy deta " o WS jstclsON O Bdls' dzaj B OWEC
Hifj S, GdH @ dr s weksteSsOh O B dlsls jre- € d
flsT EzdztSE " d7¥ W SsOh O Bdlslsjt' dj BOEO Oded



{ Oz dzh s Ote MOz

DES A j2fglsj dz dethdzf\UtsdzmizOdmﬁmfohtpolzdz
HjtjSlsjteH' W Dt BdzsET mMje' L tcOkzdzH §f j dz
HjtcjClsjtocH TWWd®h BYls™H jtoj CIsjtc BdzEr d W o
C' dzlsls* € Bq’lslsr\u WEdS ydwB7, j 20, H mdfide
Hitej 9O O yr Hytej Clwistsdzyy pdef j € HgzBigtsy W I
[MrHOde YO0y hdWtedzOkEZ 1uh ' dz Mje' L twOkdzH
mr Oz dzOtc CEeEtMmilsjH" , DES dz Odzsr Ok
HitjSlsjtoH"' B' &z " OBE" ZH Ot &ZO Bjt' Cls"
SEdRi dz JSJdzg dz € Hzcfifjlilshjen ™ h OOy r sdz Odz
Y SdzH Oz e&zOf jIsj H ' .

5.7.3. DES Ddz' L X J tedzj to

plsC§Hf Nr dzHOte "M deH] CtedflstscwOW dwdz Y
D dzff ' s Odz) Y jtedzjte® IsOB" dzH'™ . zdWte Yy "ter dzr
ydtedzjto' dz Y OtweOMmMIsr O3’ L .

bk Misr ok N'DUWEBILECHDKL' . ®HZSE EOEIs ] WS € j

GJdgH] Nh Bdzser CetMmdls' dzj ' :
1.S4BdzsG" dzgh©® hror fmlsrw uh Bdlsr rdz@Ilordglsr
spfm' dzdzj dz Odzr dzgz B BE " dz: € o' i BT W ¢
2.SiBdzsS BOMMdoe " dagi J ¢ Ottdz020' figi©@Wtad dzD C
a3l i3S da.

B3NhCE s dztSC IsOtcH O Bdlslsj teH EL g dzidslg O sl
fMfsdz hr Oor Mlsr OdkzEDO BGA&OHT' .

¢ dzD Oh yr | P pldzi Odgds@d@ls r tclzP B dzsC IsOter .
Y'"ter dzf dg di Oy " 3B OY IsOBT dzH T . 1 4GJd DES
3 D dzj fNts dzD ' 2 dADdedz @dn Isy tedzH O dzD O dz' Bjdze' Mm' L
YO tMELHY ©OOMr dzOdz JhyOdzn ©2 Y Ow0O Y OfMmd,
¢ zZdizOMIs™ oz Y D dzj-B KiWgQszH ' W ZEOMIST tkz N
BdzsCIsOter dzH O s*LBjSCIsjteH " W B' to' dgh 3 D
Y O2Is0dzOdzOH T

574DES hdWtr d w §' dslsjc¢' obdfy L
DES hqWtrdfw ¢' dzs CE dzj &

ur dzhr dzOte DES | Wi SOlzdzldc Spedednj' &8'H " (656 B dls)
ZzdWttdzOdzDOdz HjtjCIlsjte BAsSE dZO ¢y Olyr dz ¢
YOMPBB ¢ dzslsjten' IjSMjwkz Cjtjs:
lincé' dé' Sndg isy'sdzds j Bl dzls e d v derdzOy B8 dzreO d
B3 dzazd sdz ' dzlsls® Isj €Mmjtekzej BtSdzZOH ' . ST
191



Cokf' “sjten' ysdHOd §, DES hdW cYO
Nh'jd' & W yr ZHOd OMO EOYrl €} ¢ j
2rejte Bt d3q dzdzd Wfdf Is Jfes'ts Y J(YPEsO o dgO
CoRf! “Isjtn’ OMOLDO BB&OL' d BEPO, 6
Bjdz 20 MODOLKO IsjCMjttkcj BB&OHT. DES |
BODOM" B 'tedzjh j dRBdzdzdtsdz HtsdzdzOte B sdzOIlsT de
Codf! “Isjtc ™l NOENONZHEZ, Gdr W CEd) ¢ dsj dz €
HT .

s v“sjted ¢ Njd dzjtt YOSOtdkOm EWH,
& Ljtllsjkh' dzjteC bspsM3&00dz 66l nbj (o
0

AT

12 Cudgny IsOBE nh' dz ysdzH OdzgH " . srdeklslsj te
HO BEM dzH "' , N¥pdzj Dt Ctsdifs slsjte DES Htsd
BtsdzH ' . [Gjte 3500 yjdz'cej BO2dzOdz My Odz ¢

sdzZH O 42000 &@IhjHjd "GOl Y003 ¢ dzis|
rs00ter HO CEEM] s’ dz¢ j dz, 56 Bl dzh GKte
YOE' § iy QRIS de®irjL2 H "

DES hdWtrdfw pdzfp' L C" dzslsj to*

256 &I S dgH' C' dzlslsjte ' h ' dziz@f 'lsdzilsjj tiz

kjChmjttk Bdllsjte' d (5.1 CjMmlsj i @azy i Od
BOWd Y dzE dzh j oH | dz  daj 5 Qs sB ‘s dzjizs HZiedp odjj di
T f)r B tedzjHjdz k"wOlT dz2 §' dzlslsjte. [T
CEtMmjls' dzej dz

5.19 CjMls.

DES hdWtrdrw pdfp' L €' dzslsj ts"

vjCMjtek Bdllsjtc' dz ¥ D tsdzH Odz TWOdsIs lsig
OdzH " dzH ODr ¢ ' dzlslsjtc ((( 56 BdI)

0101 0101 010010116 0000 000 0000 000016

1f1f 1f1f 1f1f 1f1f16 0000 000 ffff ffff16

e0e0 e0e0 e0e0 e0e016 ffff ffff 0000 000016

fefe fefe fefe fefel6 ffff fff ffff ffff16

I mr pdzm" L €' dzslsjten" W CjL CJ dzd Jetcdzl dz
C' dzls mMdwydsd 3D dzj [ M@ dz , tcOzdzH IsT W MK
B' to' dgh ' C' dzsIs* Y"teOH' , sdz B Otedz" Y - dze dzH
B3y My M Otels™ dzO?2 dge dzH jteH jdz )Y Ddzj B todzj toH j
Iz €' dzlslsj teH GJ dzgj tOydw dzO Iz Odze tstod Is ¢

¥ Otels DO BE &k 1)) ek Isds) dP teeOskBAHsT .t 21 dzj o3
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BizsCIsr ELGjtlsf j2H', Jjcejtc tsdz BOtedz Yy dzE
dzj &3 j X Otclsr dzO2 dge dzH jto d3j dz B ' todzj toH j dz |
cdizlmS L dzlsls j toH YsdzH Odzke Y OE' fIs* ¢ dzj H J
C' dzlsf jdz " dWtcdzOf >y p'daj Codkldtj 3" PO Mis@ b dz
OdzD O y r HjtejSIlsjtc BdzsDT hr DOHT . [ CJt
OzoOhyr HjtejCIsjtc BdzSGr dz Y"tGOH'™ . da-OMmy O
9 jtemMdw BBAEZOHT :

Ek (Ek (M)) = M
5.12 fktjls' dHj SEtmjls' dzej dzH

cdzmC ‘Lzlslsy @MSjdis j €, MmiBjiB' YOthm &zOM td
hqWieHO IsOdzze jiel & J @z h W tedzOkHT W jC' ¢
k"tcO fMtsdHO2 BBENO, YOt &Of ¢' dsls' O
5.18 & MOd. rjttjSljte Bdserd jC' tjl
B' to' dzh ' dzblzi' Ly s€zh Odz CEtej &3 L . dgtsdz ¢
ElsC ' L ¢§ Jdazj dg, dzpIsd j i)' dzH HijtejClsjte Bz
Cjt' "W tdzOk Odetsdlsd YsdHOdzoOd &Y,
Ms0oOdz dzOL Ote OkzHOter Wr L .

64-0urmossle M . 64-0umogsle
oarHule . ¢ QaHHbIE
DES DES

3({1!{1{([)1)06(”1’1{(_’ p(lC‘lMH([)POG(IHM(.’

Caaowul
Ko

k DES
pacuiupposariie

64-01moente M C 64-01mogole
OaHHvle ) OAHHbIE

DES
sauposaniie

5.12 gl sdzlsy jdz j S ©jls HjtjClsjten' hdW

s ' dzls 010101010101010116.

dzoOh YT HjtojCIsjtc Bdzse": 123456788765
ZqWtcdzOdzoOdz Hjtej SIsjte Bdzsegr: 814fe9385
zdqWt €' dzls® 010101010101010116.
dzoOh YT HjtojCIsjtc Bdzse": 814fe9385891
ZqWdeOdzoOdz Hjtej SIsjte Bdzsegr : 1234567887



DES hdWtr dzr w » Otelsr dzO2 bpdzlm' L €'
r Otols™ dzG2 pdzffp'' L €' dzlslsjte Hjf OlsOdzOI' dz
"y 5.20 CjMmlsjm' dHy SCEeEtMjils' dzejdz (Isj & M,
W stedzOls) .
5.20 ¢jMmls
DES » OtedsdzffgOdzlsIs j tc*
r"fylsOoor B 't dgh* |r"flsOOr jC°" dgh’
O1fe O1fe Olfe O1fel6 fe01 fe01 fe01 fe0116
1fe0 1fe0 Oefl 0efl116 e01f e01f f10e f10el6
01e0 0lel 01f1 01116 e001 e001 f101 f10116
1ffe 1ffe Oefe oefel6 felf felf feoe feOel6
011f 011f 010e 01616 1f01 1f01 0e01 0e0116
eOfe eOfe flfe f1fel6 feeO feeO fefl fefl16
r OQtols™ dzG2 pdzfp'' L 6§ dzZlsjtc j ¢ Is Ic@alz tc ©
CJ2' dzg sdzOteHT Mic' L tjls yYO2Is0dzO2HT . d
tcOkzdzH €' dzlslsj to' B' toH jj2zj HB'"..cOY Dt Isll tedz
RHJWdg CeEteMmjlslz nh' dg B' to' dgh' X" IsOdz
CiMmMlsgmM " dgnj CeEteMmjls' dzg j dzH j 2 .
5.21 ¢jMmls
DES hdWtr dgf W Y Otclsr dzO2 pdzin' L €' dzlslsj to
[OIZdZHr"lIISODr B'to' ddr"flsOODr jC° dg"
Nh'tcddlzdzHlsr v Cltc@nlsr y ¢ dzlsls)|
1 9153e54319bd16 6eaclabce64216
2 6eaclabce64216 9153e54319bd16
3 6eaclabce64216 9153e54319bd16
4 6eaclabce64216 9153e54319bd16
5 6eaclabce64216 9153e54319bd16
6 6eaclabce64216 9153e54319bd16
7 6eaclabce64216 9153e54319bd16
8 6eaclabe64216 9153e54319bd16
9 9153e54319bd16 6eaclabce64216
10 9153e54319bd16 6eaclabce64216
11 9153e54319bd16 6eaclabce64216
12 9153e54319bd16 6eaclabce64216




13 9153e54319bd16 6eaclabce64216

14 9153e54319bd16 6eaclabce64216

15 9153e54319bd16 6eaclabce64b

16 6eaclabce64216 9153e54319bd16

5.21 Cjflsjdg sOdzH Ok CeEtMmjlsCjdzH g 2, D fc
tcOkzdzH €' dzlslsj to° BOt. [MrHOdz BOMY O, B' o
CEffls' Cls'w 16 tOkzdzH C' dzlslsjte® dzgj Hsjjw;13°
tcOkzdzH €' dzlslsj to' dzj sJ v, 3 D dzd Oter Y Otc ©2
JCjdg dz CetefmjlIsj H'

B (B, (M)=M

5.13 Mbktwjlslsj CEeEtfmils' dzgj dzn j 2 .

64-0umossre u
darmHbIe )

v

DES
sautupposarie

llapa
HOJY CAAOLIX
KTouetl

sauin@posanite

- -
64-01nosvie M
OaHHbBIC

5.13 -l &Zz02 pdm' L ¢ dsfjd HjtjClhk]
DES h W wesizkS * dzgv’ oDz’ L €' dzlslsj te

utsdy d3jdz YOlO® IS dzv' Dz’ L C ' dzsls,
fURS dzgi' Dz L €' dzls ©wOkdzHlr W sjC ISEtsls
Ok dH sOEH™ W dz Odzs' ¢' dzs' ISEtels IssfyO
6Ok dH § ' dZlaclOjts’ dzj dz s

5.19 o fOd. cmm ., % OwElsr &z02 D dfy' L
CjLuj2Mmsy SOUHOE ' yiddOdHT DI Y Odm 022
zZjh' & DES ' dzs Efls' &' 256 Ijw.
NOdkfr Mmedr 4+ 12 + 48. utdkHO2 ¢ d
" YIsd BOdzH0DE , 8V B OkOMsO®ROd OL
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DES ¢' dzsls® € Istsdzr yIsr telzh r fiyr

s  dzslsjte CEffIs' ¢ "hdgHj (256) Cg2B"' to
fndw mr dzh dz - JO1 dzj-e3j firg 4 01 Odz" dzgkz Il &BC ° dz.
ssdz yIst elzhr CtedflssctOWdwdr v IsOdzH Ok
DOMYYVIsYyr &z Snuh" hoEBlkr dz dz ste" dgh Ok nh " oz
Y Otelsr M dz ysdzhn Odzgz B d3¢ " dz, MmieBd B

MAMr = fffffffAfKrff:rffffffff1f6f,fffffo-
% D dzj
cAcr = ffffeffffffffffffi

1 OfMYO® MeELBjds, JjEjte O&DOhNY'™ HjtjClsjte
ssd YIs' 6lh ™ fr dgjdz N dW e dzOMO, " ¥ tcdzO dzD O dz
BE®ZOH' . DOMys?2 BO®d Y 256 IS  dgv' €
N Otels' Mr dz IsjSMjte’ dz dzplsdy jdz bsdr yls' 60O

5.20MOdz. s' dZsls' € Istsdzr YIsT ok kkwOd &
Cjdejdz HjtjClsjte BdsEr dz ypdaj G dzlslks' h
Ih ydsdzH OdzO ¢l 6 €' dzlsls' € Issdzr YIst telz D daj
BOl BGA&NO, GdHO OdH' dD' " d¥ cdOd®@Odz H,j
G L (5.22 Cifmkif' ).

5.22 Cjfls.

5.20 & MOdr dr¥ W deplsdy j dzj 6

s dzls Isinfdg'|s' dzlsls' € Ists
Is 123412341234123414edcbedcbedcbedch16

12345678abcdefl1216|edcha987543210ed16

ell2beldefc7a36716|1eed41e210385¢c9816

DES hdWtr dzr w CdzOfmlsjtedz ¢ C' dzls*

skOMjted ¢ ¢  dbs hdWtHrw jC' dgj &jMmj
HittjClbjte BdsGr dZOdz B' teHj2 h dWtcdzOdz0 Oz
% ODHO2 &zOteH ™ ¢ @felPudjds' deGH ' 0 dzfy ' L S 'S dzlsk®Isq oS db
fliej jCjd2 ©O22Y" dz. 1 ' ©OY BOMYO € dzOMmls ] tedzj
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5. 8. DES soplrdrfw [ rdr v

r sOOter HO CeEtemjls’ dz@ j dgH § 2, DES dzj G
nLr dzH " ®BOERO Isls Odz0 O dz. 1 dBS " dgH* Is j n dzts dzts
ftesyj MistcdzOteH™ W Bl BS " dgH " Clsj &' Y ydEDsHyY Q dz

DOk I MY O MOBISEZHT w h jh'DEHS] teB QF) Vis @t ldc2
YOWO hdWitedzOkz Odze stedlsd3’ dzAdyancedzEncryptions ' dzh
Standard (AES) hdWtedzOkE OdzetstedIlsd3’ dz Y tsdzi

(S dgh' hjh' & DES N didide dzCilY il et sclils
(COMYOHIST) YBdHOdEZ. 1'd "jh &H' Cj2B"
Npdzj OffOwOklsry Y"©OdHO®GH" ooy |

Y OteOMmilst @2 Y

3 IsOttOkzHOdz B dzg ' dz' Btsd&zo OdzH O2 , B Otcdzr Y
hrDOr MsOtcD O Custe ddD dBDAYIsi I4e ez S E f Is jd& idgfeidalz |
3 D dzj sfjtOydw dzOte ) JdzO0" 3i dz Issf B Sd&ZOH
Bj2dzj dzj EH' YEBdRZHOdE §O02HOM" L, dfftsiieyiys] 0]
fpr 20 (2" ylsry yvOmdilk') Isiw BdOIlsr d I
1" dzé Hdg, J cijlads f D BBSs dzf O, sdzH © k3 €' dzls' B
Ster dzgH O21IsT dzr dz B dzH ' teJH' (5. 14 Mkt ls' dzaj

Bce gosmodictpblre
dnokKu — 26¢

Ilepgoe omodpanceniie
(ucnoavsyemca k, )

Bcee go3moncrsie

ook — 264 (ucnoavszyemca k, )

Bmopoe omodpasiceriie
(ucnonvsyemea k, )

Bee sosmoxcHbre *‘_ ______________
daeru — 264

5.14 iw@jdy dzj bdzjte SodBfsLdydw mr

DES Issf jd&jf. [d Cjdkiff jC' (O0LOdkjkt
1.DES oIl BSth'ddy ' dzefdgjfj hrorf dze g to

10 347 380 000 000 000 000 000 Bj2dzd
lspf dzH j B tztbw SE) o Otedzr ¥ B 2dzj dzj dzj toH '
CEdzj 3 Bjdz YSdzH Ok. DES h ¥ ton "Oulzn € 'y dzl© dz
SdzHO B"dz YOyjlsls' NS jdz €' dzsls' w €' h ¢ jdg

1
I
1
1
1
1
1
1
1
: Tp(_’h‘!bc’ OMoopaxceHue
1
1
1
1
I
I
1
1
1
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2DES bt Y OmMOEkHT j BdAjrjOz dsjptdiH "de) O¢ E ff Is
O3 stecjy IspkjdzH' € d@opdz dzHy SEfls' CAs" W
Bjlste CSEBRBIC BBidz IssflsOdz Yy " tor6dze@das 1sdsids O te
HDdzj dzH jdzge j d2 [ 20, 21, 22].

(Gijte DES Ibsf Btdz&zOMO, tdiO ¢jdjf" hc
OL " YIsd d&B3OdzH T :

Ec,(E,(M)=E (M)

Ivdz HjGjde S dzls "mLrdgHT Ordg NS 2k mh
YSdzH Odgle g€ ' dz jC jdz dz B' dzH ' o H ' .

58.1. [(¢' jfmjd& DES

1t dgh spfm' dz j¢&" jMmjd DES (Dowgbl e L
&zOkz uh* dz lnrk DES htdWtHrw j¢f sd{qr
hdgWtenr w j¢ sdfr ytsdzHOdz dzOH" . cte Isdf
B"dz €' dzls "Lfdz,HfOflagiaq‘]_.s Esdzp B 2! dg) dzB (
4 & JMmjd DES Ohry HJ JQISJ'[BH' B' dzz h OB

1w dgh CEL YOtOfmMyYyO j¢' jMmjd DES ¢°
CEBJ2IjH" 256 (B'tjMmjd DES) Hj®-2112
" dezH O Q;LHJﬁjIzedz(D@dezf(ﬂzjzmthj’nyIs@in fizls giztc H °
YdHOHaz' dzhny J €' j Mj dz DES Bjt' Cl" dz' C€Is
¥ OYMOtlsOHTr , B'tOY SEfS] Jdigifm (& 2112)

5.15 Mmktejls j¢' jMmid DES "' dz HJOGKLO

5 64-01inosuvie
N >
64-gumogusie M M

OQaHHBIE OQHHbIE

e e T S, = -
! 1
I -
] ) |
= 3auiposanile g !
[ 1 S0
= ]
: $ 1 g
2 o ! 1 46, ) 1
I& 64-01n106b1¢ o I(ﬂ 64-ounosvie % .
= OaHHbBIE =
I = OdHHbIE 1 1 S
13 1 2
1= 1 % |
o v
! DES 1 DES AN
: Jautnugposdarie pacuiipposarie 1
1
L .. S n
64-0umosuie c c 64-01moguie
OaHHbIE OQAHHbIE

5.15 -PRtjkjd DES cttckOf dHO §jL
19¢



r'  Bjtekzh' OdzDOhYr
C hdWtedzOkz nh*' dz j¢
hdWtedzOdzDOdz Hjtej Cls
HjtejGClsjtc BdzsEr dz M

JtelsOh O dalli BIS jeH jdzh C'

HJte,jCls;te B dztxG' rdd® M !
hdgWte G dzls' dz k1 3o
Bdzscr dz C Y bDdaj
Odzl]’ 2O Cjdls' sk
hdWtedzOk dzj &3 My B ' t6

Y'"ter 2@ @deCIsjtc B dztsaer . r"terfm y"dir Mis- Y Od
&zOk ypdzgj Cjte' hdWtedzOk 1uh" dz B' tcH j2 BBdE
BOtG:

=B (M)  u'=E(C)

D OfMyos2H ¥ dzo r M XYbpdzgfj C (OdzDOh yr Hjte] CIs,
N BdzO2 "MISOHT Hy2' ¢ r soOter HO CEtMmj s’ d
YOMK®B2 €' dzlsls* w BOtedzr v 3l 3¢ " dzH °  ddgp2deHj to
3 D da c' nh'dz Odz d&zDOdz B Otcdz Y d3D dzH | to |
CetemMi s dze j dz Y Ols™ d&zgOMlsOter dzr w j &° h ' ' dz
BOtodzr v BN ABE" dz dzpdeH jt6' dz Y sdzH Odz" f C° <
BOtdzr vy diDdzH j toH ' NOLTf OdzOHT . frj)DtG?fQJ}fr]OtG
Mt flsOkzoOdz 4 ¢° CiMmisy Y"tGOHT . Jd&z C
X" Oy Qa 'S sdzOte 1h " dz C' 3D dz' 4 ¢ CJf
mMtejIslsj CEeEtemMils’ dzejdzH j 2) .

sJdB HjejdH] B & M=F, (C) M =D, (C)
JCids dzgj dzOL Ot Ok
jc! ¢ dzls Wk dgs o daC M | kK, M| kK
"LHjE" d EBS  LJjH": ] ]

lrejte j& B't6 - T T
Erﬁ)ﬁj]’gtsﬁl) . ¢ dZ'IS s . q k Haitmu pasusie M u zanucamo
o fl”_| % é ;Zj flt’ci . B Y g: é (%ZO coomeencreyroniue k,u k,

290fMmysRy © Y tsdzO 5. 16 -fgf{tagilsofn dgm
Odzo Oh yr HjteJ SIsjt flke hOBb' dr nh -

h W tedzOdzD Oz H j 6] C |

OzZOHT HO Dt NI A I8¢,
sOBE Nh' dz Yy tsdzH O dal

[Gdte ¢  dzZslsjte y"BT tod Is' dziffij ©, tsdis dB ' Be dig |
"l sOfYOdz"h O 2 YOHOMBH' YO2IO0dZO2HT .

( € 'dzgh Y OHOMH T B' todaj " J ) 5 dzO2 " fls Odz0 O
Odzo Oh y r HitejClsjtce x"u’lsOtGrdzO Y 5 dzH O dzD O
Hodzg dzH jdze j d2 [ 20, 21, 22]. 1"dz HJ G dg
"LHjEH" Y std dzO, YGfI’]YtS 256 G dilstls 1@ Ll
sjSMmMjtejH' (Jcejts ' dz"' YOHOBHO B 't
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YO BdZOHT ) . 1 OMYy O MmMELBJ dg B' tof Mmd dz D
CgL "deHj Mmr dzOkzdzOte CEdzj &3 256 HOdz 257H:

5.8.2. nhjfmjd DES

DES yvOk"dgfm Ouwh@tclsz nh " dz nh jfmjd DES
Jd&z hdlWtedzOk ypdaf Cjte' "dWttdzOk nh* dz DES
cudg nhjfjd DES Jj¢° dz" iy OMr Y s dzH O dz'
Nh jMDES ypdzj PdWtHrw uh ¢ dzls' BOt Nhjf

ZdWteH' W jCOte CIhdjlsijj d&' DES

j¢* BOt Nhjfmjd' DES hdWtHr v
Ddzj nh'dzh* COMCOHIOt k1 VY tsdzH
nh i MpEBIls® BHHEZ N2dzifm' GH' Y OMPRH n1h 4 Hzic z@ L
YOO dzgH O G jte' h dWtede@lzpr YoWzite' € Jed W d W te dzC
h W tcdzOkHT (
hdwmmO@OO&
(o cq e {9 nh
HO, B& 4Q
Y OB dzH. O dzD O dz

5.17 Mmktejls hdWtenrw j¢° ¢' dzls' BOt 1Ihj

itk hdW¥t) YSkHOEOH' . [f@r
nOBO®L, JjEjt k1 = k2 = k,
iMjd DES ¢cO&oOhyr HjtjSljt
i M9 d8 j tDESK YO0 Odzz EL Oy T

64-0uniosole 64-0umaosnie
M M
darrsle OaHHbIE

DES
squuposanue

DES
pactuupposaniie

DES
pacuiugposanue

DES
sarupposanue

Pacwiugpposanite

Jawupposarue

DES
sauudposanue

DES
pactuupposanue

64-0umossie 64-61mossie
OUAHHBIC OUaHHBIE

5.17 ifgfjelsir w jC' C dzs' BOL NN

ZdWiHT W nh €' dls' BOL NhjMmjd DES
20C



zdWtH' w jC' Lhik' DRO% OZOOh Yy O-Hjte]

Blzr dzf BBdkzz HBIRBS dzH' ¢° Cj2B't Yy & Od
Y sdzH OdgzyBlitedzj H' . ¢dz@tstedlsds h dWitcdzOkz x OO
NhCOMCOHr d2 Ypdgy Cjte' "dWtedzOE » OODT" dzH O
Y sdzH®daBS * dz (B) 18 Mkt

64-oumosvie M M 64-0umossie
danHbre i ) daHHbIE

DES
pacuiugposanue

DES
sauipposariie

DES
saungposanie

DES
paciuugpposaniie

Bauinugpposarue
Pacuugposanue

DES
pactuugposanue

DES
3auingposanie

64-0umossie 64-0umaosnie
OaHHbBIC OaHHBIE

5.18 -RE®jelsr w nh C' dzs' BOL Hhjf

1 tej i d DES 1u2dzjfp' &sH" € uh ' dz h dW tedzc
CJjt’" hdW tcdzQzDED} @D (encryption)i h dW te dzO Iz COMEC OHT
(decryption)i € j ' " dW tedzOE €S OMSC OHT .

ZdWteH™ ¥ " @ dsOdly ' "L T dzgHT OF B"d DH' M
+56=168 Bdls) .
1 '"tejMmMjd DED 12djfm" 3" € k1 = kdzjbdaj

Gjde ¢ dzlsCj k2 Ypdegj k3 BedzOdzOMmiIs' tclz d3j dz
¢ dzls® BOt 1hjMmjd DES CEeflsjcjdgOpissfnr o3
PGP (Pretty Good Privady¢g 3 j Is€ " dz' €Is" ¢ yOyfmr CdaW dH
OYfOwOlslsrw yOmdJls' dz' w 1SSt H | Yids| td ©E@zizD
Y ORls OGP rHL .

nh imMpES yYyOwOfO©2r d@ DES Y jls¢ " dzZaSdey- € j v
fipr 3 D daj sdz ANSI X®dzl 7,0 SOS@7 3837 3 Ils ©dzH
C' dzlslsj toH " BOMY Otk CjL " dHJ Y BdzH Odzg- d&zOH T
hr &zOte BHOdHO Mg dz2@ fgH "’ hdWtedzOk nh'" dz 0t
Y sdzH OtizZig H 6zOH T
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5. 9. DES 9évwl vw)rwjuw

DES, Ndz¢ j dz dBOwWr L’ B Ote, B, ey@k" {f fgdzish
Cef " 2Ok zOteH Odz Elsls' . DsdzH OdzZDOdz M O
YrL" OkhSdef r'YleOH " CYOlsyr dz Suhedah Oy bz dagz’ ,
mMrorylkr CtodflstsctcOWdwdz v IsOdzH Okz &zOts.

5.9.1. DES Aretj¢" Cuho hosk

ZdWteH"™ W Y  Myo €' dzls* B OQtazHD E S zpddifie LGH ' de
Ddzf' B @MEDO YOtGOfrjlsftefdzDOdz CJ a3h T dizO Balz@ tc d3
B3ddz B" L &z BI BE " dgH" ¢ dz CSEteMmMibls' . 1 0O
dzj Bjfmj JS&' hdWte ¢ dzls* BOtt Doubl e DES
hdWte €' dzls® BOicdzBr i"pl ez DBS 2168) YtdzH O
Cef j mjd dz" My OdzOter CYOIyrdz ¢uhe h OB L
CetemMlskey dNBE dzH' € BJted H'

5.9.2. DES HWWjttjdydOodir Ctkdflt

3 sOteOkH O LOBZOdOEZ Bd&sClIsrT h W tcdzOte
Codf ssctyOW §®dzH O bpH' fMisj &3 fy* Y OtcOfmisr tor
st dgj DES Bjte' ¢ jdijfm. 1" teOY DES YY"t
B'dkzejdz dzgj Xpdzgj DES tsfygr h OB Iz8 dzts Sslsi @ste Hizj
5B OZzODOdzr dzO0 Y bdzj tw©WOkdzZHIsOte MOdz dz Ote daC
[ G JjG@dzOo Oh y T HijtejSliteH' W 247 ISOWHOET dz
HjtejSlsjts' BOt B SHOMmH sdf ©d this[th dVtg @Y d v dz
Y sdzHOtlgzr iz DES B"LEZDO BBdZzOI' dzr CreE-tefyj s’
dzr 20 Y OwOQDOdHO B"dz Isd' BH' t6j & € R4 dzffj H
SOWHOERZ" d2 dzgj d&3i MJ 255 BJj d&ze' dz OdzoD Oh yr
gsdzH T Y Is Odg, DES H( WJtGJdZ'LICdeZHrY Ctedff Ists
O2lszDO BBA&OHT . IJMmroOdz YysMO ©OkdH IOt
Nh'lsdddzOf Jjls' dzjls' dz OdzoO" Y™ 2y slofel s § B o P by
1 "dzHO?2 CEBJj2E (I KRS dz | gwijfif,ls jfiig BBjdBS ¢ " D S
sj¢ 264.

DES nh* d HdWW,t
(Biham) »ybpdafj zOd3
HOEZHO YOMyt?2 OO

w
w
r

ddzyd Odzn r CtedflssdtcOW
q’tsd34dz (Shamir) dg-"ter dzt
O@kdz,;d%;t‘s@ﬁlz;ﬂiZHOtsms@wQE
v OdzH Oz Dtolsll todz' C' ' M Mde dzOdzH OteH ™ W
BOODHOtdZzOROM" dOdz Elsk O2Ar od@Oh r dzf OF dz Yt
sufm' dg ¢° B"dz 3yJBHJ xor BfjttOydwmr CEC
( Odzo Oh yr HitejSClsjHzYyY OBOIH JI? ' dets gzidzg@dr O
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MELBjd, AOMYy DA MOLdH EWHjE dHj ¥ OkO?2
HT .

[ dW¥%itddydOdHr: Ctodf sscteOW dw dz' v Is ¢
02" tedBOh r dzr OF 3 D dzj hrorfqp O2" tedgOh ¥ dzf OF
Y Olst dzOMls @ 'c dzy @ j . U OdzH OZH O i Y Olst d
S"H" tOHT : 5.19 fktejls' vy CEtMmjls’ dzé j dzH

©OkdH fdfOllsOkBOMn" .

A In A Qut AM AC
v I v I—
| S-dn0ox I Aln |_ Bepo;mmocnml |DES- payHoI AML Bepo;mmocnml
A Out Tadauua AC Taoauua
0)
519 MizdeESs HAW,jtjdydOodkH' fesW0o2d (0)
(8)
FrdWW%jtejdydOdH: ftosW O2dz B z®DIls™ W {f tolsW 6
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fmrLrvyls WEdSydwder yYysdzHOdzzZ Oty r d
&z ¢t fr] ypdzagj Nrorfgp OtOMm" dzh © " I
tefigj sjH' . stdfltE&OEE™ e pitciOdmOf
Yol BUHBE dz, yOdzfr Mie' L bptlld
dlslsj dz 31l &3S " dzH * C'te' i CtdsBddzOyd"
1t dgh ytsdz Isetels B dlsisdp@ic dgl B3¢
jH' 0016 Hjdz F16 Hj2 ' dz& s'j' fMlsj
fYlry Jj&ifg) Hjwej2'd SCEthjliH’
zOIls™ dzr dz S EtMjlsyf j2 B L, B' te@y Mr
Jjto CtedflstsectcOW dwdzr vy kOd&zHOEZ nh' dzg )
Is 1 gmqqsscmowqwmry SOdzH O HO
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sitedz My OlslsOBOLOte dz SEtmjlsjH'



0(7,8,2429 =k(22) [11(15) 0 (13) =k (42,43,45,46) [ 1(29)
L % R
(7,8,24,29) 15 |

F
* 0 I l

a)p=352/64 G)p=42/64

5.24 ifgetejlyls’ StdflscwOdwd v kO
©OkdHlsT W Cj2B' 8 Md§ OlslsOdOdO

ctel ODHO2 nNh' dz yYytSdzHOdOIsr dz B j dzé ' dzj to
Ysfr dz@lgrlsdg j toH * Odz" YIsO2HT . [ fmMOodr |, o(7
hr DO &z 7, 8, 24 b d§Y j2wo0 yefd s jdc ' Bdp' des *
Ok dzH C' dzA8 ' deHdjlsals® 282j dzg ' dzj 2H'; h(15)
Bdlsls' Bjdzg' dzj 2 H " .

VEdBJj dzgH] 5.24 O ypdaJ 5.24 B MEtejlslsj tc
Y & dzH O @IS dzOMis®ig) Is ' dza § dz:

a sed A (EpLURAY(29) Akegis)

_BB E dzF(E5) = 1(29)A k@42) A Kk(43) A k@s5) A K(4e).

I Ok itz 0O K s O dgC el diij O v Is © DOjd20E@O Iz h
t6 Oz dzHSlsE fulh)' § O'ls Is Yy Qe “dris s 11tce@t dzH SOME@ 5 ¢ 16 Iz
a1l i3S 5.28M 2 ol ists O Iz dzZRES™ O 0 H OR E tedn j 5§ sz je j1
%D dz3 6Ok zHELOW® fizte | IsC BB Is* ded JigdfH jOIs Is © 3O dz'
Y ts dzH O, @x@ts O Iz dfH jlSL@zGy gl O ISUstOdE00 dzr dzD O dz

g LT YCHEd S5 tc BWDdH @O Y f Glszo O M Y Ssjj it
h W tedzOHzD B A Y 5" df W2 B dts SYtd® f)r dfgrOoT y st y
Y Ols ' dzOfipsdz§ ' dzldslOB Iz ff B dzH PO Is ' dzCERS e j Is Is
CEtef  ln M@l dpORESH " 'tsdg 2O 5 Is ®Q BQ €k tizj &' L

t OkHZR1(7, 8, 24, 29) = LO(7, 8, 24, 28) RO(15) A k1(22).

{ Olk3Mw3(7, 8, 24, 29) = L2(7, 8,24, 29} R2(15) A k3(22).

I ©l@WD 2 RY, B2M0 2 § p ORB. L2dzR1-¢ } D dRP-dzR3C j
Ok fls' O PRGOS ' dEEDE L

L3(7, 8, 24, 29) = R1(7, 8, 24, 24} R3(15)A k3(22).
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5.25 ifgbtejlyls’ CwdflsscwO¥dwd ¥ kO
Il " tc Ok dipdstt Qs ls © GO &zO te

R1 tsdzf v 1 tOkzdzH IsOOD T 1t CodoOdzj dzlsIs
dzolsdy M’ dHj CJdjfm d O&zO® L:

L3(7, 8, 24, 29) = LO(7, 8, 24, 29} Ro(15)A

A k122) A R3(15)A K3(22).

I"dz YOIr dzOMlsOte ¢ o' i ypdgj hrorfm Bdlsl
NhMcOZzdzHIsOdz Is"tcOIs™ dz BOtedzr ¥ y12J nh' da

L3(7, 8, 24, 29YA R3(15) = LO(7, 8, 24, 297

A Roas)A k1(22) A Kk3(22).
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1 OMYyO MeELBjdz, Sjdzifp' d2@ OdzOd3r L :
C(7, 8, 15, 24, 29) = M(7, 8, 15, 24, 28) k1(22) A k3(22).
It PrTLTY MUOy: HOtzGHmdsH B DE®R) dsirfisid d

YOd&BO®BEDO BES&OHT. [Okykd (Matsui) tsi
CEtemi B [ 7,

p=05+(2n, DO(P 05)

B" ogj toH j n tcOkdzH IsOte MOde ; pi tc (
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[rMmMOdzr, 5.24 Mktejls' dzHjc¢' NIhtcOEzdgHIsT Y

P=05+(231)[(52/64i 0, 5)i 0, 5)1 Ti 06)5=20/6864

Jdz Odsr Okl B3 HAY Qs ddzv ydw dzO dzlz
Bdllsjte' dz w €j2B ' te Bdlslsjte, " dWtdzGkD Odz
iz dzH C' dzlslsjte' dg' W ¢ji?2B' t Bdlslsj to Ot OMmr
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S c(¢i28't Bdkkjk) A= M(¢j28 & B
Ak1(cj2B RéBNkBSE)e t© Bdlljt) .
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OkZDO"Yr HjtjClsjten' B' &z h OBE' d d@® Y Ot
Bk' &z DES yn"d f) ''fMlsj2ls' dgHjtecj YOk ' § Ismi
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B J
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A
6 . t Ok dzH C' dzls' dz' W

E
RT - ga2b57d029a61
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BDdgH j tcH' Odg" YIsOk: ©) S2; B) S3; 9) S4;
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ybpdzggj DO = 33fO0cjmléz. O Wds@lftc d3Dp dzH
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olsdygdilslsj dz s" Ol dz Cjdzj ' h dW¥ tcdiOdz0 Oz
QD' ZDOB OOV SlsOXZOOdz %' Bjtelz, Okljdlsd¥ds O
4.z7o0rfy B2 dz" O € jto' OwpdtFee@uzkiOFR)j 3 d &3’
I"dz tster dziH @EBtstsf lzfd®kE o y i3 dzy "y MmOfm, €J
BdzsC st hdWtedzOkz CjL " degHj OdzH'™ dzOtcisdRsC Is!
C' to' fe'dapj HB' j; I8j € ®MrHOd €42 dz TV tc dzO

A
c
dz YtsdzH Odzz  dzp
'
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Bdlslsj wor 8 dzteOydw ' tste’ dzgH OZOH T h 2t d 1O
OtedzOd3j &z OD' dzZDOB OD' SsODOdz %' B jtelz ( BB
5.4 OdzO g jhy d(@unter Mode- CTR). 1 " tizte ' dzis P if QBB

tej X d dg'Isdgy iy ® M telO Y zIOD' Rip dzH jo't§ "dafz tc O U ¢ W cfiiefp-Iz

Yyd Odzd Lo@ §dss teB ‘dzs j@ejjL2H j dBondzry jy tts'daiz O dadzdz'r dwO

B "z Y @ dzO 0 Y slsizn O dz@ai WD diz'd W tc dzO da@B oy -
toj ClBjdits G Yd&®)' z@WdzO0 " BIS oy g B teB dztsC" dzlsIs ' €
OD' dzez' W jdzDjd2 Ei3itdZ C Is' S 2] dzh f2 w2

6. Tf ot f\g3rvgwo®t3z1roturRrRfw

¢ dzj € Is tSsEH® f Iy EBB B dzts S sl W te dzQtdsdzn O dzk H T W
fls © dzv B If)ls Gs Q fiprj BHOAE O f BTN Y. j Is

3awugppoeanite Pacuugpposanue
m; m, m 9] c, ¢,
Ey(m, )} Ex(m,)] |EA (mq)l Dy (c;) |DA (cZ)I | Dy (cq)
C'I CZ

6.1 Me®kdglsSlsesdH' CtHl' ¢'kOfeé GE’ dHO

ZdWtedzOdzOIsr dz Hjtj SGIsjte M, Bjt' dze jdz "
BEd dzj H ' . gtswor mr dz yoOyjbls® dz ¢ Btd&NHO,
B'tc NdWttdzOkz ¢ dzls' dz YsdzH Ode" f Ispkj dzfp® L !

= EK (mi), (6.1)
B" dz ¥ jitdHY tcdkO@dzD Odz H j toj T [ §f t to Bzlriz OV @ w2
fr ;ihkfWte C° dzls

Sit' hqUedOk OEEEYD NS j 5OYdY dBy v o2 s
(6.1)

= DK (ci), (6.2)
B"dz X jit€Hjjo' D dW tcdzOk WEkdzS ydwfyr .
JJIB'dZGJdZ ted Yy ddgde wr dzd e’ L ¢ OfelisLr jye |
YOO O2" BH ' dz" BOY ECB ey dd3 o3 dz B' to
BO2 &zOdz" iy Odz.

21¢



1t dh' ftetsB dzj ZOH O mi = mj Bt@&@DOd ¢

HFr, wWDded C 't MMlsje' B'tGHJ2 BAEECISOt hr O
Odzr f € j dzj H'dzgH O '"fdp tB'delp 3O, MiBjB' =~ OBOMWGH
mMswr B'tHj 2 BtdzOHT , B"dz CtdflstsctcOW v

skztcOdzr €j2B' tc OY§f OteOIslsr BjtejH" .

(S  dgh' ftesBdzi BO Cj dzifMm' 3j dz B O2 dzOdz" flsr
Odzr §f IOMIOMO, d jh Gda®@2 " 'OBERY izl OBEBO
sdzf §O2HOXROdZ §f XY ' Bjte" dzjls' dz Oy OtcOlsls™ |

h " dgh ¢ dgh @ "ymOMm, B'tOY BOMYO " OBC
BO2dzOdz Mmisr

1"z ﬂtGTSBdZJd?,OdZOtGHr Cetemillkz 1" dg h d
OdzG2r y, dF v ' idg jC pdizsK ' fMpER Az @DRE  d3C

Al &zOld ¢dzdij Mt Wkdlstse, dzj 4§ dzOlso
h W tedzOdzo Oz snte’ S j dzj '
Ao ChCd yjbrtej dsed, O k yj dse

([deH' Y OB'" dzHOENMN T dgr ¢ dzdmMODO JC° YL WE
stodze’ dzO@, t00d CHzefitc’' OB Ot

Av Stsh¢d Hej dscdo,

B"dz ~OBOtGHT B' to' dgh * ~nOBOGHO jCB-dgh "’
BBy dz Odzr dzoOdzz. [ Mr oOdz YsMO, ¢dzdMODO IsE a2
hdWtedzOdzDOdz R OBOtGH' W ¢ BdzSE' dz B ' toi' dgh
Ohry S OBOtH" W& \!UZJhde’WEtGdZOdZUOdZ dz" iy ofmr . .
Odzzh r dz 1 tsBYO jJC' ML, Whkdzste st dzj s iz@ ¢z0 @
O BdzsGrdz Odzr f IsOMlsOMO.

I "dzH ©O2 h OBE"™ ZHODO Y OteMmr s"tckzDO B tsdzC
BdzsCIsOter dz w BOY'" dzOk MBBO O dzj &S His § to
DB G dzO ACtdsj CMls® dHj desdW¥dCOstcd Y

ECB tj Y dd& dzH j hdWtedzOkz CjL " dgH j n OB Ot

BsdzoOOdz " qWtcdzOdzDOdz HjtejSCIsjteH" W B't6 Bl
BdzZsC YO ISOWGO2HT 3 D dzj a2 HA " torBfif Oy to' B ''do
Cjte" " dWtedzOdzDOdz B zsCIsODO bpDMjte jlsf j2RHS
Bdls' ¥BS00dz f Y OdzZMO dzj d3j Md B' toj Iz* Y s
h W tedzOdzDOdz HjtejCSIsjtc H"terfn jdgifM ©4te" M
ter dz €28 t6 Y "ter dzf 'dglrj dz®yjsfigzn.Odz” f B j dz€

MOBOtH" W CEB' ' -BWlc'dOl ( dej d3iddn 6,4 € j L
WLt dgHr YT MOdr 128 Bdlk) BESCkOEDO d&OY s
Y My Otslse dtoDisz  y Sz OdgOH ™ . -8 d SBC B totajdatalds
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Y sdzH O RIOWZOY jIsji H" . 1" dz f teAS B dryj jdgidgr Is j Nej e
Bjte' dzéjdz "L dgH" YYO HJj2 dg stsdzr YIs™ telz.

4 tsWOT B dzts € €j28B ' to s"tcOYIsrT Il dze ' o3d d
Stsdz YIs' tor dzOH " : dzE dzH j te 3] da, B' todzj tod3j dz,
sdte' hdWtedzOEZHOdz €j2 " dz Istsdzr YIsr tDOdz HJ toj
BdizsC HswOr BO2Isr dzO BO2IslsOte (Bdlklsjt) MC
"L deHTED4 Bdls BtSdZMr d 3ybpdy MwoOr BdsE I
1 dzsCIlsr 64 BdIsCj HJ2Q2 dz btsdzr YIsr sk 1M ' dz
BO2IslIsr ssdzr YIst tolz YOXJ s (3" MOdz , dzE ¢
stsdzr YIsr g™ W "L T dgHY .0 s DL dCsIdzOEZH Odz €
B&zsCIsrw Mswor BO2IT dz Odzr §f Istsdzr yIsr gz ©
Ci? "  dz Cite' hdWtcdzOdzDOdz Hjtej SIsjteH' W MBWD!
I"dz pH'fp H "t yr"dir i " Misjlk s ,dz tsdatew
"L r dzHisDIsOf B dsCIsOte MOdz dzOdz Is" tcQlIsT dz B
Stsdz YIstr skH"™ dz Is"tcOIsT &z B ' t6 Istsdzr vy B dztsCIsT
Ndls' BO2Is Stsdzr yIstr skHOdz IS" tGOHT 3 D dzj
"L dzHE AEZOH T .

6.2. AzRA[LJO12I0y rrtrsvBtrwdfrphpud
Jtaroev trrrfw

ECB tr34>|cfd3 dz YsdzHOdzz S jL " dzHj BB dzOIs' dz
) tsdzf dgr W B' to h W tcdzOdzDOdz Hjtej ClIsite B
Hitej Slsjten' W hdWtcdzOdzDOdz B dztsC IsOte™ df'-w D te
COIBGH Y shizHO. J dzR 1 g Ofig® ligr 'dW to §z® dzly @d
HjtejSClsjtoH' W BdsClOtl’ dz yOdzOOk e dzj dgj fyj ¢

Sawuugpposanue Pacruugpposariue
m; m, m ¢

|E[((') !|EA(') I I

¢ c, <, m;

6.2 fiacgWsttzOdzOOdz HjtjSlsjH' W BdsClsO
tdydd3' d w y"ter dz' o3

Indr wiydiH] hqWEdOk bt PO@) ¥ B
fMjtedwmr dzO BE dz' dzj H '
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My, My My My

BUhdz Y jBA Y GEOE nh' d Od&zoOhyr HjtjCls,
(stsdr YIsr ekdkjdz B' twej) .

QdzHT™ D' i dBHJ G Hj2, O&DOMNYT HjtkjSls
iMid Bodk N1h' d Mswol ssdEskly QfilsdESd dg.ls ™ © |
ZqWtdzOk Cjdzjf' EtedzjSbjteey MD2CjM fstor

cl=EKmIA V), ci=EKmifci1) , i =2 (6.3)
It gt BdsCl N Y tdkORDO OdoOhiyr h G
Jded yd OczdL Oyd s’ PUls st Bde y O W s Ok ¥ bz dg
YOlyYyrLEzoO BEd&ZOHT . ZdWtedzOEZD O |V h Od@ROd
B E

&z Clsjte’ NdWttdzOdzZDOdz CjLH] Dtlslitedz BB
IV hodoOfmpr Cjte' h W tcdzOEHO HO Y sdzH Odg' dzC
Etefj s’ dzj H' :

ml=DK(cLA IV, mi=DK(ci)Aciil, i =2, (6.4)

ZdqWtedzOdz0Odz H Jj toj BlgjistisH ‘Cw Bfgsveor yerd dw ¢
&3bdz |V 3ypbdagj "LT dgHT" YYO Ispkjdh'L Od&DONY
ydwmr BBd&OIT df O2yr dz I8tz & dith dordz@zelz® © @ds
sd¥deoOoydw &zOz CtsH' (message authenticat

MAC y"fdw €' dzIs® K 3Ybpdzgj OdzoOhyr dpdz |
Cite' P dWtcdzODOdzdzOW C 2" dz BWO? sj SMmdte' d
S’ dzgH O0DOdz f tetsyJ H ZtdsQ dz'4 EYISQ2dis CECHAE YYADB ' dzH
Hitf YOB'™ dzH @XIs™ dz MA'C  OdzDOdz ~ OB OLDO VY
hr dz@2r S OBOtHOdz BEd f Odzf ELGjtels' dzc j «
nh' dzgj dzj sOydvw »0O0MOY OZBO2HT .

ljte' dzcjdz tojyddidz’ ¥ Otelsr yhr dztc® ! WO 5 dedey
dzlz © dzO d3||d3§‘dzH'C Bjtodzi2H" . (6.4) WMp2¢Cj:
1 ybpdzaj ci wWkdC ydqvw fyr BtSd&zZOHT . gBsdzH T Y IsOc
Hjtej Slsj-bH xu»dzgnl mi 4 ¢ B&zSG" dz Y B500dzlskzD
Hitej SlIsjteH' W B' t6' dgh' dzglrsc j € Isdeeizr OB dgfs Gzls @
ELGJj,ejdz Bdls ELGjtecjdz Bdlsls'™ W dze d3' t6' daj

6.2 MmMetjls' dHj Cetemjils' dzejdzHj2 HJte]jCls,
HjtejClsjtc BMEBGET 'V YtsdzH Odzg" dzOH T . I "dz B
N BY, Sdz Dt R OBMEAIH T Il "B' ' des ] EH &H OAEOH ' . r o
ZOyrls BjdejMmjdz dzj &3 Md C 4L H SOy, Bdlsls |t

=

==
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l1 " teH j 2 Odzo Oh y r HjtjSlsjtedsdi dz =~ OB OtcdzO

CdL ' dzH ] Dtels Il tgdz' hdWtedzOdzDOdz Hjte] SIsj tec
dtSdzH' YIsOdz YOMPuR HY Y GO0 B dzscr dz Ok |
jdzv ' tkcj (¥ D0O) &BIBS deH' € OO HT .

cto ' Bjt' dzjls' dz ROBOL Wh'd IV B TWjcj2d
Gjdz YOO IV yrfdy MOYSOkEO2H', S
' Bt dze B BS ' dz. r " B to" dap SIS 'dic fifrOdz Ol ,B '
, mq . ml |V hd¥tedzOdzOHT . m2 |V ttd dz
Y 5 dzH O ddiz i3y tealzO dzOH T . m3 |V ttsd dzH j m2 h
Y 5 dzH O ddiz disy weczO dzOH ™ 3 D dzj Otsr’ Y Ote 02 . o t

Bdzs@d" dg w MOder g bkjv Bty Gy 6 ogziPtcH
chdchuchdchL Oydw o jClststodzOter € Ohr Y . -4 tsdzH
sjte YBW, i " Bdtser , ts dz dze dzH ' € X O dzD (

visdz YIsT tolz ECB ey dd3 dzHj 6" HJ 2 Y s dzH
Y sfmr d3h OdaPicte @O dz0 Otz @ g tzj €3lsj OdzDOh Yy Hjte] !
ZOyIsr fp2¢ifp Cjdkk Cjti¢. [T MOd ,C-hdWt
sjtc WO2dz f3djdz B ' tHj2 CEdZjdZ Odz Cjtej €.

BOMYyOh O hd¥W tcdzOZDO Is"tcO® CjdzjH' . dwBWODS

sswWOr Isdsry heddite dzOf Odzr f (6. 3 MmMEtejls) N
Lih" BdzsGgr dz YO20O hdgWtedzOk yYOXJls. jutsH Od
6 CIsjtc BdzBGr dzgOdz NIl dz€ jdz ( Mz 3 OylsODr ) |
Y my@sS nh" d xor wfjtOydwmr d str tzH Of ,
OdzOd3" L .

; q
m,, m aungpposanue
L 1 (Oaunna l

oum)

(1 !

. Buidop cimapuiux
Ec(e) ! > /e /f

(1eevix)  6um
6.3 MEBQItejy gk dvj MBWDr yrfMyo B

6.3. Asrtw 1o8f 61380 Jt31rouv

D dzj CBC ted Y dd3H J t6° -~ OB Ots B dzts
dg¥%tedzOkz nh' dz OtedzO dzD O dz. ECB 3 D dzj
sjie@fdscls B dkEOMO, HitejSIlsjten" hdW
te Y4 dzf dz' ¢ Ytsfr d3h OdzOte 11h ' dz ftotsB
fmz'Ldz' ¢ ttlsOH O Isj tcd3d dzQ@xlg to(cCj dzd(jfipglsg o §
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Mddso sdzH ™ jde6' LGjdedaj W G4 2" dz NLHEGH L Y
sOtcd3dj dz EWHjE YOxjls BtSdhO, sdzH © ECB
Mp2¢Cifm CJdd3j 2H" .

6.3.1. fAzdWttdzOdzoOdz Hjtej CIsjtc B2 d

ste" dzH Ok toj y dd3

ZJdh'" &8 MmMdddzd Istedw dzr y BdztsCIsr hdWtedzOkz
BOMY OdzOter dz M W tcdzOdzD Oz 18 JOR JHDOIsly t8) Hotg 3 '] dk
(CFB) YtsdzHOdzgzH O. Iz iyddHy BdzZSE v
hdWtcdzOdzDOdz Hjtej SIsjtc BdzsGr dgnw "L ' dzH' OF
RHJW CjidziMm'"Hi: MddBRIlstedw dzr' vy BdzsCIsr N
HitjClsjtoH"' hdWtedzOk daj gdefad € Mett dz@ dztc @afa
Y 5 dzH Q dzetaiz n "LT" dHT OT BOte Yrdyr dsOdzr  to
¥bpdzgj CJjt' hdWtedzOkz nh' dz Yy sdzH Odzlz -B ddsds¥ € dzO

BdsE" g0 -Biplsl§ C 1 ' dzy ' BOd tjcedmisted
YsdzH Odzz 5j dz % OMO kO Odz (6. 4 Mkwjls) .

Bxoousie
Coeuz u.'l.r:mt Coeuz
— e D — 1
| n-1 E ™ wu-i 1|
¥ i
Boixoonwsie

| Jawumpposanue

| 3amupposarue
o10Ku

ety I
>0 n-1 |
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|

| —d

! Gi m
| i

6.4 MizzedbtodOdzoOdz HjtejSlsjte B2 dgh O C |
eiydds’ a2 W y"ter dzf o3

s'te'f BdzsGr dgH O ( fMsdzDO ' dzy ' le@z" dgjjog d ol
Y YOYf§jd sjwimls' tejd dddydoddL Ooydy o,

¢ &zo Oh yr Hitej Clsj tdH ' dzpelsigts|C] IO taBHGY BIEdzscflsL
B dzts € Odz' dzH T Hj2' ¢C. stsdzH O -V tc RQEEO dz
Cjdzim" " Hj2 Ode YIsOdzOH T :

ci=miAgii1 i=1,2,¢é,q (65

B" dz Y j-IeiHhjd WoedzOdzDOdz Hjtej SIsjteH" W OdzH ' dz
NSO OtcD" B Bapds™ digi 2 H'

22(



rdzyr O dzr tej edflsteH (S "' BdsCls
O I BdS] Yrdyr"lsk 3ypdgg | & h°
dzr ElC" L dzjH" .

' hdW¥esdgeE' 4§ hdW¥WtcdzOdzDOdz HJ Bjdtlddsj' t& B
N dzyr BOdzr o jstfihtt@yggy Rodz YsdzH Odzz dggj-dz » O
G dzgHO ( MsdkzDO N r dr sk tjedmlster) Cjtc" hd!
sjwimls' teejdz dddydOdzdL Oydw o jClsst@- Bt
dzr tjcecdmlselViBOLA 'df302 s dz" dz0 dzOL Ot Ok H Ot
stsdzH O € | 10 NdPWio®@B®dz" ) H i CShdgzed’ WE pazj
fidz Odzr Y sOzOHT :

")
(v

SR

mi=ciAgil, i=1,2,é,q (66)

B"dz N JiLHY GBI "dWtedzOdzDOdz Hjtej SIsjten' W O
Y¥BOoOto" | Bl dz Bjdzg' dzj 2 H " .

ctBdzsC 11h ' dz ' dzy " BOdE dz to(j @ diinls a3 OOy "dclzy
tcj e dMmists) I BdlSd Msdz Y OyO jhtzez zHrw
Y OYIsOODT I BdlIslsr stsdzls™ teOHT . rrdzy " d3Odzr
3 D da s ¢ JU MmMdz Y O0ylsoor | Bdls hdWts
CERBjCGC" ®Bjdz EWHjdzj H' Tclic’ B.dzsr " WZ20de 'mi-B @EA
N1 d3Odzr  tej 6 dmR/E Y iamy dzeiz@? IsT dzf dzO dzOL Ot Oz

Ivdz tejydBH] BizsCIsOHT Istsdzf YIst telz Is O dzC
Bd&zs¢ "L'" dgHror, |, DHJjllsj hdWtedzOkz -nh" dz
mModzr , Mmddo tsdz) Ffp@i§YidA) HsEWH PlrOWrsr B OfMls C
Hh'yd2j NdzSjdz HjtejSIsjte Bdzser dz (64 B(dls
JBifm. zdWttdzOkz NteH' ' " C'hCjdzgj HJWD-Clsjte
ZOH T . 1ndz je Otclsr yhrazry j¢° Cjagh ' dz' !
ECB dzj 3Efmjyy OEBODOdZHO Isd' d3H ' dz' G IsE d3j dz,
hdWtedsj dz | CEdzj 3 BOte C' "dBjOBH ' B dZsCIST h
CBC tjixd mdwyls’ CFB tjiydd , h g
OdzH ™ dgD T HitejSIsjtHjdz Isplzj dzn' Btsdzz 1uh " d
B'tcGj] BOD&Od Mis' to

CBC tjydds dznj Mmdwylsr IV B'tejcdj?2 BB
~nOBOt IIh" " dz ELGijtel Cjte] C.

CFB toiydd" dznj Ohry HjtejCIsjteHjGEj-yYOlsj

tej Clsjtecd g DfMj te dbsin", B' tcOY Cjte' hdh
ZdWtedzOdzDOdz Hjtej CYBHE®@Y . YOBY tedpOdeg0o Odz
Bdlkls'"w yYOljMm" dgd w B ' te" dzgh' Dbpfjte’ Cjte' hd
BisdzOH" . H4BSHOdZ €j2  dz2 YOIsj yrdzyr d30dzr e
tj cdMmistenjd "ryyodh O H'"ter f J B4 M ¢
YOd f 5O’ 6" dzOH
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6.32f1zr orfqp BBAr dzh © Cjte’ BO2EZOd Mo

OFB Gt gh Ok tjydd Hj O022dr GO B dsS
fdwylsr dddydOoddL Oydy ZOdOls’ dzh ©2 ' dyf '
HDdz'TteGj'Ste" ) BdzsG " dgH O OdzH' d3j dz2 sW Y OY ( j
&b dz B sdg®Hj IS)6 . 5

Bxoonwvie
Coene mn.\u Coeue
— | -—

2 v
: "
| Sangpposanue Buxoouuie I Saumndposanue
daoKu
y et

6.5 MG’ B2 d" O Cjte° BO2dZOM Mme
Y "ter dzr o'

Iz Y jtH ] HjtejCIsjteH"' hdWtedzOZHT W Do
YOWO OdzoOhyr dpdz dz Y sdzn Odalz Yty Gildsi, te g ddz
B' teGJ >L'iEGitE". dzlz

dhry ROBOt BdzsCIsOt Islite" dzHj CEtMmj s’ dzj

ml, m2, ..., mq.
ctdg = 1,12h,'3dzé, q
ci = miA gii 1. (6.7)

Z dW tc dzO dz0 O dz HitejCIlsjte B2 dzh O Cjte'
02" tedzOh ' dzr O NI odzyr B3O dzr ted edMmisteH" Iy OWC
Bdlls' dzOylrter f IOMsOf tw YO0YO gi YOLE

OFB tiyddi' dz W dzgjce' ' Lé" Otglsr yhr dzr or ¢
B sdzi O, SsdzgH O tdz ¢ jdzj My’ hdW¥ tcdzOdz0D Odz B dzts
BizsCIsOtH' Cjt' hdWtcdzOEZD O d3lIjdgsi tedzHy' Gls jfr) GBY(
Bsdzh©O, tdHO td Isj¢ Mtd BdsClsr Cjt" hdW
Odzr f CjdzjH" . sjdzijfmp' BAECIOt H"t' M C€jt’

OFB Sjdih " &z ¢, CFB YOtcOODOdzH®@ kts@zHr OB C
ter d&zO0 tsMOdzH O .
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6.4. fAewd1 612320 [t31roév trrrfw

4OWON toj > dd dzH J ( CTR) Cjt! B 02 dzO dz
1fMjoHBSjLHj2MBY €' dsk' ¢ ©OO' dz MOdzOODTr h
fMOdzOODTr h OdzH" &z OZO Oder YIsOd&zoOdz b dzc 4  (
GZjc' Le&' ypdzj OdzH' &z OO Odz Y sOkZDOdz | te
sJLHJ’,Jyfrjssw(ij,lsOogOlﬁ']IZLllh'dz " dZzDO2 & CeEdzj B
splkzj dzn' Btsdzz d3ll d&3C ° . ¢ zDOh yr 3 D dzj h W
mdwylsr B' tGH J 2 dels(; CEdzj BB BSd&zOH T . ¢ dz
BdtsClsOter h qWtedzOdzoOdz HjtejClsjteH ' W OB dzts€
H. 6.6 MEztejls' dzHj MOdOODr " tjydd3 dgHJ HJ

Cuyemuux Cuemuux Cuemuyur

In 6mn| |n 6um|

v v
o] | (20| ] - -- E
E m, [ m c

6.6 hzw@d®OOD' heé Gt ZHOkZ tjydd dHj H
Y”tGr ozr d3r

c

¢ dzo Oh yr Hjtej Slsjte X Ddzj h W tedzOdzD Odz H j
YOlsrlsizodgj dgh ] ©= tefmj Is' dze j§

zdWtedzOz:

¢=mAE.(n)
B" dz 3 jitdHOjdzODIr helxflsuls ‘¢ 3D dz' .
sjte' hdW¥WtedOk (6.7 Mktejls) :

m=gAE(n)
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Cuemuur Cuemuur Cyemuur
n oum | | n oum | m
Eol || & -

< 3 m; c, n, c m,

6.7 Nizw@drOODr hé ter dzH Ok ey dd3' dznj HJ
YlltGr ozr d3r

CTR twjiyddBdztiz§ st L@'qWteH w " d¥WtedzOkz Wk
hdWtedzOk Mbpdzgj SCjte" hdWtedzOlz 1h' dz Y tsdzn OdzO
hdWtedzOdzDOdz HjtejCIsjteHjdz ci Y Odzf r dzO €
HDdzj dzH j 6] B tsdzOH T .

CTR twjydd3' dz OFB D da ECB tjyddHJ ts'
UsdZte®yY OFB, CTR OdzH' dzO' h % tedzOdzo Oz H
C' dzsls™ &€ ©OOT dgH" YY" tGOHT , B‘tGOY CTR ¢jte’
ECB, CTR fpdwylr , BdzsSCIsO®BdIsB" & B Y Licdzd
Hjtej Clsj toHI 5dAOtete@Hj'SC MOdzODT b d3pHdzH. | to' oz dz
yofmd jSlgjlsds wy jte© CTR tiydd™ ECB tojfdd3®
hlsOB" dzHO EWHJjEZ nh' dz Y tsdzH OdzOdzdzO?2 Hz- . zd
Hf dzH O OW VMs@dDYOrldls ' n Hjtej CIsjte Bdzser dz €I
Otelsr yhr dzr or CTR tiydad ECB t€] ) dzdg % O w
HOtH?' hdWtedzOE ybpdzj Cjt' hdWtedzOEz nh' dz Y
ko dz' W O2dzH OD"' Y OLBO dzE M3 t6' osj dz B O dzOdg' f

CTR tjiydds nHh*d yoke'  §#fm'  LH" ¢ f tetsB dzj
ZdWtcdzOdzDOOdz HjtejSIsjteHjce' B't YOIy Cjt'
Bl Y OIsr iisr .

[

6.5. zZRAtJOUvr 31 1689¢ trrRET[TL

1 dzsCIsT md dzdzd Isted v dz' Y Ctedf ssctcOW dw dz' )
Hytej Slsjten' N dWtedzOEZHT W B' t5 YOOt Y sMmr d
-hdWtedzOdzDOdz Hjtej CIsj to BdzsSC IsOte" dz" w Is (
(Propagating Cipher Block @hi ni n g PCBC) ;

-h W tedzOdzDOdz Hjtej SIsjtc BAzECISOter dz BOY ' «
(Cipher Block Chaining with Checksum
-fprLrylsr jdi3iMm WEdSydwdjdz h"rorfp B2 (
(OQut put Feedback Wi th a Nonlinear Fun:¢
-Oh Yy Hijtae jBSHR T dzh O C e’ B O2dzOdzE M ted N d
-Ohry HjtjSlsjte BdsCIOte" dz@ W Is' .6¢ j dzz t6,
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ZdWttdzOdzoOdz HjtejSlsjte BA&ESS KO df W IsOte
ey ddi3 d w fIlsjdeydOdzur ftotsB dzj BOZOtG! dzf W
Ohry HjtejCls]tc dz@ts'cdz daOL BJOW ' figdd) toH ‘7 - j dze '
MmModzr , jGejtc YOMYyBs2 BdzsCIsO B 't Bdlsls' EL
Cite'" hdWtcdzkOdzgOHT , B ' t6OY Cjdzifnp' BdzsCIlO fy
I"dz "dzOdsmr L. B tsdzOIsr dz 4 ODHO22 &zOte B SZOHT .
OhrwwjtejCSIsjteH] Odg YIsOkzDOdz Otels™ yIsT vy B sdzl
PCBC tjyxdd' CBC tjxdd’ dzgj "ymoOMm, ¢j
Ohry HjtjSCljte BMsET mMdwylr , OdzH '™ dzO '
hdWitedzOE Oz dgle@® j(s§ . &zl B My CJtc' B gHtcdzOO
tcjls) OODrrdyH ODJtc jONIs jtc BdzSGE' d3j dim OXwwm . S J t

3auugposarue Pacuwposanue
m, m, m,

c; c, ¢, m, m,
o)

6.8 ME@E®G ttjydd dHy HjtjCljten' ndW

0) hdUtedOk; B) Cjtt'hdWtdok

I"dz YOOHO2HO HJjtjCIsjteH' hdWtcdzOk 3 b dzj
Y 5 dzH O dalteds joziz O dzOH ' :

ci=EkmiAci Ammii1), i=1,2,6é,q, cO-=
mi = AcmitifDk(ci)i=1, 2, é,q, cO=1V.

PCBC t6 j ¥ (KitberosR Ols Is O ds@Bfij riaiars G tizef §f tc dzOrizrdz)
Hjtej Clslsels Ofylsls 0¢ fg etz dzHIO B Yias dzH O dz@PEBC
] 5 d 3" da¥ (5 zOHIZOOIE sy B6 jj &z Bt drrdrs S s@LIBT f)
JBEM " dWEBdzOY TzP H

I ", 48 OO Wi ts W dzHiPDO dzh Oeedsts? K € ME OR OteH ™ W
s s O fy Bs7j © At s dzH O dzCels ™ deter. ctis j H '

I tz) oy d dfdg dgh ' Cdg' dejt iy 'q W jo dzOHIZOOIE 15 jSE Bz W T dz
Odz3OMIsi W'lyp 2 C § fdzj ONdzyH j o] C 5 ES Is OWO ls
Cjte' " Y @dz@tz uith H W@y sy dzid ¥ to dzOHIFOWO E Ho0j t ¢
S5 j 6Oy d YsipedrmdEly O ne tzezOy O | tsitg dpisdz dzls ' 46 OH '
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ddzH T {VilsQsdg s OMKds jYCIdnlg joflf tcdefge® j to° " d W to dzO dzD
OhNHitc] 8 zsEIls G’ di£D, B dzip@ dz" jy ©IE P O®Razlz D O
BtsdzOH "

1" d3p O J' s OMisT tolz Kerbdz@slk @ [s Is © d3Cefnjr ddgr e/
dz" My Ofg™ tiay D d dpdedsn@tc lst'] thic | 3 o ¥ dzv CRdaZz™OIO) H

ZzdWtedzO deD) gz BlsigstE€ s @@y dzdg@® B3O d&gJ] dz S t§ fozd &3
gl bwtoj ) d d3'Odej de 3O 1 sl W dzj:fip* diWjtc dzO Ha '™ wizH O
OdzDOMWjtej CIsptewBUzse "D OhWjtcj Clsp Bistzw Y
OdzH " dglzts € 81O tbfids GZARZOARB H Bdg? ' de's®@) " deHiyz 13.§ Is

3aungpposanie Pacimdposanue
m; m,

¢, c,

0)

6.9 NkzGYisdzOdz0Odz HjtjSIsjte BzsC s
s ] cjydd3 dzgHy HJjtj CIsjteH" N
O) hdWedzOkz; B) Cjt'nhdW
Ivdz y'Bjte' dzjls' dz HjtejCIsjteH' W s ilsOfm
hror dgHOtcdzj dz BOY " dzOEZDO BIHBS' dzH' € B jtej H'
I"dz YOOHO2HO Hjtj CIlsjtoH’ hdW tedzOz X D dzd
Y sdzH O dglti 3 jjfig jtc "OzOH ™ :
s=(m1A mi+1A A ma-1);
Gi=EkmiAcii1l ), -liceslv; 2, é, q
cq:Ek(qusAcqil ),
Odzj tc' 'dapizcts dzj ¢ Y5 tkn O dzlz d3J dz
m=Dkci)Acii1l, i-Ed, é, q
22¢



s=(m1A mi+1A A ma-1);
mq = Ek (cq )A cq TAls).

z %W tcdzOHzD B §iz€ Isg t9EQISS r Wi toj € ldsjjtH HodE ' dzO
Is Ot O drO HdiI@[ydzn tc 5 dpHEAIRHO. § Is
OY f Otc OdsUsH jyf dzH O ZHE @I O dB dyc s tc d Ishdzfiy telzzO 2
dzH O d3H " O giFls JArs dz" P BEO tedAB O 'WdsHAGOUd O Otls 2z
HOMH @dztisY Is O dzOH T’
dhr MHjtej BldzsE IsOts" g dyta] (BYaintext Block Chaining
-PBC)CBC" Y i@fn@ristf j to O V) W fite dzOHdgDtajde M Ttz @3,
O0'" RFHG@URjdzZH ' dz@ OO tc | 8 izfs Bt dZOdzH O dzOH T

dh" pitj BlisPt dhj@ ‘02 dzQalg' xigf(Plaintext Fedb a ¢ k
PFB) CFBtc j 3 d dy' ydij® i tcQjytB ‘'O 2 dzQidy * fiply W tc dzO fat3 jOfgz
Ohr W jte] SYlssidin Odz' OB § ¥ d dgHtgidzOR OWH O &b Oz
Hjtej C loyjadrH O dzk 63 OO dz" L O P’ C sy #O Ot zOIs Iz
BOY M OIg Cukj glzd Gk jdgD Is * day § dzi ez YOBPP B.§ H

1 Oy dg@s Oy Iy O WEjOf ' o 5O kOt

1r ¢ W tod® b dp 3O dp@sdh s ¥ to @ tdzH & czfRO fipls | Iz
toj 3 d dsde) B CdetejjSC) Mall p' deH " o' W' oL

)1r
)1r

2.4 d d3d3j Is tom drEAN [ W to dzO bz 6 W &3 fiy dejjlz o d3H j 61 de

Cjdzls" 6" W' L

3.ECB t6j ) d0Odz v IsOwd dzjsdz” vOtclsr yhr dzf ylsOter
CJj dgh " dz'Cqlslglsts ‘tedz W L

4.CBC tj ) dOdz Y IsOwp dzjsdz” vOtelsr yhr dzr yIlsOter
CJ dsh " dz'Cqlslglsts ‘tedz W L

5.CFB tcj 3 dd&30dz Y IlsOWD dzjsdzr vOtelsr yhr dzr ylsOter
CJ dsh " dz'Cqlslglsts ‘tedz W L

6.0FB toj 4 d B3O dz Y IsOwd dzjsdz” vOtelsr yhr dzr ylsOter
Cjdgh " dz'Cqlslglsts ‘tedz W L

7.CTR 6 d0dz vy IsOwp dzjsdz” vOtelsr yhr dzr ylsOter
Cjdgh " dz'Cqlslglsts ‘tedz W L

8.1 4 & Ledy' fifn) Istg jiz o d3HjjSB sdzy ©dz! Wd & te dyDixiz]
Cite' h dWitzdiflay d W ¢z@ wzH @ dz0 bzl dz' hLde? tc di@tec ) O dzr
DES), 3 D dgji"Cd ¥ tc @ Hz$ y d wydroded QizlzOIs © dz

91 dce el Mifistpley d dsH § Blstef B@ dz! Wi’ dh O
Hitj CBQdgadj,ls b dgjOdgOdyf j.2 Is* dz

101 J ¢ YU el fig ldeij bz d d3Hj JSIESts gy EOdz: fipsT dAs@ts dzr v
B dzsXdsir d W tc dz@ 2 Ydis dzH O dzPis dfilz dzIsOD' r Comi dEls O to H T
hdWicw®iyds dzn OdzOIs T dz

227



1190 0tc@z®f J &z dgjr dizH O BHB)IDAZE * dap ™ dg” i) Misj &
o d BHjitellsdztc’ W' L
L2 t6" 94z sCW @QIzdzH O tg™ dg dtQ 2 ydis dzH @uiztBS * dzH * ¢ °
Ot 3" fi ejj lzy dteSHdg dzls . 6" W' L
131 j GCFB te j 3 dfigigl dzr tc § digd@p "df W te,r OdDFB i ) dz-
tesdzH YMc@ls C datc izl Is' W' L
14.CFBte j X d d3y deb Jtg Iz 'Yd@HsjjBdzBteef sy O dzb Grts D@ to
sPH'
15.ECBte § 3 d d3(ndzB4)" d W tc dzOHIZOOjdE ] tdaH B ' dzH O
B' ®8dl65h ) ' B Gl " Hang j.teseitelz h dW o dzOdzD Odz  H
B3¢ " dzvH° Bdlblsjte ELGjt Misjte' dz Odgr YIsOwWT |
16.CBC tjiydd dHj (n = 64) hd¥W tsoz0de06® dz
B' to B-ifls) (% Btk CdL ' dzH ] ELGJtec ] dz S
a3l di3€ * dzHtdé  EBLElSildG) Misj to' dz Odzr ylsOwr L .

o]

11

Q—.

17.CFB tjyqdd dHj (1l = 8, n = 64) Ohry
Jd &' odzh Bdlsr ELGJtedj da sjte' hdWtcdzOdzD Od
EL G/ tc Ol jydsGdwr L .

18.CFB tejydd dzvj ( = 8, n 64) Ohry

| =
Ch'dz B(dlIsT ELGJ G ] da sjte'" h qWtedzOdzo Odz |

d
EL G/ tc Ol jydsGdwr L .

1990FB tjydd dzhj (I = 8, n = 64) Ohry
4 & odgh Bdlsr ELGJtedj da sjte' hd¥WtcdzOdzD Od
ELGJ tc'COmiis jytdsOGw ™ L .

20. CTRdzHeji ydmz' = 64) hdWtcdzOdzoOdz Hj toj &
4 & odgh Bdlsr ELGJtedj da sjte' hd¥W tcdzOdzD Od
EL G tc' Ol jydsQwr L .

21r " Bjtkh ' &jdz YsdHOAOI & Ohr Yy Wit
YOB' dzH OY" O L le@ls ' t6' dzk o5l 5C ' dz j S j dz dz HD
22r ' Bjtkh Bjdz YsdHOWOIT & OMNrY Hjiej
YOB' dzH OY"O L le@ls ' t6' dzk o5l 5C ' dz j S j dz dz HD
23. r "Bjtekh &jid YSEZHOROT dz OhMry Hjtj
YOB' (zH OO df £ Gle®ls ' t6' zlz o5l 8C' dz j S jdz dz HD

22¢



fOLHjdz 7

1fouv 28B47F ({ (rsw(t
StrRIUJLtLOARCS 3D unfun mul w

710 [y 284D 1r ¢t v31 DMt L Ot RM3Z

Oy OtcOlsls' y NI 2] dzjteH § OV OtcOlslsr v |
OBlsOBOMT L jlkH' W BOWrLHT &OYMOILr HJts
dze stedIsdzH j to' dy tsyizh ©EzEZ .3 D dzfn’ dzH O 2 Mis OdzH Ot
et odgh B 15 dzD O dz, 5 sOtOkZzHO CeteMmjls”
ZBOMisr tzdzOtH' Is' L B j ¢ Is DEipdsoHdd@@dds' ' dz, s D
IZOY’ lsIsCDES>1|Iq’szsz Yr2r dzir or 3 D dzj sE d3j dz
Bjte' SIs' &z ¢' bkEtt®dB,j OPsBHr ¥ s todzj dzH ' tol
d3D)|BII

s BH' 6jC BEEOIT dz SEOdGH Y Hit)ClsjGH
fi)ls O dzH |Oftedss 28D [124 2O 36)].

[z jS & ¢ CtH Iut'  dHy Bjte dZéjdz €4t
")t dg ZOOdz, HJGj dz d3jHE MRy O GidEO filsdNcEROAL
fMlsOdzH Otels pDdzj BH' € Ispy " tedBjdz (Mifcji O
DESOd&ze tstedls 3" dg' W Cjdsh " dz' Clsjte” ybdaj ML
Y OtcOMisr tof dzD Oz ¢ iz @zler Plisl®dzilz Y Sdzn Odzlz " dzO
NjlS ' H" Cl'  jyr sedekj daHpjdz S E B ' dzj M ts dz' v
Y OtcOfplsr tor dzOH T .

Ivdz MsORuOLI® LT B j S we P’ dzOdz S E
5" tcDOdH 02 19890 NP @B' PPOOdz ypdzj 1990
h ' dzh j )t dgH §  [FB]S4) @y dED'Odz M U HT W ksOted !
uls@@tcls BsdyOkz®Bjd suatf [ODs Mic' L' dgh’
Oy O v-& jt A( Y tejLdHJ dzls X Odgr dzn OYr + ¢ d
Npdzj O2f OtcOlls' 6 W jHjts0tizezj dz®'c (g 'dads | dz, E
XX 0DOfMmr teHT WUy 7dH Ote” "MilstOdizH D tcdtadpi™ " sk tcD C
EPr BlsgtedWenufufjtd jdedj ELGjtH ', MHOd ¢ j?2
pC  dz BEP2, fMlsOdzH Otclslsr w Yy "ok sOted R '

Ow o=~

22¢



Ctodlsjtod?2dzj to° , fMsOdeH Otelslsr w  E'LY jdB]"  Yd§EMdO
Ofgls™ dzgH OY 'B s@A ffJUs™ tc [ 2] .

1{uu 214N tcdzOk ISP ifpd PRISIsOEOH O OIsSIsT
MOHjRT2j dzj to" . stedf ssctcOW dw dzr 8 -893tsteY(
CtodflssctcOWdw dzr 8 Ist todzj dgH ' @BlizO dADdRE teldc dHslslz] *
YY"y OBk@s' to dz¢jdz [ 3 6]d.W teflzBizy tc Bl tededzD W i st
Ctcdf ssctcOW dW dzo2 ) Ot dzj deHIthp @iz 6 € j L HJ 2 ME
1"t B'te' BBjdz IsT D" L BO2dzZOde My Odz B todzj M j
Y") OO di) d B " 6 ftoddydtf B3dds ] dare diaidsjtedz’© i)
Odze stedlsdz Mdy OlsOZzODOdz. [dz StedflsscteOW d
di3d s BPIM sy MOL ¢ jte’ MisjteHjd HjtjCls
nh'ylz2f ¢v dzlsls Y SdzH Odzlz d3j dz O dzD Oh Yy r Hitod
BiSdzOHT .

L luuv 288Ajdej SlsjteH’ StedflstscwcoWdwvar v Isi
BdkL T dzHB @t Hjtej Clsjtedzjdz y"d3" i " Milsj 2H" .
Cit d¥SaRipiilegokzdH (ydsedz) yosdzHOdkz'™ d&3j d >
C' 2B dBH@AB dIIs € Mje' L "h¢* C" d&zs Y Odz
"he' R@sls@zdzHIsr Y (ydSdzHry) €' dzslsjte
dlsOdzH OtelslIsO Isetels y"di3gr i gy ddz' Yy OteOMmlsr
-YOtcOf ORT figls™ ez toj Y dd3' dznj ; Hite SIsj teH '
-COBBOEZOE toj y d i3 daEOZH j toj CIsj toH
-Cite’ BO2dzOd ) BOte cOBBOEOEZ tojydd3
-3 Issj dzH " ted3j d27 E dgH ' telz BRBOY MOIr dzH © h d

720 feyv 281468 f o[ 3D Of13ztvudt 3

Jou 2O0d&dtstcdlsd3' dz2 W bpDtclslitcdz Y OHOMH O
JSlsjtc pDte blltcdz yYtdzHOdg dzOHT . sji2B' 6
szfr_g L Bdlblsjtt d@OMMdolsjtc’ tcjBsj ddet'j fiE'dz
dz MOdz tojilsBdatsglzj M i h y @Ol PP & 1a3] dz ddg 'of3ig @
dz'Bd@tc ClltcHj dz' L dzj d@3j dzls tcjIs' dzH j . o
HORQEPcdzdzj tc IskEZtcOdzr OdzH' dz OdzO € j dz' ik
 jtej Slsjte 1 dzj i3j dalslsj to CE dzB j Hd3r @iy Il &
X) B j dz6 ' ddX|dejdHls §.j dz BXj ttodz jdal3 jj dids ' dz' ez@ ‘C dzjdafz i3
dtsdz dBj dz, X Hjjagjjt€ s jto 1 dzj sj dels' dz BIlIs' dz s
YOtwOfls' edg@O S jdzjfm' Isjwf Xoe¥clks® »0LEZDO
[Git HjtjCIsjte 1 dzjdgidels™ ¢ h" CEdzj §
sdzHO B"dz WOCI Cjdzifp' Hj2 BJ dze' dzj dgj H'

X=(Xo, Xq, 1) = Xol[ Xe| | &
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1 tedzg Mg HitejSlsite L dzj 3j delslsjte’ dz B to
¢ tsdzS OlsWjHigOfy d Ols © dz@H | O ¥ onddjdze sdzr d3j dz B § dzg ° d
1 dzj Bj delslsjtc CEdZj BHjte' Nh ' dg:Cjzjfp' yOIr

IXI=1 Xl + [ Xe|  + Epa|+ |

r jtejClsjton' w ClteH j dz' Lodzy d3d dzlsLs;tg dz
SfjteOydv ] ®jclisgaisj { dzj B dalslsj to Eflz o]
MEL B dz, JGJte ChntHj dz Ldzj d3gd dalsIs 3 D dz
L dzj d3j dzlslsj e’ dz B J§ dzG ML BIlls' d@d MQdz s
SjwH' CIs' YOLEZDO BtSS&ZOHT :

X=(Xo, Xy, 1) = Xoll Xa| | &ds ¥
= Xo + 2O + 2V, + 2PAUE 6PFAAX) €) )

¢ dze sted Is dBH Hjtej Slsjts Lodzd d3d dals’ BE dzj
Y Otc O fls d3ts 'd3dzlz dz. 1 "dz Y ODHO2HO BOEEFtE | dgO
Bjdzg' dzjdgjH', B' tcOY »ytdz dg"fy Ofmr dzj da, ¢ j «

X=X, %,  €n1) = X2+ xR+ 6 AR

d sdzr d34 degt ul b * datle-endiard H j OlsOdzOIsr dz ©OL
dze 3" todzj 2z Yy OB ' dzH O dzD O dg, wodzd G EBE@IEWY HIS
4 ¢ dz ¢ tcOL W HIsOts 3 D dzj (SN dze 3 todzj
BOWrN LHT dzf OF c h g ¢C. 1 g Gs'kzde CCdz' o jlsC ldastie
¥ BY0Ot’ COLBYHISOL®R] d Stmiz 3 p dad yde< dzu !
EZMdi3 tedzj 6 BOte Y ddzO3lsOkhr &zOtc{B6.6 [BOL toW H
2814789 Oz sted s a8’ o JtelszOdzHrT h W tedzOk- y " ter
tejedmlstedzj o' dz HjtejCIlsjtedsj dz Istsdzr yIsr tolzH T
"fMr dzgOHY D dzad EBOWr L HM dz OF ISE 3] dz tcOL teW HIsS O
toj dntel xB6 " r DOdelf tetsyj Mitstodzr ¥ Mplzdzj ly'lsddg vy
Bjte' d&ze jdz Mmplkdzj Islsj h gWtcHT BODHOtd&zO B30
MELHjt" "h ' dzH] JhYOdzHO2 YyYGBMr h O tOL W

[Gjte HjtjCIjte 1 dzj d3j dzlslsj to' dzj dzse d € Oc
ster dzH Odzm O, tsdzH O tsfr st jteOydisj tel dzj d&3j
ster dzZH OdzOHT HJ§ JMmitfljdzijin'. 10My0O MEL B,

AOB = (aoébo, aléb]_, an_lébn_]_),

B'dz ygwhHA|=|B|, 0OdTomddeo sdzr dgjdze SjL € j dzej

dZse dCod v i tePpejvy jB Jiegels'fipugd 4O fipy Oh O

O2Isy OIS 2z B2 dg" O ¥y sz S jttOydwir
231



aA b= (a+b)mod2.
utsdz Bjdz Yy sMO, 3B deedHsedgnlsi’ di S8 (o dzn Ote
Wit B e dzioW wlz]) sewmEy B 521 fE) ©0 wdefiz
Y sdzH O.dzOH '
(€' Opedas " dz 3 b fH0 <02%h < 2
O :321%110' ZVQ) !Q):(b?)Zl b?,ly---:Q: t)_l)u
iS & S butHj CEtfMjls' d¢jd wodd
(0] %2/&36} 31@30+ .o ZQlH- w,
b= bo R + by R+, + bR + b A°,
(s jtdhgEmzd BB2T &' O Cjdjf' jtiyj B
altlb=a+0b, je jaw+rb<2?
altlb=a+b-22 jcj&e + B O 2

(S B I @ oizhajl Oz o@ jAX2°%1,0 O BlLEs@® ISItH ]
CEtefj | jodzjjipz  J to] 2 tojs@(ERton Iz dz' d3j dz: Y 5T
altlb=a+b, je jas b <221,

altlb=a+bi 2%%1), j¢ jas + BL O 2

730 [uvyv 2-8D4H7 01 dsPpfuzuvuv 3t v trrRrRIwWTC
retesvetrw zrRAL[ v

731 Juu 2-8YDLOY R 'dpls” ez toj y dd3’ dzH §
Hyted Clsjten’ hNdWtedzOkH' ¥ CtedflstscteOW dw dzr

30O G dfls( BEMOM -t § dzg 6ls tots dzH © € ' JsOMfls”

ted Xy ddg dzH j hdWtcdzOkz Odze stedIsd3' dz YL gec
CodflsseteOWdwdzr vy yu2djdg w Isj¢ BEM Clsjts’

23z



BJ10K 6X00HBIX Bnok esrxoonbix

OaHHBIX Oannprx

:l Haxonumenv N, I<—> Haxonumens N,
S-610Ku k,
k,

Pezucmp R

TiMkejlf v 209MBOdH OWIOPIUO2 " &3 Ok Mis' t
tGJ'Xq—d\B!dZ)i”LJ,GJ Of[]ft_GIZ Y"tGrerd3’

g4" dzB D" @O BJ dz6 ' dz] ts:

-NyY D dEj-32tcOL teW HIST XY ddzOYIsOEkhIsr t6 (3" dzyr

-CM,-326 0L R i35 H £ dz' B SHOdNSE ; i k2

-CM,-32tc OL BEWHA ) B H 2 dz' B2 oixi@Is@s 16 ;

-R 32tcOLlsWHHj toj C BLe@IL tcWHY O MdzDO (Y BDC
YO0 dzO) YT d ' IsOIsT dzteyEYdghstey " dzy T sk

-s43 256Bdds ¢ C' dzslk' MOV Is OL32tyOLtEEWdED T iy
N d dzOY Is Oz Ryl Ckic ks, @,0%, ke, k7ls Z 8 O H T

-0k Mis' BEEEEW | ¢ L Ok "db ldzjtale ISHBREHY
9SS S.
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hdWtedzOE 9. 8 Ewils
v Ol 50y 4 0. OPADD DD
64 dss € Hjtej Cls i @“\_fmfhﬂﬂiwrl‘-ki’—kz’
B dds ¢ “hog- BdztsG y (I Xy NOYNR AV P
fetjls' dzj yYOwLOWS L) : s IHTugposanue kY kg
v v D DPYDEY DY
) ) ) ) A“ Tparchopmausn ,‘.1(9)7 k,(z”
D7, D37, D7, Dy ij \I I)f”&[)j”II)f”II)g
3 ~
Imdz bketl *hC v 1)1(9)H1)§9)||1)§9)“D$9)
Odze stedIsd3' da' W B' to
C' ' M’ BtSd&zOHT . 1 (

st dzH OdzOH T .

9.6MztejIBEAH j toj Clsj
hdWtcdzOE Odzd ste
Y"ter oz fIB'I-‘leﬁl’Ofl’]r
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{ OzdzH IsOte Ot i)’ dzy® dzjj S nh ' dgh ° ' hog*"
Okr MIsr cOHT (9.3 MEtjlsls® YOLLOW' L) .

I)l’? ll) I)rr'-iJ I)(i-l) I)(M)
4
(i) i
L& He
kK > Tpanc q’mpumum Q()‘_ —a
2 4
Xf) v Xﬂ) Xﬁ)l le

9.7fk o JDEAN W e’ dF W ©OkdzHT dzHO Hjtej Clsj t
ftesyd M’ dz' w y"ter dzf &'

(i) (i) (i) )
X 1 X 2 X 3 X4

k (i)

[

HIugpposanue

pyY ¥Yp? poy ¥ pv

98Nk tcJDEAh Wt df W Ok dzn ' dzfiOs daGlas j S Is j to
ftesyd M’ dz2' w y"ter df &'

Cotc Ok dznsO (DT LT dg"r HOdz BOMYO) € j dzj
OdkOH' (9.8 MktwjkkSj yYOwOW' L) :

Lwh ¢ DRB'EB6dzj 8B t6° dzh ' kDR U Is(65537)C ' dzls ks
BsHEzd BS2rdh O CEBj2IE

X0 = DU A K.
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) (i)
2wh ¢ DO dzj ¢ dgh m'@m&a@%samsmtdﬁss'
Bs2dzs" O ytsfkz:
X{ =D [+ kD

Bwh ¢ D{®so®dsj nh sy WEafa553 i3 H Iz dz
BS2dz" O ytsfiz:

x§) = pg- B i,

4wh ¢ {6 dzi el dz" ' kY@ dza k65587 ¢ dzls
BsHEzd B2 " O CEBJ2IE:

X9 = DIV A k().
51)¥ o d@)Yy OH OdZH OteH ' V¥ 2dgslsidopy dzjpts'2dzdzh O Y 5
A =XO A X9
6.(2)) Dd)Y OHOBH OteH " V¥ 2dfslsidopy dzjptts'2dzdzh O vy s
B =xP A X9,

7.(5) Y OH Od3dz’ ¥ Mdemids gpp dzj B j M dz"k? 2M%e+ilz dzH Is r
(65537 dstsH zdz' BtS2T d&zh © CEBj2Ik:

CO = A0 AKY).

8.(6)) D dgf) Y OH OlH OteH ' W 2268586 ggtsiaj rodz'dz B 52 7 dz
Yy sMmiz:

EO =) & ¢

9.8)Y OHO®Bdz W dzblsdy j M dz 3 b dzj kbasidsh +  te
(65537 dstsH zdz' BES2T dzh © CeEBj2kE (9.2 Mmktejlsls
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FO =0 A k(.

10.(7)4 D Q)Y OH OBH OteH ' W 2265540 dimjidal dz B 52 7 dz
Y sMmiz:

GO =c® [ gy

11.()Y o dRA)Y OHOBBH OteH " VU 2dfslsidopyg dzjptis’'2dzdzh O Y ¢t
D{) =x (VA FO),

12.3)Y D dR)Y OH Od3H OteH ' v 2dfslsidopyg dzjptis’'2dadzh © Yy t
D) =XV A FO)

13.(2)% D dAD)Y OH OdBH OteH ' ¥ 2dfslsidepy dzists'2dz dzh © Y
D) =X A G,

14.(4)Y o d40)Y OH OBH OteH ' W 2dfslsidopy dzjstis'2dzdzh O Y
D) =X A G,

t OkdzH Is™ ¥ MDY @i OdZH Ot H T Ste’ dzH Oz dzp Isq
Odzr dzOIs" dzh G®E tclB dzts¢ B tsSdZOH T dzbIsdx j M dzH j
YOdzr fIsOfls™ tgf dzOH T .

4jG6' L d"' twOkdHIsOdz Cj2' dz MsWDO Il ted
Y OtcOW' L ) :

Luwh ¢ DRR2sEdzj B t6° d2h * k& RH b (657 dzsls
BsHEZdEZ BB2Tdh O SEBJj2IE:

DO =D(® & K. ©3)

2.wh ¢ DEsEdzy ¢ dzh 0 ek Eau6eE53g BEH s Is ¢
Bs2dz" O yYyssflz:

DY = D K | (9.4)
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Bwh ¢ Dfstdzi § S dph ¢ ek 6E53G d3tEH ks Is
BS2dz" O ytsfiz:

D{® =D® [+] k{*. (9.5)

4wh ¢ DS dzj dZB " to'te Oz dgn K 2 € 1 @558
BsHEZd BS2r dZ" O CEBJj2IE:

D =D{® A Kk{*. (9.6)
HBWDO Islitedzj dzH  teHjdz Cj2°' dz Odzr dzDOdz
hfWtedzOdzOOdz H jtoj s LtsH ‘o @xfzlm 1 h * dz B
C =D{||D|IDY|| DY

HBHOd Cj2' d Od&zoOh Yy 64BHgSts Sisgwea” WO &) dz
hq‘w

3 D dzj tOk Odestdlsd yYO2O0&OdBIHT . I
Bds § O S h qWtcdzOBROD OO O Hj2' dz Ste’ dzH OO}
9.3d%" M@ ClsjteH' hdWtedkOE €' dks' s §jdj

K = 0001 0002 0003 0004 0005 0006 0007 GQO8
ZqWtdzOk 11h' dz OkDON YT HjtjSlkj

M = 0000 0001 0002 00Qg3

lite" dzejdz HjtejCIsjteH' hdWtedzOkz deolsdy J My
zJ" JIDEAOCdze stedIsd3" d3j dz Hjtej CIsj toH"' h dWtec
CERI G d@gj dz Isnm' dzgn' 6" dzj H'
9.6¢ Jj fMmisj
ZdWtedzOEH" W Dt tOkdHT Nh" dz eOlzdznlsr y ¢

BdzsCIsOter

[jjChjt

L oddeid ¢ dslsd| o e o drr 6

LOBCo T0 k0 [ k0 [0 [ k0 [ DO | DO [ DO | DO
0000 0001| 0002| 0003

1 | 0001] 0002| 0003| 0004 0005| 0006 0070 | 0075 [ 010a| 0105
2 0007 0008[ 0400] 0600] 0800] 0200 222f [ 21b5] f45e | €959
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0c00| 0e00| 1000{ 0200|{ 0010| 0014| 0f86 | 39be| 8ee8| 1173
0018 001c| 0020| 0004| 0008| 000c| 57df| ac58| c65b| ba4d
2800| 3000| 3800| 4000/ 0800| 1000| 8e81| ba9c| f77f | 3ada
1800| 2000| 0070| 0080| 0010| 0020| 6942| 9409| e21b| 1c64
0030/ 0040| 0050| 0060| 0000| 2000/ 99d0| c7f6 | 5331| 620e
4000/ 6000| 8000| a000| c000| e001| 0a24| 0098| ec6b| 4925
0080| 00c0| 0100| 0140| - - | 11fb | ed2b| 0198| 6de5

OO |N|[O|O| MW

dtsdgr d3j dz, Od&zOOhMyYyr HjtejCIlsjtcH BB EDBEZOE
C =11fb ed2b 0198 6deb

| DEA HjtjSlkjteH' Cjt' hdWtdok

&

Bilstedwdr vy BdsSlkr hd¥te xobdaj

Ok ftsyd M’ hdWtedzok IPEASY] M

CoCite' hdWiedkOk Odkestkdlsd d v

Odsts sz’ dz w fM" dzB O dz®@ Mp2Cjfy Sjadzju' (9
"h Wt ZOREAR Bz’ WM T dz 3T dzO § e ) o k
d toH

r

58>
TR

", B 'Oy hdWtktdzOZDO YOtODOdH O

tcOkdgHIsr Yy €' dzslsjted3j dz S ftgjh Wt
dz2 dz HDdzjdzH j 2 1h " dz hdWtedzOE D dzj
O YOLOMmr ©O27 Y. wjc'L ©OkdHIT W
J
74

~ N
—

o' dzHy CEeEtMl drejdgH g2, J &' - IsIlted
OlsOdzOH " -h J@® de dzOE". dzh * fi*

mMEtejls' dz' w s* ¢CB"ter hilsOte" dzH O ster

TGy telskz hrormrdio hdW¥tedzokz ¢4t

SezH ®)Yzr &zOH T

jClsj toH' Cdtw" hdWtdzOkz CjL " dzH ], 9.

dzf SCJidzifp' HjtejClsjteH' Btk YOxJls

- N—OQ—
gCPCag~<gt¢c

_Q_.wo-
SE—=z

—.¢—. —=g-. O

—~= MmN w®
©0
T
ETTH
_RG BT T

L]
&
- Q.

DO =p{®, D =D, DL =D, DY = D).

9.6 Mktjl dHj Bjt dejdz Cjt' h dW kO
B' ' dz" ' MOLrfMr Cjdzjf)' OOYyOls' dzOMmlsOtgH

X®=D® A 1/K®; X® =D [ 1/K);

(9.7)
X® =D 1/ K, XP =D A 1/ k.
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(9.3), (9.4), 95 D dZ9.6) Mp2¢C i M DM B! ¢ j dzi ' o
OdzOd3" L :

XM =p® A 1/K? A k) =D

X§7 =D (- k) K™ = DY,
(9.8)
X§ =D (- k) K™ = DPY;

XP=D® A 1/KD A K =DP),

usdy Bjdz, Cjt' hdWedokz f(esyjmh & v -

JS d2" ybodag nhCdgh ' B dzsC s @ddrd " Y Y s i

ftesyj M’ dd v Mswor MOl iyr dzr w ¢ o' i)' daj -

wjE L dh' tOkdHlrw hrOorfMrdHO hC' B

9.6 Mmkwjlljt' d W Mm"dsOm O Mp2CjiMm Cj d
D® = X® A MA(XP A X, X A XP));

DY) = XP A MA(XP A X, X A X(®));
(9.9)
DY = XP AMA (XP A X X AXPD);

D® =X®AMA (XEA X® XE A X)),

B dz X MARKY) XqDddS' o' MisjMA'Y " mOt diiseHs W
¥ OYIsOD" MAX,Y' K3 p dxjS ‘' to' fls WAy " te'Cde d3f) Ealz v
¥y Oy Ils©QOD" .hrOr fyr

J et dzh ' teOkdzHIsT W hr DT T dzHeO " IzB 3O N Dz

Mp2¢jMm ‘DD de'dztsy dzj ' 6§ ISjw BBA&ZOH' :
DM = XP A MA(XP A XD XA XM =
(9.10)
=D® A MA(D® A D{®,D{® A D).

(9.9)d3D dzH [OAO)AS 2 S f dzj M) d2' OO L



DM = X® A MA(XP A X XD A XPPHA
A MAL(XE A MAL(XE A XL X8 A XA
A XE AMAL(XE A X XEB A X)), (9.11,
X AMA (XEAXE XA XD )A
AXEAMA (XEA XE XEB A X)),

(911)s 1l tedzj dzv " ez dzj toH ' HEOc ' QARG LY Stels' dzf dz
DM =X®.

vt Mr z02 Bt dgh tcOkzdzH hr Or fMmr dzH (
3o dzH j t6' dz OdzED O B S&ZOHT :

DV =X, DP=xP, DP=xP.
etsdz Bjde, Sjte' hdWtedzOkz ftetsyj i’ fL wd ¢*
¥pdgj NN dg"' BdsSClOr dr W CjLjCIsjifmk’ d2 O
fMESWOr HOdz B " dZD' MOIs' fr dr W €' ' f' daj 1
U0 f)r 202 Cjdzjf) d2 CEMjlkcj Bt&OF

DO =X®, DE=xP, DP=XxP, DP =X,

dY "t dzH O, Sjt' NdUtedOk f§osyjmm' d v E
Ih ' dB&sClsOwLr df W CjLjCljfk' d OdOflsOkot
B'te' dz" ' MOIr fr g0 +CodoOdzjlsls' B fsdzD O dzH
fesyd M’ d' v hrormr hdWtc@&ddo Qlzsups B dats
10fmyO MmeLBdd, J<¢° NjCljfm (x"flsr xpbdaj
BdsClO®! df W OdkOMmr & j§' tjls st dzH OdzO}
hrOrfyr dz2HO HjjSljteH' W hC'  BdsS &p d
UEDT LT dg" T wOkdeH SO  HsSsjONsj | Wil G lh Ctoj Ise

ELGjYegde] MBdzHT YIsOdz tcOlzdzn " r D" f)r dzH O ¥ Il t
u tsdz' d3j da, Mp2¢Cifm ¢ dzslsj te* BOte Cjt'h
H"te' ) BtSdzOIsT dzf@ HDdzj dzH j dzH ' .
943" MPdztej CIsj oH " MKEW g 6§ delg'w B sdzif'

K = 00010002 0003 0004 0005 0006 0007 0QO8

ZqWtedzOdzoOdz HjtejShjte Isjw:
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C = 11fbed2b01986de5H

sjtt' hdWtdzOk dzolsdyjMm' dz Oz YOy ks
Z j" BIDEA Oz tsteqdlscs’ dBj dz HjtejClsjteH’ G jto'
CiMmlsy CeEMjc' Bjd UM dgv' 6" dzj H'
9.7¢ j Mls j

ZdWtcdzOkH" W Dictc®@Uzezis™ YN K" dalslsjtc )y pdzaj H,
BdztsCIsOter

dtejSlsjteH' 6
dzp dzH j to°
@ [k [ [ W [k [ [p”]0f[of ] op
11fb | ed2b| 0198 | 6de5
fe01 | ff40 | ffOO | 659a| cO00| e001| d98d| d331| 27f6 | 82b8
fffd | 8000 | a000| cccc | 0000 | 2000 | bc4d | e26b| 9449| a576
ab56| ffb0 | ffcO | 52ab| 0010| 0020 | Oaa4| f7ef | da9c| 24e3
554b| ff90 | e000| fe0O1 | 0800 | 1000| ca46| fe5b | dc58| 116d
332d| c800| dOOO| fffd | 0008 | 000c| 748f | 8f08 | 39da| 45cc
4aab| ffeO | ffe4 | c0O01| 0010| 0014 | 3266 | 045e| 2fb5 | b02e
aa96| fO00 | f200 | ff81 | 0800 | 0a00| 0690 | 050a| 00fd | 1dfa
4925 fc00 | fff8 | 552b| 0005| 0006 | 0000 | 0005 | 0003 | 000c
0001| fffe | fffd | cO01| - - 0000 | 0001 | 0002 | 0003

{ Obdaizvd € dzlsls j

olo|~N|o|o|s|w|N k| T Ok dzH

atsde” d3j dz, hdWtedzOdzoOdz Hjtej CIsjten’ Cjte' !
BSdzOHT :

M = 0000 0001 0002 00@g

G dzr dzor dz dzplsdy jHJdz yDpdzy 9.3 3 MOdz dzp
Ste’ dzH O dzD Qfdz’ Is '"CtE.te ' dz'

9.26.DEAYOE" )" LH"' &
IDEAO &z stedls 3’ dz lsOdzH Oz
IDEA OdzG SteRES @iz sted Isdz’ dz h OBBOdzr EL G telsk
BisdzH " . 9. OPESGdd toddadsdsj dz Hjtej CIsj teH "’ h

COkdHIsT W B  tjlz' dz W yYUiter df s SfjEHsO e dz
sl tdzj dzv ' 6z H ' W.
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DY pEn pin o pee D DY DY DY

. I 2 3 4
k f”—-(x) + kY
k gi} + k ii}

:’+’<—<-
A »(+)e
A 4
k! Iz k!
Tl 6
We D" pY DY DY

Dy oY pyY YDy
99fMzte PBESH jt6j CIsjt 9.10ME tejPESMHSWDr Isll &
Sl tedzj dgH ' tolzH ' W (9telz dzH )

9.4 ypdzgj 9.9 MmMktillsjte' dzH J , 9.4 > bDdzj
MOod MOwB®dz ELcjt' Misjte Elsj SEf Jjdigjfm J¢.
PES OdzG tsteq Is d5' dzj IDEA COKIBEOOaizHIs@k' dzH j  § j dzj )
Stc” dzgH OzDOdz ( BOtcdz' ¥ tOkdzHIsOteH O, Msder W
-het BEPSEGST g ¢ to Oz daklls D' Y3t % zdl | dB 52 7 dz
CEBj2bkz2tBucni dz’ B2 dz2" O YGshMEzdjd Ok il
ther pDfsElBlst dh ¢ Ok dif)s2y 1 WBsdzlizdy dz
B2 dzh O Y M tsedz@tcH Bts2 " dz" O CEBj2Iskzd3j dz
[ ) dz PESPRze stodls d3' dzjiDEA OOBBdzs G' dzH |
fswr zHO (j¢ B ' dh' Mje'L ©OkdHIO) H
ELCj.tccdj dz
4 s dz d3j dzPRSOIs@tstc d Is d3' dzjDEA @decOOFHSIA® dzH j
Stedzj dzgi ' toleH' W B OM" dzH O 1y telgyQ Msjizte 'L vg j thisC
Cdzj dpHjjdze * dz'  Cted s s dzts ¢ Iz QR dprikitouC g0 H dzO W
Ctodf sEDEOPB" dzH.jsM’ dzH O2 h OBOdzr ML G t5'
T AZSQAL e BON T dzr BlsOtUO b SH gtz SHEBEE" dz, YOy C
1996 yrdz hryyOQudz fzsdHDE] @O ¢ j dzj fi
NOLHY:Jdg 6 82" 3O, BUd SMr CjLed HJ2'
flj dz° dgH' BdztsCIlsr hdWte”

IDEA Odzc tstc d I6dsB digdd S HitejCIsjte BhasCIsOr
¢ czoOh yr ~nOBOGHT W MkOlsdmMisdSC Odzr' Yy Mmdf Ols|
LT odzH Qs €t dz' e tsdziz YOyJIs. SN -NO R B dzts €
CedfssctcOW dw dzr y Odzé stedIs d3H * YL jcey Of

NS0 0tedzO2 H T .
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IDEAOd&E stedls g’ dzgHj podzfy' L €' dzlslsjte > p dzgj

IDEA OczG sted Isl@8BAfHSj § €' dzls Y tsdzH Ode’ dzOH ' .
Bl BS " deHHECtedgORB Sbizh ' dz €' dzls "L dgHT OF 3 jls¢
dbhry ypdzj BSEOLDO Mp2Sjf SCjdjl' dz hdV¥ tedz
1288 dlsls* ¢ ¢ dzlsls' , C' dzlslsjteH ' 2% tzOWO K dzH
10%) hdWtedzOkE YOy jls BB dzOH' . IDEAN ©2 dz¢ ¢ lezls
YOE' gL J fj IDEA dyji0 Qts r CtedflstscteO dw dzr )
Msde Bj &z YOOt S jdzj ' MdfOlkOBOEOLMR] dz )

-h O Ofis' Y tedzOk §' dzlslsjdz yr 27 dz ¥ D dzj
splzj dzn * ;

-h Ohr gOIPEZD Oh Y r Hjtej Sl toH ' VW tojts IBjdtdsH * v
pdls' dzf bofMmjte jlsjH".

g8 4 YL W (Xdej@da) ) b dgjy 4 2 &3y [JanfgdnMassgylDEA
HdWW jtoj dzyd Odzu * CtedflssctcOW dwdz vy Is Oz
Bjto' Cls' dz' ¢' dz Odg' YIsOk ®BOYMOI" dzh® OOz
s dzOte BOtCIls' ¢ hdwWwt' I©sympdgs 6 'HAgW W j dzd day
CtedflssctOW dWwdzr v IsOd&zHOEZDO Bjt' Cls' dz ¢
Bl BS ' dz j S J dzIDEA f§ELgfyjldsls * daj d3j My OdzG j B te O«

s OB " dzdzQIHG - O dBiham) ES' Lejdz BO2d&Ody My O
CtedfbctOW gw dr ¥ IsOdzn Qlir S elsdg) cdzodisicds jO MBlzj &
26, 44].

dbL ©OLZdHIOK IDFREr sk Wodj B ' t6 Istsdz
B OMDEA Y s dzH O ddQuosls Isiz h OBk" dzH Ote B Ofts. [ Gjtc
hdWtenr OhEZurw GfjtOydw dzOt MOdr ¢ dzslk
s5fJjteOydw zOte MOdz ds@zz O Ous dz thdzfig@ ‘) d eegzd  J
[ 02 j gwilli®leie) OhE bpDH'f' C' dzslsjten’ Istsdz y
tcOkzdzH "IDEA OB 'l BH o] T [ BISEMO . D HI il bRt
tcOlz dzH * IDBAO@" ' dzH T . [ nuh'd SCshHks@ meL
BdzsS SOt HO @Y dzizls 'Isdzj H' 3 D dzj 2"'©fizH ©® Y dyvr d@ '
Y"tO2Hr 2007 3" dzDO Jjw yOyfmr hOoBlzr &z B O
Y D dgjc Oz dzH IDEAEOtL © O@BHT [ 7,

IDEAD dzf§' " Ldzls s j t6' dz' W 11 dz§ j dz € dzOfils Oter B O
C'dzls sMr ¢ zOMpy &) ) OsOBzdzS 22 ' dz, C° dzkls®
ftesyj HetcOzOte BOt. sDL ' GG ZOyr klsoO ¢ j dz

1.22+2%+ 2% udU W jtojdzydOdzn' v CtodilstsctcOW v
C' dzlslsjte. wie' Slsj dzG j dz 281 ¥ 6 @ gp YL Cci0jfipdn r Cdalds,
Ctojls' dz' dz @l j bGjitc Bz j dz N OB DEAZH '™ W
Okzctstedlsds' d2 W ELcjteliz &z "M dno. kv
Mp2¢jMsjtedj Okr M’ tkH O

k" =aAk",
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B" dz ij owfy to dzOkz deB@,lpicdmiOz dzgH IsT ¥ €' dzls dze &3 t6
¢ dzOY Isr  Bpowzd BN L aFOda@Retsdz Odzlst dzr y
NN2jifMm dHj) CjLHj Bjt' dzéjdz pazi' L €' dzlsls,
2.2%Mmr Lrylsr CtdfilstscteOW dw dzr yi st dEHoRAAPIEY
N OlsOIs dzgH" D' B O22 ZOdz' MY Odz €' dzlslsjteHj Isj Ml
3.2+ 2%+ 2% p dzfig' ' Lzlg I8 jotaf H  {D@widd@jagner ' fnr dz0 O dz
B Iz d3j toc O dfcr jtdmierang attadkS e dzj ¢ ' d3j dz IsOB ' dzD O dz.
YOOI dzH ' YIs' O@&Pylsio@As\ iy HsQ ffsts R MRHAMAZO H T
Ewhrord SOd&zOf jlsjH' .
cdzfp'CL' dzlslsjtoH' W s dzH O2 Il dzB 1} dPEA S dzOff
OkzéstedlsdE dz W Ispy tedBjdz & CtodflstsctcOW dn
MiBjiB' BOWd v GRPBEEjww ¢' dlslsjtc MOd

9.2.7. IDEAY ts dzH O dzlz

IDEAQdze stedIsd3® MOEZHO &GOS OMm" ¢ effgkis G s O
AN O | J Bdis@dedr 8@ @] | d H JSO®RE @i Y O dp®
zoJYgd O z o j?nO tadize, @D 23 D dejd=dzf HO f Olsj dalsls j c
11¢' dag’ ¢ dddegiaCypfytg ditf Oz w " dzn © ¥ bDdzaj (50
Csd3d3j eyd W dz' y JBIM YoM B OZOLHO Y dz
MediaCrypt2 005 " dznr w BOd" tc 0O2 " ddED NXIj ) dzd
( OdzO Oh YFOX) Ol W tcH " IDEAEBRIS Is2H,OdzD Odz Oz flsT
IDEAIsdf s yYtsdzHOdkzE 002 BOYIsOter

-¢COBjdz H" € sj d&zj HdHOtG, BJ2dej Stsdal j toj oz
yDdzj B OfMYy O-)Ibhdzjdz BPJREH SIS j eH;” h W itcdzOk

-Cdg! ¥ Clsktedz Is j toBjjddg 2Mds jdis H * Y O tayjr 20dz Y
CBBj eydwdzr vy OYyf OteOlsls' ytsteDOk;

-t H j O3, eskzls § o[ (Ainchporfipys Transfer Mode
sOMmr d30 dzHGzHdZzRG ts dp) Hjr ' r WSM Is § ~ dzyvcdzts@wfy r dzr
BO2dzOdzr f Mr L " ylsOter ;

- ZOLB® O tc

-OpenPGPH j( B yd ts dzO dzPGH v2.Qipzgz§ Is to ts dzH ' fshis
CdWdHj dzydOdznr dg" My Ofmr dzr w Y Odzf r ytsdzy 4 Is'

IDEA Odze tsted Is &3° ttOkzdzH IsT W ddzo Otcd Odzls T d3d
h dWtcdzO2 ISPYlzj dz' dzj toH Y tsdzH OdzgOH T . t Olkz dzt
h d¥ tedzOdzOIs™ dz B dztsC Ist w1l dz€ j 2lalstsirploidy’ G 921 de
Bdlsls® CH 'yfigMm dza " dz Odze stedlsdids’ v jtoj Chjdz Cls

- O dz OL BBEMO HO tw@FdHl" s P deHOIzT
fMswor IsiNfcdzj dzH * o kz

-OHHdIsdoals" 3 D dzj Bzdz! sdf dzd S Olsdols" t
hdWitedzOkz WizdeC ydwmr
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-C dzlsls' € 1 dzj o3 dalsisj toH " Y SdzH Odz2 dgp 2" dg O
BdzsCIsr IsiLk ELGJ telskz;

-hdtey © B dzteClSDB@IAEsdze " 3" ) ;" Milsj &

-Bdlsls’ ¢ OdzdsOMmiIsr ez o5j dz S jMsjdz' & Okr Mmis

r soOter HO CeteMmj s’ dzGIpEhH jOEEEjs te digmiz? € j fifs
" Oted W d3d Is  OOaz'tsAdIBES OdzG tsted Is a3 YT dzH O
Csdi3OdzH d3j Bt OL BW W ftesyd MstedzOteD O swlis
ZdWtedzOkz ¢ dzls' dgj dz tcOlzdzHIs™ v €' dzlslsj teH' E (

IDEAO &z stedlsdz’ Suhls' Oz&Bhdsmizd! Y& § T lsdz
CeBj2bk ©sfjttOydwmrdz YtdHOdk Oty Of'" dzH
s@Gd@rzOO yYyOwm’ NdIsC' dzf CIs’ BJ " C. 1 "dz
SOdzH OEZH"™ W HdWW ] jtej dzydOdznr DH' M’ dzj B

IDEA j dzH " 6" dz6 j dz2 Of § OteOlsisT CEBJ2IC"

j
h'dz

Ofr tZD0O B OD
Od0

dzj di3j j Of f OOIIsT Y YL jacy

2°+1 BsHEdZ BB2T d"O CEBj2bE BOOHO&&
BOWYEtOY ttof ddf®OdOET™ ¢ MOdz OtcH QEBJleIz
s jteOyYydw dzOtcH ™ Y tsdzH O dzkz YO>|,;lsls d@z' 6" 34 dz
Yty CJLHJ BODHGtGdzOded’Wtqdz(DIajgﬂjj‘th(ﬂﬁ@fdzclel
sOCIslsOte MOdz ¢ dzls Ddzfj M dWtedzOdzOIs™ dz H j |
DtB dzts G Is T hdWtdzOz IzOY Is™ dz dzOY IsT E dzh |
OYf OtcOIlslsT Odzz DO 3l i3S * dzH [DEA BBjjtdé jCHS' ' .dz' d

020tdr YIsO2 IsEds) dzv j Iskz sl o5C tydz.l 0 [ iy ®Qai
C' dzlslsjte Cd&zOMMm' B O.

93.CAMELLIA rrtrsuvrtrw zrRAtJ dbuvr 3z J1J Jsu
Lt rRUS w

9.31.CameliaOdze stedIsd3’" dz Y "tk IsOtdnAT

CamelliaB dzs S IsT  fyd d3d3j Isted W dz' Y MitsuffishicEde@riz O dzg
Colisf Odzdw mr d3j dz IsOODT B' to B j dz¢ ‘- ddippony Of tsd
Telegraph and Telephone (NTT)dzls™ 3Oy IsOfilsT vy j dz2 Yy " ter dz
Nh'edgdz ~Odzr YyOteOdzr v StodflstsctcO¥ dwdzr v BO:
spy ‘" tod B J-MAES B @R YO INTTECS to f tstc O Y Offpe tste d Is d3' d
"fr dgH 'sdz BO2YORHT W W dzOdzr &2z0 Elkf jH' [ 38

Camellia y" tcOMiIsr tolzh r &zOtcdialjod M 7T [ 2B dztsC s
CtodflssctcOW dw dzr y O dz¢ sMatsls dyl. @z’ DES BydStE Hshr r fiyr
fnd d3d3j Isted W dzf y Odze stedIsdz’ dz' W Bjte' Cls' dz
N MisOtr dz" v BolkkcMstyyDdggC IsT Ctedf ssctcO
Odze stcd sz’ dz' W' Pls Balmigllia. [ 2y b diddistyl fOdzr Misr ok
CjL" " dgH Cedf "y moOMmisT yisT sOBEZDO B t5 dz
Odze stedlsdsH jteH jdz j W > OYyMmr dzOteH ' OdzH ' 3 D (
dzgj 6" L" dgHj Y OWO hdWteH"™ Yy iteH' .
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9.3.2.CameliaOdze stcfis dy y " ter dz' o3f

Camelliai B " #2858 dd§ B dzsClsr M BB btedw &' ¥ Oz
C' dzlsls' W 12871824y DHRFEB dlstcdf SBEtOW W dz ¥ O
dzj 6" L " deH] ' ZHOGODESER cff @6 kOt ®dzr v O dzc
L'yddy it CeEmpnnG Piggaiz " [20]065 ] fgls jydg dz' " dz
Y Sdzn OOtdrs StedystsBE D dzj) L jEj Off tk CjL°
BEdH' td5OZDO Il B3¢ * dzvRijidackEOjdae jisHs'd,Is dss lziz dats @

OtglsT yhr dzr or. wuwtsdeg d@zgj dz Y OlsOte, tsMmr dzH 02 Y
3 D dzj Cijte" hdW¥ tedzOkzHT BdJSCIlsdols’ Y OMOECT
O ted3Oh r dzr vy HIS] € JQc'" dzolg jsttf j dz B jte2H | B B8dzO
ok omKpsimvix ZdWtedzOkz CC dzlizj dg' wzj
(Baumposannsix) CameliaOdze sted Isd3* dzv j b t6 Rl
OAHHBIX Y Otc Oflsr [9]: dz0 O dz
P -18 1288 (ds ¢ h W tedzOz ¢
Wi 224 hdWtedzOk €' dis' dz' w
¥ - ¥ nho ds
I 6 payinooe | ZzdWtedzOkz HI288 (lds € C' oz
dz"' iy O’ nh*d hPd¥ted
FLI YUt dzr &3 9. 11 MmMktejls' d
qutGdzOIZwa B' to' dzh '

iSkjteh' W §' ' f-GOC
JCIsj te xakzts s 2@ Oy d v
i2" deJlQB»Bﬂls‘lédﬁlslsQJudvyl
ZOH '™ .  u s 20| K]’ X' da

6B dlsls' ¢ jC' fMmEkss dzt
"dz MkBB SISOt hod
H' . ctc Odzsr tc Oz dzH
BEBSE ZdzC ydwfr d3j dz e ¥
YIsOD'  inklB ¥ HztikC ydw i) d
ZdzC yoaOty Ot 02 Istsdzr y
4 B8WDO tcOkzdzH IsT sSter
MkeB dzsCIsOtc tste’ dgH Ote" d3j

I 6 paynooe |

H
H
¢
Y
B
¢
E
fn
v)iv
w

brox 3aiungppoeannsix
(0mKpLINBIX) OAHHBIX

9.11f E te Cdmellia
hdWiedzOE Odze
Ylltsr ozr d3r
HSHOdz2 Cj2 d2 HjtjSCIsjtH W hrorfp ODOt
YidWi2ls' dze j dz C28dzlfds' Qv dsjlepy dzezH figdzr dzOH T .
rdted €lsj toH" Cjt' hdWiedzOk C j128pdridy € y J v
CiMm dH " Hjt" Cjt' tjlsfjdz VYsdzH Odzg" dzOH T .
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1K Ctt ©OLdHlO fMtsd K EY
J

|
©Ok dizge & G" dzls 6 s € G j f

F Y ts dzH CldEONslz dz€ ydw iy oz dz E
xor tsf jteOydw fr d3j dz sw
Y8527 dZOHT (9.12 mMiztj!

OV D" dzH O MkBB AZsCIsOtc St
Camellia h dW tcdzOkz O dzc Ft
9.12M kz t& Lémmellia WikdSydw i dzr v YUter dzr o
h qdzOkzHr w B' S j dzls' t6' dzG j dz.
Y"tef ozr d3r
9. 13 MmMiBwjle'jda O st cz B dzsCIsOter

- LN A

"IE '\"‘H

ko sy =g‘i'>
- ST
_.é.;-bg q‘( b
KT ®
\ 4

T) :C"_'/

9.13fM Iz te Camelliah d ¥ 6 ZzOk O dzB ¥ bz dg® s iz W

FWdzCydwdy v ptejCilslsjtc' dz Is' LBjCIsj2ds L

1Y OdH'™ Bjdz EWH ] dzj Is' oorts f Jet@'Cng dig din €8 edz
Cif' dey'sipsdztste’ dzH O ZOH T .

24HOd Sj2' d OdzH ' 6B s €1 jdeo@safffiigdsy wz
L' dgH' € BEd dagjH', ©dF W Dty O2Mfmr i € j
BdzsOtr ) Je'sd HEY. j 6Oydw Ot yYOw®02 Iksd y ¢

3utSHOd EQDBl8Z v Il Lxords jdgiGapd e CE d3j &
B' o' dzaj yYGs¥'T Sjdzjf' jtejyjBjdz S’ dzH OkZOH !

Vi=X A X A, Axg Ax, Axg;
Yo =X AX A X, Axs Axy Axg;
Yo =X A X, Axg Axg A xg Axg;
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Ya =X AXxs A x, Axs AxgAx;
Vs =X A X A X A X AXg;
Yo =X A X A X A X A Xg;
Y, =X A X, A X A X5 A Xg;
Yo =X A X, A X A X A X,

B'"dz Yxpéey y D g€ ys E WHJ dujLis "dem dijoe? Sdg' fiy S ° o' My
hrorf dadzH j t6° .

AgtswUr dzH O 1L " dzH ' dzj toH ' Y OteOf 0.24B @s2-O dzdz0
SO5..8B02IslsOtr di3gj dz tste’ dz Okr Misr P MO Odz
CJi2 dz dzplsd 848 ds®? ISOHQdey C zPteB MeB 8 K t©° dzj

F ¥ 2dzC ydw " dgr M odzr v BODHOtdzO®BOM" dzr v
Cjdzls' to" dze j da.

X =F_IN"*Kg;

t1 = X >> 56;

t, = (x >> 48) & MASK;;

t3 = (x >> 40) & MASK;;

t, = (X >> 32) & MASK;

t = (x >> 24) & MASKy

ts = (X >> 16) & MASKy:

t;= (x >> 8) & MASK:

tg = X & MASKGg;

ty = Sifty];

t, = Sty];

t3 = Sta];

t, = Sy[t4];

ts = Sts];

te = Sylte];

t; = §y[t7];

tg = Syts];

yi=th MMt Mg Mt Mg

Vo=t MMt M ts Mt Mg

Ys=th M Mg M s Mg M g

71 PR CRAR VRAN FEAR CRAN 0

Ys=t Mt M tg Mt Mg

Vo=t Nz M ts Mt Mg
29¢



7R CRAR VRAR CRAR CRAN Y

Ye=t Mty M ts Mt Mty

F_OUT = (y1<<56)|(<<48)|(%<<40)|(%<<32)|{/s<<24)|(%<<16)|
(Y7 <<8)lys.

r soOtr HO Cjdzls' 6" dzG j dz B O DN PR da3 P dz
B' sk’ ¢ Odzplpd@psdg'tcOydw i 8,508 niagplze § dz.
Okr Mlsr o B dsSsOr , tdkOte E®Rj dH] Mdf Ols|

MASKs, MASK;,, MASK;, 3 D 03JASKog Is "Gy IsT dzOter 9.8 Cjf
Cjdzls' o' dzG jdz (tsdz Odzlsr dzr ¥ b deH j 6 B j t6' dzG
9.8 Cjflsy

MASKg, MASKs,, MASKss Y b d8JASKisls nt6 @3 1s T dzOteH ™ 6  Bp dzH

vuUtcO3ls [ pbdzH j to
MASKg Ox(ff

MASKs, OXxffffffff

MASKs, OXFFFFFFFFFFFef

MASK 55 OXfffrrfffrFrrrrrrfreef

9.3.3.CamelliaC " dzlsls' Cjwj2kk fesyjHkzEO

st dzsls' ¢ j wjl28s192 dgOB AR Isls' ¢  OdzmBky r b

C' dzls' Kzj 820> § siIs fn O dzr B Ots Cjwidk:
L' dzH' dzj 6" dz ( Y BSODO"™ HO CEteMmjls' dzd j
YOd& §lsOfmis’ thkHO. 1§t ke j dz f sy

CiLJVYHjteHjdz BEWGOHT

[ v OdzH Kzpjda dzKr 02 dzf 3O dz"r dzOtcH ™ W d dzd yd ¢
Cijdzim" Hj2 Gtr dzH OdzOH " :

-1288dlsls® ¢ K| &zK,KkED; dz

-192B dIsls” K 648 didlsls j dz nh L' dgH' 6 BEdZ dzj
JCjKz'yYOdzr fIsOMmliIsr tOH T ; nNh " dffblsngd ' ¢z &34 dzpd
KrY Odzr f sOfjls™ tcOHT ;

-256B dIsls’ Kj € dzp BKg #zb djq.H " :

9.5 B BOdB d Is "L T dgHT OF B Otc K: d W te dzC
0123456789abcdeffedcba9876543210K,. X b dgKr 0O2 dzf d©zOdzr dzOteH
Odzr YIsOk YOyJls

Z4dh . Bz dW tcdzO K '"SL' rozgH I2BB fdsts dzD O dzH " Y Is O dz

K| =K =0123456789%abcdeffedcbha9876543210

Odz
Kr = 000000000000000000000000000000,Q0



9.6 &iZr O dB dIs "L T dgHT OF B Otc K: d W to dzC
0123456789abcdeffedcbha9876543210abcdef0123456789fedcba9876£54210
KLY D diRO22 dgr d30Odzr dzOteHO Y jOz" Y IsOk Y

ZJdh. BzdW tcdzOEK"CL " delfsH25@8' fls B s dzD OdzH ' Y Is O dz,
BE Az dzj H' Kz dzjy OYs W K, )y &Yy = 0123456789ab
cdeffedcba987654321f) K, = abcdef0123456789fedcba9876543210K |
O2dz' 3Odz" r CjdzjMm' dHwBDdZH' OdZOHT

K. = K; =0123456789abcdefticha987654321)
Odgr ©2 dz" @3 dzr M
Kr = K, =abcdef0123456789fedcba98765432:10

9.7 i3r 19O dB dIs" L T dgHT DT B Ots h d K:itedzO Iz
0123456789abcdeffedcha9876543210abcdef0123456789 3 D dijr @ -
dz@ ZOdzr dzOteH'™ Odz" yIsOkz yOx4ls

ZJh.  BzdWtedzOEK"CL'r ddsHT9®B ' fls B SAZDOMzH T Y Is Odz,
BE Oz dzgj H' (K ts dz ts tojlsRyy D dzj sWK)y Gy =
=0123456789%abcdgf K, = fedcbha9876543210 K, = abcdef012345 6788
KLO2de" d3gOdzr ipr € j dzj My d3D dzH ° OdzOH T

K. =K ||Ky =0123456789abcdeffedcba9876543210
Odkr O dzf di3ZQdzr M
KL =K, | |K, =8abcdef01234567&%3210fedchad876

B" dz X33 toH jMOdedz W ddzo jtepdwmr tfjteoydwm’
KL Y Ddidr O2 dz' d3Odz' dzOteH ' Odz' Y s 280disEO'we ¢
Cdzls st © OXdel 3@z tpPtHlsj dzj H I "dz B0 Ot" |
EdzS ydwenbzidd dzz fsj dz tste” dzh O dzOH T (9. 14 Mkt
LKLAKr B JteOydw der W WdzmdS dpvfig™ dzd dz j € t6 ]
9.16 fkztjl), sde' ¥V @ wzisdajh s @Yy zj Ot
Y sdzH Odz"™ dzOH T .

2. G dzH " dzD 5§ J Oy dodztsy j teddoylsfd Hn" foldj dig
YE2T d&ZOH T .
3. s'dzls L oded Y zgERls " QB dzezPtoH T F Y tsdzH C
Izszucf fpr Is@DT jJ ¢ tojls Kh©O&uD dgOdz@pT dz 10

HT

=N

—~

==
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4. [exdg BREEdlsls' ¢ €' dslsj tsH ' Y tKezH O dzfnC
02 dz" 3Odz' M dz J Md § Is Kl xovsHjidsQy dfvdn ' IKE EdiB] 6 °
Y8527 dzZOH T |, usOpmIsiEfly'j hHOY Is™ dzOteH T Y ts BzW B%zkz 3] dz
ydqwmr &gj dz2 EWHJ dzj H'

K Ky

9.14fk e CtmellaO dzc stedls s’ dz W C ' dzls S jwj2lsk {1t

Hy. .c.st tcOY Is’ dzOter 9 .dbls "' Qej e jj i dgHigidz CQdzls '
CeEteMmjls' dzé j dz) .
9.9 ¢Cjifmlsy
Hy. .slsutcO3Ilsr &ZzOtcH" 6 Bp dzH j tc*

vt Oy [ Ddz v"teOY | D dz
1 a09e667f3bcc908p Hy 54ff53a5f1d36flg
Ho 9670j8584 tsg 10e527fade6821t; ¢
t3 c6ef372fe94f82he te b05688c2b3e6c1fg

s dzslsjj@j Tlskn' 6 BOMSOfar CjLjOm™BOUHC
sMdsj dgH § € jdzls' ' oz j dz

D]_ = (KL N KR) >> 64,
D2 = (KL " Kg) & MASKGsy;
D2 = D2A F(Dlv Cl):



D;=D1"F(D2 &);

D]_ = D]_/\ (KL

>> 64);

D, =D, (K. & MASKGy);
D,=D;"F(Dy, Cy);

D1 =D;"F(D2, Cy);

KA = (Dl << 64) | Q,

D; = (Ka ™ KR) >> 64;

D, = (Ka " Kg) & MASKGs,;
D;=D;"F(Dy, C);
D1=D;"F(Dy, G);

Kg = (Dy << 64) | D;

kwy = Ky;

ky = (Ka<<<
ko = (Kp<<<
ks = (K <<<
ks = (KL <<<
ks = (Kp <<<
ke = (KA <<
ke = (Ka <<<
ke, = (Ka <<<
k7 = (KL <<
kg = (KL <<
kg = (KA <<
k]_o = (KL <<<
k]_]_ = (KA <<<
k12 = (KA <<<
kes = (KL <<<
k64 = (KL <<
k13 = (KL <<<
k14 = (KL <
k15 = (KA <L
le = (KA <L

CdLd vwag i3 Mgeydds Gzj 4 "kaziy b i,
Y CE dedmReszC IS OkegjsdRkiste € E

C' dzls' dz
tc O Iz dzH Is "ky
HSCBHISOtT

0) >>> 64;

0) & MASKg,;
15) >> 64;
15) & MASKsy;
15) >> 64;
15) & MASKs,;
30) >> 64;

30) & MASK;;

45) >> 64;
45) & MASKs4;
45) >> 64;
60) & MASKs;
60) >> 64;
60) & MASKy;
77) >> 64;
77) & MASKs;
94) >> 64;
94) & MASKy;
94) >> 64;
94) & MASKy;

ki7 = (KL <<< 111) >> 64;

kis= (K. <<<111) & MASKs;

kw, = (K <<< 111).

o Skopdzls Is j telzls Is
IsE d3j dzH j

1288  Is

C g dzls’

Cjwj2bk
' dzg j dz

B

o
C



SEd3j C128Bdlsls' ¢ ¢ dzskjte hdWtedOkzH'T W B
HjtejGClsjtoH" OO0 Otels Zkwy,il h '©eiz- 'y el @EZOmM O dz € j
sjte' hdWtedzOkz CjL " deH] BdzOte S jte' tojlstf j dz °

64-B dds ¢ teOkzdzH Is™ W, ..§ 'kigzlsHlsjjtdg) CIsj toH h o W
tcOkdzH s Otcr dgH © Yy tsdzH Odzg' dzOH T . sjt' hdWtdo
Y sdzH Odz" dzOH T

zdWtedzOkz ®4eddsizdj CE d&3j M ‘ke § b dédieisHLtc
Wikd€ ydw dazOter dzgH O  Ykis ozo @Gkfyy dFRIHWY Iz dzCQudf W dzOte ' dzt
sjte' N dV¥tcdzOBABUgSL C digsGE" © C ' keglsisoj dfe, FL
WiEd€ ydw dzOter dzH O  Kels|daHdggh dzFLi0OE dzG y dOdazOte ' dzH O

192y p d2i56 Bdls

le = K|_,

ki = (Kg <<< 0) >> 64;

ky = (Kg <<< 0) & MASKsg;

ks = (Kr<<< 15) >> 64;

ks = (Kr<<< 15) & MASKy;

k5 = (KA <L 15) >> 64,

ke = (Ka <<< 15) & MASK,;

ke, = (Kr <<< 30) >> 64;

ke, = (Kr <<< 30) & MASKy,;

k; = (Kg <<< 30) >> 64,

kg = (Kg <<< 30) & MASKy;

ko = (K. <<< 45) >> 64,

k1o = (KL <<< 45) & MASKy,;

ki1 = (Ka <<< 45) >> 64;

K12 = (Ka <<< 45) & MASKey;

ke; = (KL <<< 60) >> 64;

key = (KL <<< 60) & MASKg,;

kiz= (Kr <<< 60) >> 64;

Kis= (Kr <<< 60) & MASKg,;

kis = (Kg <<< 60) >> 64;

kis = (Kg <<< 60) & MASKg,;

ki7= (KL <<< 77) >> 64;

kig= (KL <<< 77) & MASK;s;

kes = (Ko <<< 77) >> 64;

keg = (Ka <<< 77) & MASKy;

klg = (KR << 94) >> 64,

k20: (KR < 94) & MASKM,

Koy = (Ka <<< 94) >> 64;

K22 = (Ka <<< 94) & MASKg,,
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kos = (KL <<< 111) >> 64;
kos = (KL <<< 111) & MASK;,;
kw, = (Kg <<< 111).

SE 3] C128B dIslL " Czlsls jte h dWtedzOkZHT w B to' dgh
HijtejSlsjtoH" OO0 Otels Zkwy,il h '©eiz- 'y el @EZOmM O dz € j
sdte' hdWtedzOkE CjL " dzHj Ot Cjt' tjlilstfj dz °

648 dds ¢ tcOkzdzH IsT K, ..§ kegzlsrlsijtdg) CIsj toH h W
cOkzdzH sOter dgH O Y tsdzH Odg" SOH '™ dzH j s J tedz®td W € dr @
Y SdzH Odz" dzOH T
ZdWtedzOkz ©4BLddsdze j ¢ E d3j S M ke, k& 'y dzlstgsj Rt
IzszuchdzOthdZHO Kes kiepy @ ddggsdzPLh W Iz dz@Oglaf v dzOte " dat
Jte' hdWtcdzOB4B Qs LS dfg d3d € M ke, k& '>dzlsikpj FE
Z dz¢ yd "Hd2O ty'sdizH O dke; k@i b degy Gkt z dz€ yd v dzOter dzH
zdWtedzOlz  tehsy Ky qdzhdgs ©2 dzf dzOdzr dzOte € j wj

=W ==

¢ dzls L' dzgH' dzj te° ted Is' dzH J Oter Y Ote ©2

(L' dgH' dzjteH' YdzZHOME twjls' d3j dz2) Yy SdzH Odz"
1288 dlsls’ ¢ C' dzROonm'jdglsi m'" W yOLOW" L, C

CEdzj BH j o' nh " dz 9.11 ¢jMmlsj dg

1288 dIsls* § hq’wtede)I:KL,CKRdKls,xb‘ldigB'dz
02 dz' BOdz' zOter dz € j dzj 25’ ze j dz €' dzls ¢t
3 dzH O dak

le KL
ki pDdg |KasWw Y OY ybpdzj Msdz y OY
ks Ddgj | [ OY ybpdei Misdz XOE¥<15) O
ks Ddgl |[J W Y OY bdzj fMtsdKasi<€lp) ¥
ke Ddgp | [ W 3 OY bdzj MisdKasi<€BP)
k21 Ddgl [JW YOy ybdzj fMtsdK<p) 3

kg gtsdz Oy HKS&xKB3)Mmr (

Kio JY YOy yK&xk60n’ (
kuYDdgh |[[W 3 OY bdzj MisdKasi<€6P) ¥
ke Ddggy | [W Y OY bpdzj MisdK<ON) ¥
kisY Ddgh | [ W 3 OY bDdzj MisdK H<€OH) ¥
kisYDdgh | [ W 3 OY bDdzj MisdKas<€O¥)
kX Ddap | [ W Y OY Ddaj fasta s{QI1)

Kw2 Ka<<<111

30z



9.11 Cjflsj

192y b d&p68 d Is Is" (il tc RO izl g 6" Kig, Kr, Ky ¥ b dis
02 dzrOdEs’ dzO te@ jozlzj 2 Is ‘Sz cdgisdz * dzH ‘tedi jlstd ‘dzH
S sdzH O dzlz

kwi Ky
ki Ddgl (W %Oy ybpdzj Midksgy OY
kel Ddgi [[ W OV D dzjlsfntz@iGs<€lp)
ks D gl |[J W %OV »bDdzj MtsdKasi<€lp) ¥
ke Ddgp [ [ W 3 OY bDdzj MtsdKes<€8P)
kX Ddgl ([ W %OV »bDdzj fMtsdKes<€BP) ¥
ke Ddgh |[[W YOY YDdaj MtsdK s<&p) 3
kuXDdgh | [ W X OY dgoxidy fMysO Kis<<45] te
kes Ddggy [ [ W 3 OY bDdzj MtsdK s<€6p) ¥
ks Ddgh |[[J W % OY »bDdzj fMtsdKe<€6P) ¥
ks Ddgh | [ W % OY »bdzj fMtsdKe<€6P) »
kizXDdgh |[[J W YOV ybpdzj MsdK<ON) ¥
kes¥ Ddggs [ [ W 3 OY bDdzj MisdKasi<@N) ¥
ko DOgh | [ W % OY »bDdzj MtsdKe<€O¥) ¥
knXDdgp | [ W Y OY ybDdzj MisdKa<€O@)
ks D Ogh | [ W Y OY YDdaj MitsdK s<@INl)y

kw2 Ka<<<111

9.34Camelian jtej SlsjteH' hdW¥ttdok
Camellia® dz¢ st d ISt HzazBydw fmr

CtbtcOkdzH sOdz € j 2 ' Bk WiktalrCdzpdOdiP ls ¥ Qi dzj fi°
Ste” ZHO2H' (9.15 fktjls) :

R=RA((L&kg )< <¥); L'=LA(R|ke,),
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l B dz ) jlewgddd EWH] &
L R fMize B dztsC Is ' w dz'C dz'tew iy f
¥ 3 D dz§ sw 3 Oy
[ & ] H) |k, (DY O2fr fr dor 328 K
T syod® hrorfy dspde

3 D dzj sw 3 Oy
v (Dtey ©2Mfyr Myr dz" w32 B d s
+ keeyxpdggr FLW EdS ydw
L' R' 64tc OL toW H Is "ke; Ttsdids Is) Oy
sw NIORY BE dz' d3H J ©@ZC

915 fk @amslia® dz¢ sted | Is D Iz ji @zH 3% D )
FLW b dzC ydw fyr

<<< 1 fMsdz YOYYO B' 't BdISJ el ' &
™ p dzjand CEBJ 2 Isdzj) BBPipdzj ¥ EfMkz) Bdlls® ©- dzsc d
yqw dzOts.

FL Wk dzC ydvw fmr df v OpeddgdfPme @ow  §fjoHEEC s
CEtefmj s’ dzej dz

var Xy, X, as 32bit unsigned integer;
var ki, k, as 32bit unsigned integer;
X1 = FL_IN >> 32;

Xo = FL_IN & MASK 35;

ki=ke;;

ko = kex;

Xo =% M ((X1 & ky) <<< 1);

X1 =X ™ (X2 | ko)

FL_OUT = (x; << 32) | %.

Camellia® dz@ s tc ISt Waliz o y W fiyr

FLIWEdS ygwmr € dzj MO.WHER G PH Y Is Oczo Oz

L'=LA(R|kg ); R=RA((L&ke)< <H,

L d R




B" dz ) JLtoHDjdE] E WH J ¢
M dsClsrw ¢ ' f
3 D dzgj sSHOY B E I
(ptey ©2Mmr mr dzr ¥32 s"'d.l
L'y b dg] hrorf dpdz
3 D dzgj sw 3 Oy
(ptey ©2Mr fyr Ozr 2 Bl
ke, Y Dddjer FLI WEkde€ y
IMhe (mt(;(DLto;WHlsr ke Mt
¥ OY pdzf W XOY
MOdzr dzO ils2,2y oz).

916 )tz @mBllia® dz¢ s te d k
FLI W 2 dz€ yqw fir

FLI WedeSydvmr d w 3" f BOODHOLEZOBOM' d
CEtMmjls' dzej dz

var yi, ¥» as 32bit unsigned integer;
var ki, k, as 32bit unsigned integer;
y1 = FLI_IN >> 32;

y>= FLL_IN & MASK 3,;

ki =ke;

Ko = Keg;

Y=y (V2| ko);

Y2= Yo N (Y1 & ki) <<< 1);

FLI_OUT = (y; << 32) | y.

Camelia@ dz¢ stedlsds' dz' 6 Ok’ fis' ttk B dsCIs

dkr misr teEBHAZIYE ' toj Is' dzn j| OZEGOBEP’S fglicts s XizH
02 d3H ez o34 dals s iMifdlsjk HY-EZzUA daf®dgj dAO!
Iz dw dzOter GRt?®) dzOWOiEzS Yy W dzOteH ™ W BOGS
d j 6§ deyd OdzH Npdzgj MmrLrylss Y Ilsdd30dz
d jzak j ¢ j dz 3 OY fiP9]. ¢Blzir dirpls' r digd EHAZtYG T nh " d
olststcdzOte WhkdeS ydwder v tsfyr Isdfr dz WSWYHOHT
Zsecr dizOdz bt hrorf Bdblrw BEM f tsdad o
s00Ote’ HDtej Y4 M’ BOts HdW W jtjdyd Odzn Ote
r2r dzH Ols Ofi MSB dztsC Is Oter dz' W D te hrorfy B O
sSdzd des 3H Oter dz" W HD@BJlgji¥n" HIPY dz@Rorlststc dzOte
dzls j toff 5dzv y quzfvr@OdzEES&Iziztsllsttcdsz C e’ M’
rorfmr dzHO yYytsfmr 3h © sO0OT i8¢ OW W ddzH T

GF(®)' h' GB@sSlsOt" d W EL " dz lsOBEZHT yr 27 dzH (
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b stedlsdH] kel Ok Mlsr Sz ..BSscEn " gsd

B&zsCIsOtH™ W B 't B ' to' ddg’dpr " Bd@Aadzr BI20 tde B3
BsCIsOdz dBOIsj &30Isd ¢ Odzr Y SItedzj dzH " 6z OtsY
Ctedf sstcc OW dw dz' ¥ Q REcttOMOB'HR MHdQtgls § Of
Y OH T dz' Ndzj BBH J 2 8B dztsC IsSU E telsy s dzH O dzlz Yr f
HAWWJtej dzyd Odzu * CtedflssctcOW dWw dzr'yL H ' I€£AsdzH
Y BOOtdzOIsOH ™ .

bk Misr ok BTG E®2AISIsr Y L' dzi' dzj o' dz
EWHJ2H' :

-S, 0k mMis' iz, ypodzeid L * dzH " dzj to' dz EWH ] 2 H'

-S, 0k MisT tcla, EE®EH ] 2 H '

-S;0k" Mis' tola; Fg®WEH] 2 H '

-S,0k" Mis' tla, WG ™2 H " .

Camellia Odze stcd Isd3’ dzH J Okr mMisr tokz BdzsC IsOter
Ofmr o O yYyB2" dZOI™ dz SOZOYf sOtr dzZO Ispkzj dzH '
Ofmr ter dzz 31 BE ' dz, Mtsdz” &3 dz Yy OlsOte € j dzj Iy’
a3l 3¢ ° dz:

-0kt Misr tolz B,02ty iy Isdpr Y

y=h(g( f(c5A x)))A 6e, (9.12
B"d&z M3 w f6]J Sdz Odzls' dzf yaylddigOy I€" deOtlB); D
hrorfm gfdwpdPer YOO 3 0OLBOZOAZOHT
-Okr Mist oz 6,02ty ¢y Isdgr Y

y=S(x)< <F (9.13

S0k T Bl SR dlsd Y

y=S(x)> > (9.14
B"d& yjtH] >>>1 B'te BdIsCj] ©Mfgr yOYYO Yy
-0Okr Mist telz 6,02ty iy Isder Y
y=S(x<<H. (9.15,

Az dzS frdjvte j Slsjte BO2IsT dz SjdziMm Hy2 Isitedz

b=aAa; b=aAa; b=gAaha; b=aAa;

30¢€



by=a,Aa,; b=ahAa; b=agAa; b=ahAa,

B" dz aj é&m@g D dajé bg C'"t'fM ypdej NroOr M d3p dzH
AzdzC g™ dBpdedz W Bqlslsjte’ dz € dzj ' Hg 2

(by+ba+ba’+ba’)+(b, +ba+ba’ +ba’)b =

_ 1
(B taataa’taa’)t(a, taa+taal taa )b

¢ Misr btk B BES BYEAS GF2) ' " ' digp j whd W
WEdCydwmr dz0 OW W d dgHlifj YIS azcfin] ARE@PYESS " e @a
St dzH OO W 'O2 Is™ dggp'dz0 B A ' b Cjdzjfm h Otsls
YOdzOD OllsOdzHj & GEEBLtdZ fiylsZj Wk dzls * :

b+ 6% +b°+bH*+1=0,
Odz
a=b238:b6+b5+b3+b2

a'+a+1=0jVUHY O®RPOOIsIs OdzH tizjo EEEB E tiz' M) dzH j ©
L dzj d3g dazls .
ANzdzS ¥ dzj ' bitedzj dzh ' telzdzj toH ' tSte’ dzgH O2 H

b=a;AasAay; b=aAa; bi=aAa; b=aAa;
by=a,Aa; by=a;Aa; b=aAa; bh=gAa.

S, Ok' s’ Bl B dz5S & X GeHjUd25EP 22 | t2' dzts dzD O dz
Etedzj SYY.dd2) JjMmjtdlsjy, 9. 12256pigs] i)' @zklo
B 5 dz@29].

9.12¢ j s j
Ozt M’ tokS; ekdztEH | t6

0|1|2(3|4|5|6|7|8|9|a|b|jc|d|e]|f
0]70|82|2c|ec|b3|27|cO|e5|e4|85|57|35|ea|0c|ae|dl
1|21 ef|6b|93|45|19|a5|21|ed|Oe| 4f | 4e|1d| 65|92 bd
2 |86|b8|af | 8f |7c|eb| 1f | ce|3e|30|dc| 5f | 5e|c5|0b| la




a6

el

39

ca

d5

47

5d

3d

do

01

5a

d6

51

56

6¢C

4d

8b

od

9a

66

fb

cc

o]0]

2d

74

12

2b

20

fo

bl

84

99

d9

4c

cb

c2

34

e

76

05

6d

b7

a9

31

di

17

04

d7

14

58

3a

61

de

1b

11

1c

32

of

9c

16

53

18

f2

22

fe

44

cf

b2

c3

b5

7a

91

24

08

e8

a8

60

fc

69

50

aa

do

a0

7d

al

89

62

97

54

5b

le

95

el

ff

64

d2

10

c4d

00

48

a3

f7

75

db

8a

03

e6

da

09

3f

dd

94

87

5c

83

02

cd

4a

90

33

73

67

f6

f3

ad

7f

bf

e2

52

9b

ds

26

c8

37

c6

3b

81

96

6f

4b

13

be

63

2e

e9

79

a’7

8c

of

6e

bc

8e

29

f5

f9

b6

2f

fd

b4

59

78

98

06

6a

e’

46

71

ba

d4

25

ab

42

88

a2

8d

fa

72

07

b9

55

f8

ee

ac

Oa

36

49

2a

68

3c

38

fl

a4

=0 ([Q|O|T|D OO |INOO(OT|M~|W

40

28

d3

7b

bb

c9

43

cl

15

e3

ad

f4

77

c7

80

9e

T €663 D dz
S, 0T
E todzi 6 mB3d&Ez(9.15)E tedzj G X digy ddds Hi dfigH § 2 ° dz

9.

12

I mids

¢ Mlsjlsial 'S QResy "Me 'HiyRBizdz s ' t6 0lggOH
Y Otc GfdB 8 dzO dfe@lz dfndz ¥ t67 dzOH ™ .

dz(9W3) edpmizgz § J;dEd. 1edlz

filsr

O’

tc Iz

B dzts g r

Ok’ Mis™ ok

B 15 dzD O (

¢ j fls(j Sizj 1te3 619 OBz 2Ot ‘B t5 d&ZO H

9.13¢ j fls §

k' Mis' tokS, B j 6

4

5

6

7

8

9

a

b

c

e0

05

58

do

67

4e

81

cb

c9

0b

ae

6a

d5

18

5d

82

46

df

deé

27

8a

32

4b

42

db

1c

9e

9c

3a

ca

25

7b

od

71

5f

1f

8

d7

3e

9d

7c

60

b9

be

bc

8b

16

34

4d

c3

72

95

ab

8e

ba

7a

b3

02

b4

ad

a2

ac

ds

9a

17

la

35

cc

f7

99

61

ba

e8

24

56

40

el

63

09

33

bf

98

97

85

68

fc

ec

Oa

da

6f

53

62

a3

2e

08

af

28

o0)

74

c2

bd

36

22

38

64

le

39

2c

a6

30

e5

44

fd

88

of

65

87

6b

f4

23

48

10

dl

51

cO0

f9

d2

a0

55

al

41

fa

43

13

c4

2f

a8

b6

3c

2b

cl

ff

c8

a5

20

89

00

90

47

ef

ea

b7

15

06

cd

b5

12

7e

bb

29

QOO NO|OA|R|IWIN[FL|O

of

b8

07

04

9b

94

21

66

e6

ce

ed

e’

3b

fe

7f

c5
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a4|37|bl|4c|91|6e|8d| 76|03 |2d|de|96|26|7d|c6|5cC

d3|f2 | 4f 19| 3f|dc|79|1d|52|eb|f3|6d|5e|fb|69|b2

f0|31|0c|d4|cf|8c|e2|75|a9| 4 |57|84|11|45|1b| f5

e4|0e|73|aa|fl |dd|59|14|6¢c|92|54|d0|78|70|e3|49

-~ 0D (|0 |T

80|50|a7|f6 |77|93|86|83|2a|c7|5b|e9|ee|8f|01|3d

9.14¢ j fls j
k' Mis' tckS; B j 6

0|1|2|3|4|5|6|7|8|9|a|b|lc|d|e]f

38|41|16|76|d9|93|60|f2|72|c2|ab|9a|75|06|57|a0

91| f7 |b5|c9|a2|8c|d2|90|f6 [07|a7|27|8e|b2|49|de

43| 5c|d7|c7|3e|f5 | 8f |67| 1f | 18| 6e| af | 2f | e2| 85| Od

53|f0|9c|65|ea|a3|ae|9e|ec|80|2d|6b|a8|2b| 36| ab

c5(86|4d|33|fd |66|58|96|3a|09|95|10|78|d8|42| cc

ef | 26| e5|61|1a| 3f |3b|82|b6|db|d4|98|e8|8b|02|eb

Oa|2c|1d|bO| 6f |8d|88|0e|19|87|4e|0b|a9|0c| 79|11

7f 22| e7|59|el|da|3d|c8|12|04|74|54|30|7e|b4|28

55|/68|50|be|d0|c4|31|cb|2a|ad| Of |[ca|70]| ff | 32| 69

O O(N|O|O | WIN|F|O

08(62|00|24|dl|fb | bajed|45|81|73|6d|84| 9f | ee|da

914C j s j dz' W 3 Odx

0|1(2|3|4|5|6|7|8|9|a|lbjc|d|e]f

c3|2e(cl|{01|e6|[25(48(99|b9|b3|7b|f9 |ce|bf|df|71

29| cd|6c|13|64|9|63|9d|cO|4b|b7|a5|89|5f|bl|17

f4 |bc|d3|46 | cf |37|5e|47|94|fa | fc |5b| 97| fe | ba| ac

3c|4c|03[35|f3|23|b8|5d|6a|92|d5|21|44|51|c6|7d

39|83|dc|aa|7c|77|56|05|1b|a4| 15|34 | 1le| 1c| f8 | 52

=D |Q|O |T|D

20|14|e9|bd|dd|ed4|al|e0|8a|fl |d6|7a|bb|e3| 40| 4f

9.15¢ j fls §
dzr M’ oS, aiyatigH j to

[of1]2[afafs]e[7[8[ofalbf[c[d]e]f]

30¢



70| 2c| b3 cO

e4

57

ea

ae

23

6b

45

a5

ed

4f

1d

92

86| af | 7¢c| 1f

3e

dc

5e

Ob

a6

39

d5

5d

d9

ba

51

6c

8b|9a| fb | b0

74

2b

fO

84

df

cb

34

76

6d

a9

di

04

14| 3a| de| 11

32

9c

53

f2

fe

cf

c3

7a

24

e8

60

69

aala0|al|62

54

le

e0

64

10

00

a3

75

8a

e6

09

dd

87|83 |cd|90

73

f6

9d

bf

52

ds

c8

c6

81

6f

13

63

e9| a7 | 9f | bc

29

f9

2f

b4

78

06

e7

71

d4

ab

88

8d

72| b9 | f8 | ac

36

2a

3c

f1

40

d3

bb

43

15

ad

77

80

82| ec| 27| eb5

85

35

Oc

41

ef

93

19

21

Oe

4e

65

bd

b8 | 8f | eb| ce

30

5f

c5

la

el

ca

47

3d

01

dé

56

4d

0d|66]|cc|2d

12

20

bl

99

4c

c2

7e

05

b7

31

17

d7

58 61| 1b| 1c

of

16

18

22

a4

b2

b5

91

08

a8

fc

50

do| 7d| 89|97

5b

95

ff

dz2

c4

48

f7

db

03

da

3f

94

5¢| 02| 4a| 33

67

3

7f

e2

9b

26

37

3b

96

4b

be

2e

79| 8c| 6e| 8e

f5

b6

fd

59

98

6a

46

ba

25

42

az2

fa

=D (|0 | T OO |INO(O|M|W|N|FL|O

07|55| ee| Da

49

68

38

a4

28

7b

c9

cl

e3

f4

c7

9e

z d % o daOjiz? flsfj daize OdgI28Ejdes S
c

192- 3 D d2p6B dds ¢
MO2FLdpD I W 2 dzC yd W dzOter

31C

128, 192

D; =M >> 64;

D2 =M & MASK64,
D]_ = D]_ n le,

D2 = Dz n sz,

D2 = Dz N F(D 1y k]_)
D]_ = D]_ N F(D 2y k2)
D2 =D2" F(Dy, ks)
D1=D;1 " F(Do, ki)
D, =D, " F(Dy, ks)
D1=D;1" F(D2, ke)
D1 =FL(Dy, ke);
D2 = FLI(D 2, kez),
D, =D2"F(Dy, ky)

iz d %O dzOls ' 6

128

3y Ddg56B dlsls® G

BdIs

I dzn T dgdr

Il FL
I/ FL

040otlskz

nOBOE jC' &j

c

destc QI dzHdl | dz,
Zlbtg @iz daHstsjtedzn O dz@its O Iz dzH

Y BdzH Odz" dzOH " .
¢ dzslsj te
BOODHOtodzOBOd&zOteH" W ffMmjoHEEHAISOWT

nh-

dz HJte
IseE d3j dzH .
B Mdz



D;=D1" F(D2, ke);
D2=D," F(Dy, ko);
D;=D1"F(Dy, kio);

D2 = D2 N F(D 1 kll)y

D1 = D1 N F(D 2, klz),
D,=FL(D4, ke3d); /I FL
D, = FLI(D,, ked); /I FLI
D,=D,"F(Dy, ki3);
D;=D1" F(Dy, kua);
D2=D,"F(Dy, kis);
D;=D1" F(Dy, kig);
D;=D,"F(Dy, ki7);
D;=Di1"F(Dy, kig);

D, =D, " kw3; e s6Yr O04dotlslz
D]_ = D]_ n kW4,
C=(D,<<64)|D.

1923 b d2p6s d Is

D, =M >> 64: lz 4O dzOls' 6 T0BOt jC'cj BMd
DZZM&MASKG4;

D; =Dy ™ kwy; I dzH ™ dzgdr OYOtlsk

D, = D, ™ kwy;

D2 = DZA F(D 1 k]_),

D]_ = D]_/\ F(D 2, kz),

D, =D,;" F(Dy, ka);

D1 =D; " F(Dy, ka);

D, =D,;" F(Dy, ks);

D1 =D; " F(Dy, kg);

D, =FL(D4 ke); /I FL
D,=FLI(D 5, ke); /I FLI
D2 = D2 N F(D 1 k7),
D;=D1" F(Do, ke);

D2 = D2 N F(D 1 kg),
D;=D1" F(Dy, kio);

D2 = D2 N F(D 1 kll)r

D]_ = D]_ N F(D 2, k]_z),

D, =FL(Dy, ke3d); /I FL
D, = FLI(D ,, ke4); /I FLI
D2=D>"F(Dy, kia);

D1 =D; " F(Dy, kia);
D2=D,"F(Dy, kis);
D;=D1" F(Dy, kig);

311



D2=D"F(Dy, ki7);
D;=D1"F(Dy, kig);

D, =FL(D4, keb); /I FL
D, = FLI(D 5, ke6); /I FLI
D, =D,"F(Dy, kig);
D;=D1" F(Dy, kao);

D2 = D2 N F(D 1 kzl),

D1 = D1 N F(D 2, kzz),
D2=D,"F(Dy, kaa);
D;=D1" F(Dy, kos);

D, =D, M kw3; e s6Yr O04d0otlsiz
D]_ = D]_ N kW4,
C=(D,<<64) |D;.

98 3" MOdR28 Bdls" L™ dzH " DOteh d W tc zQ L dzlK:
0123456789abcdeffedcba9876543210 z dW @dzO dzOIs™ dz: MOBEOfte
0123456789abcdeffedcha9876543210 t Ok dzH s TV dzlsIs | seb dzj
h d W tc dzCRdEDeC@IB de™ Y.Is O Iz

ZJ" df OddzHy C ! dzlsls j te

ki, =a€e7 1c3d55babbfld;g k, =16924079589256¢;

ks = a2b3c4d5e6f7ffeg, ks = 5d4c3b2a1908009%;

ks = eleaadd35f8e8t#g; ks =2053cafc492b5738;

k; = 79bdffdb97530e6g; kg = 8642002468acf135;

ko = d7e3a2d248142bf ko= 00123456789abcdg

ki1 = d169240a795f83df5; ki, = 6ae71c3d55babbii;

kiz = 1d950c840048d158 ki, = €26af37bffb72eag;

kis = €57e2495aBc70f56, kg = 56e9afc745a49028;

kw; = 0123456789abcdef, kw, = fedcba987654321@,

kws = 492b5738eleaaddg kw, = 5f8e8b492053cafg;

ke, = 56e9afc745a4902g, ke, = e57e2495ab9c70f5

ke; = 97530eca86420024 ke, = 68acf13579bdffdk.

Z d W tc dx@diD B ©667673138549669730857065648 eahed3

9.35.Camellian jt6j Clsjten' Cjt' hdWtedOk

Camellia O dz@ tste d Isic ' teds jCB j &1 N d W tf (k@20 B t3fe ez 2
St dzH QEZOWOYY | 2 I deefpifiplz dzHC joag jols thizisdizn O dzlz a3 dz
Wodzq'

kv, h € dalgp SIS o HIDMP IR lsHz® O dg@HIEjj o' ' dzh
kg " h € del§'tej ST UWDD O z@Odg dzOH

-hd W tc zO@lz dzH Is Qs 'ddsisQ)jtds | Is P jsdizH O dz'klz@uki !
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“FLYDdELI B¢ j tOydw zPw] A0 ddeiojlastfir * dzn ' dzj te
MsHkOMEZE 8 ke WH | R Bz Ody QB @Y L ' dzh-' 2l By
JCJ B jte dzp B B O TCQ diej @s 1 iz

ZdWtedOk ypdsj Cjt' hdWtedOk CjL' dHj O
Y SdzH OdaRHOBEON T dzf YIsOte 9. 16 Cjflsjng Cj dzk

9.16C j fls j

ZzdWtcdzOk X D dgjdz&xlzj &' jhed WdzH | Ok dzHIsT Y X D dzj
Y sdzH OdZBH OB BRON r dzf Y IsOte

ZqWwdOk ¢ dis' d2 6 S Mdzj d

128 B(dls 192dzj 3BH B dIs
ZdWtedzO| sjte' hdW ZdWtedzO| sjte" M dW
kwy kw, kwy kw,
kw, kwy kw, kwy
kl I(18 kl k24
k2 I(17 k2 k23
k3 k16 k3 k22
K kis Ky ko1
k5 I(14 kS k20
Ke kiz ke Kio

916C j M j dz2 W » Od

ZqWtedzOk €' dzk' d2 6 € Mdzj df

128 B(dls 128 B(dls
Z W tcdzO ZJWtkdzol z dWwtdzO ZdWtdzOol
k7 k12 k7 k18
ke ki ks kiz
k9 k10 k9 k16
klO k9 I(10 k15
kll k8 I(ll kl4
k12 k7 I(12 k13
k13 k6 k13 k12
k14 k5 I(14 kll
k15 k4 I(15 klO
k16 k3 le k9
k17 k2 I(17 k8
k18 kl k18 I(7
kig ks
I(20 kS
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ko1 Ky
I(22 k3
I(23 k2
I(24 k1
key kes ke, kes
ke, key ke, ke
kes Key

9.3.6.Camelliay Oz § ' L H" G

Camellia Odze sted d3' dz' W BOMIsOY yr s OdzelzO Iz T
St dzgH OzYP Brizsted Isdzdz’ W Mr o r ylsr ypodgi" HgWW J
zO0 B2 IsC e&ztc®js' dzc j dz, MmMtsde” A3y dz Yy Ols Ot Y
dBifMm HAWWJjtejdydOdH OtGH " Y sdzH Odzkz D O, B Iz
DH' "' dzgj, YY" dykz " OBE'" dzhH Otocrzdz@zHOded2jO. B ' to

CamelliaO dze st d Is d3° skzteOdzr Bjdze' dz' MOtOYHh
BdzH T . cts Is Il tc dz'Cameljiar B=MIOBECH OS ted §f Istsc tc O
Bit' Cls' dz' 6] a psgezcH' Oz jiimzinti ‘dz2 B J € " IsiH"

-Camelia¢ jL GCjdzejdz Ispy tedBjdz € SHEilstse
Ctocdf sslsOdzH O 0O2 BOODT dzH OO sl B j ¢ j Nz 0
HT

-Camellia jw Bjtt' & LOBORZOEL hdWtedzOkz OdeG 5

CamelliaOdze stedIsd3’ dz' W tj MzteMCEdZj d@3BH " @ dz ) C
MOoOfhr dzOte B " t6 ' €' tcHj B SdzZRZOH' :

-Camelliay " dzn OWRIR(daelOdze sted s B dzgj dz Y j W' dzj Is®

-Camelliay j Hjdz ypdagy { dzgj ceBBlsSDlzZj dzH'® H OH'™ DC
SOtHT YBWHT .

SETf L j tols@GapnddlidzjGalze tste d Ismiglzfigd' WH j dad j dz dz" fr
YN teGe ' 41t QiadzH s Ot MOdz oL, Msdz’ 3RO Ots
YD EBUFLIGY j cOydwW.dzGstgjrdigi ' X " 3" MisOteHr O2Isr

-Camellia 9tcOkdznlsT Yy dz" gy OMr dz@ h 0B2%® dz 3 G
SOWHOd&ZD Odz Oh r Y 2°todsl tidrQitc  tBiisjdi@y W @0t d3 ]
HT Msdz N jtH] OdettedIsdiH "’ Oh ¥y N0 ddm Offpr
NOLOBHT Ji3ifm JCid BJdze dzj daj H®

-0-tcOkzdzH IsT Y My Otels™ &zoOdz HIW W jtej dzyd Oz
Camelliall-tc Oz dzH IsT v dzg" My OMr dz0 h OB k' dz 3l B " dz

-Camellia 9tcOkdzH s Y dz" My Ofmr dzO Ctsdzdzd L d W
" T dz dz0 O AR @Y O dzitzO o2 @ § w2 3hmidjtc dzQE i
cOydw dBBe'dlsls’ ¢ ¢ dzls) 2" YisCOUHIO datz Odigj fiRjh © Y &
N DAY W tedzOk 1 j OByd{le s ¢ ‘(dzls) P8BY j Is;
Bdds ¢ C'lsOBdpHas ™ v dz@fiy Qify T 'dAQ dzr dzH 24 sz
SOWUHOd&ZD Odz MR BYydY Y Oy 4 Is;
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BN ABS ' dz2 jBjf HWW jtej dzyd OdB©®mz dzp 8! '
BN i3S dz j d&3d M HAWW jtoj dzyd Odz 14 Bte O kixarOlslz, Y
dz' My 00 h OB Lk' dz x Ofp@n m iy k6 ds2dsif % 1R juod W
YO Jls.

Camellia© dzo Oh yy Ofiplzdg X Oy ' dz dz" My OdzOtcH " IsC
mMdtcj ¢ ¢ jCamefid P OkzdzH Is™ y Odze stedls 3’ dz ( O
Cj2FUELl s jteOYydw &zOter Bj dz B ' G J , B' 603
04Otz MO Gtjuarez OB " dzf Y tsdzH Odgr zDOdz 3 " d3F My
h 2820h r yis 'dsiz FPe W e Ok s jteOydw yYOyjls.

CameliaQdze sted Is d3° N OdZOBO OtedzOdzOtedzj dz OY
h OBk"™ &zHOte CEL Y OteOM" dzgOdz HO L jtelslsj dzH'®
N a3 lsOte B j dz@ ' dz'

-Camellia § O2 HOXZOdZOIST dz Y"Olslsr dzr y B2 d
Y S5tc0DOdp0 O%zE L Y ONEOSIEF ed@dy Ok dz" W j €' dgh* w
nfyr dgf ZDOdz OdzetstedlsdH jte N dgHj JjwW Oy
B'toc' dz2' W OoalststcdzOter O21Is0OH " ;

-Camelia Od&ctstdlsd d2 v ¢ odzls Cjwj2hkk
Jtoj Ch jdz' Clsj to' i 2yHEOHRORIERASIS "drtz ¥ " O @ iz dz'dzy B
||fr]r er.dZHr

Camellia NESSIEB Q2 Y O™ dzr W y Jw' d&3f OL NESBIESSted Is (
BO2YOzr CdL " "dgHd EBSC L ' dzejdz L jtelslsj Ezdzj t
Ctedf sscteOW dw dz' ¥ Bjte' SIs" &z 6" d3gj dz B O2 dzO
Odz" YIsOdzDOdz > sy . Camealla O decets to Us@Y "dHISIO Ok o |
sOB'" &ZDOdz Y, B' tcOY B"dz Odzgtstedlsdzdz W
Y OdzoOMOIsr dzr¥ B J dzg ' dz' .

1 OY" &ZOk M " OylkOw©r ypdai lOYM tods

1. DEAEVHjdg &tsUz CE dzj O3 , hgdgWwte ¢ dzls' dzg' W
C' dzlslsjte' dz w CEdzj &3 Y OdzHO27?

2.IDEAtcBPdzH IsOte MDD dz" dzj h J

3. IDEAtc OlzdzH s Ote™ dzgH O Y OdzgH 02 Y Ot Of ©O2r &3 ¢

4. IDEAtc Oz dzH IsOte™ dzH O H jtej S Isj toH ' ELGjtlsk
sfjteOydw dzOte Yy tsdzH Odz" dzOH T ?

5.IDEA tOkzdzH sOte" dzH O Hjtej SIsjteH"’ h d W tcdz
YOt Of B8F j 50O ywty ddzO@dP dzOH T

6.IDEAH jtej CIsjteH’ hdWttdzOkz CjL " dH] t©OkdzH
Odze stedIisd3" dz Isiify' dgH ' 6" W' L .

7.DEA Hjtj SIlsjtoH" Cjte' hd¥ tcdzOk CdL " deH
Y Odzr ff Is g tsteslef Isd3’ dz Isiifp' deH ' 6" W' L .

8.IDEAQOdzc stedIsd3’" dz2 W OdzDObLIPB @fgJsOdzilsdagu)y O
s' L BJ ¢, K 35824edr05ca00d7b 3dbe8c96a2948e d W tc dzOkzH ™ W
4 deh tOkzdeHT M dz tOkzdeHIsTy ¢ dzlslsj toH
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9.IDEA OdzG sted s’ dz W Cjte' hdW odzOKP (iw Ok«
1.9 Odz' Y sOk, |G tdsOzdiphtsdz® Iz HO * kilsds 4ctigs, s j W
k§2) k(3) k§4) k(5)

= 97bge, "2 = 452, = 5aBas 2 = 64b5g ki) = 6bd9s,
k) = 00d7;6 ki) = 94016 k(P = 17284 k{P = 10566 ki?) = 0820,
k{® = 1c7qs k{*) = 5e38, k= 14bge ki) = 6229, ki) = b3dhs,

k{®) = af67,, ki?) = 0354,
10.IDEA Odze stodIs B’ de' w Cjte' h dWtezOfh(i ¥ tOk
1.9 Odz' Y sOk, jcejte hdWtedzQdn  liius @ddggh Is' v

k$?) = 97bag, ki = 4526 ki) = 5a8ag k3> = 64b5s, ki®) = 6bdgs,
k) = 00d76 ki) = 9401 ki?) = 1728, k{P = 1056, k{* = b82qQ,,
k{3 = 1c7q4 ki*) = 5e38, k{® = 14bge ki) = 6229, ki) = b3dhg,

k{®) = af67,, ki?) = 0354,

11.IDEAOdzs stedls B’ de' w Cjte' h dWtezOkfhi w tOk
1.9 0dz YOk, jejtt " dWttdOkzn' K ©odddgH s’ v
k{? = 1afee k¥ = 8035 ki*) = 3370 k{¥ = = 1266, K =
142416, K7 = c7e86 k{®) = 92d4

12.IDEAOd&ze stedls 3’ dz W S jte' " d¥ tcdzO h(i » Ok
1.9 Odg' Y sOk, jcjte hdWtdzokn' WY woiagH s’ Y
k{?) = 96a2 ki* = 192d,, ki*) = fa32, k{®) = edf4 ki®) = e50Q,,

ki") = 05cae ki*) = 820he, ki*) = 3704

13.r¢jte €' to' iyl =BJ55BLdELgebaa Is j vts daiDEA
Odzc stedlsdz’" dgi dz B to* dgh* M W tcdzOk tcOkdzH " dzr

Zolsdy jfm' dz2 Ode YlsOk. zZduWtdokrz kP w3Maplz dzH s
kM = 4cdag k(") = 1050, k() == a00d.

14. IDEA Odzé stedls B’ dz' W B ' teMALY " to "t ciinr T cled' v
Zolsdy jfm' dz2 Odg YOk, Jjojto wdiur 46b9dc" ' dz
f{) ==4000, ZdWtcdzOZH'™ U tcOLk dzkil = yb3dg kKidis s j to
= be8Gs.
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15.IDEAO e steg s’ oBj dz HjtejSlsjten' h dBtedzOk
' OkdHlsOw € j DOl apiis O)j= ctioghy D =
cb10e D{® = 0936, zZ YW tdzOLH'™ W tcOk dkil = 37045, dzls s §

K9 = 17285, k{®) = 035@4, ki?) = cf6fy

16. IDEA Odzé sted s’ dz' W h dWtedzOk € j LMAW' dz' v
Y rtazor i)t dr W S te' ) HijtejSlkjt' dz Ody YOk
Okz3OMIs’ ol dzp KXY 5 atmidis XV Is j5e2de, XM = e77a,,

XY = 1c2d
17.CamelliaE WH j dBjdss Cdz § E dzjffds'te C ' dzls' dz' w € E dzj
C' dzslbjte’ dz' W CEdzj B Yy OdzH O2?
18.Camelliatc Ok dzH Is Otc M Odgr dzi M j ?
19.Camelliatc Oz dzH s Ote™ dzH © Y OdzH ©O2 G jteOydw dzO
20.Camellia HjtejClsjtoH" h W tedzOk € jL " dzH j
Y Odzr ff Is @figitsrtsteslrf sd3" dz Isiifp' dzv ' 6" W' L.
21.CamelliaS E 3j ¢ ' dq3j dz Hjtej SIsjteH" M JWtedzOE O
22.Camella SE®Rj G Bjdz HjtejCIlsjtoH" Cjte  h
snfm" dH' te" W' L.



10 SOOk

dberR[TrUtRID StRIUGJLILOARCS 3D
ZRATS Qv rnBr] 1 w

10lvot RM3 rc1 [ WrLRMICS Ot

ry €' dzls*® BOte CtodflsscteOWdwde w (0OMmd
azj tc) dH j VW dzOter O Yyip dzj Is lIDTH "déplssjjte * Tz d3j
s*w hjh' 3 dz YOttOMmIsr tOd3" L . [ fr i
tedejdz" ¢ d3pdz B Ots.
te ' dzh
0]
(0]

o3 =

=Y i ECL sidgtte' v Is § te H10]. rnjOdg’IsHOjze © D
ZzOdzzh r dzr w EL " dz W y"fdwmEeEL"' BOt |

00

H

HOwOdz"r  EL " d W jM' & & (y"qfdv j dd
d wifeel® U Jeus'B.dz§ g3@&J " Hj: jejt Y"§fdwmEL
C' dzH@, MOEEEO® MY OMY 2 dz@ Yk, Odz MBsH
Bicjte YOfmMys2 MmMdk yJjd d'w x1u12jd ¢ o
0 tsdz Els] Y02 Y OMOEZDO mtsdADH Y)s O Uz"
Coligf * s Isj toH § Y"fdqwmeL HjtoH " B uUnAREEEZ Hdz
B dzz@AHIO?2 "2Ar 3HOMIsT ez YOy Is.

[ € dzgh ‘pELBBET dzr dzO 2 Otqfir' D B3 ts oG diyj ' dz'
COHdBdzsS Ol stedzOtcHT W f O2HO BBdzkz"™ d3j dz H O
Yr27eflsC §gzL HJ COHBdZEC Otste y"fdwmeELH'
H"ter ff BtsdzO," M tizHzOE PO O2 B Blls jidz'dz ¥ j toH
CJdzi ' ftosBdz B3O H O2HO BESA&ZOHT : Y fdws

2 B Ots
JL

S0 T X uS

FXI<as FeX
o,

ﬁ_:
TR

" BJte' dzjIs' dz BB dzDOdAzH T Y Is Odz, Yyomy
Yrqfdw e tdgi® OdzOHT . "ustMisQUdz' O 'Odizr 7 C
OdzH" dgH O X 5dzOW u & Wixf@ U@ dz H ZsC OlststcD Oy |
YO2lstz®f to* dzj H " .

6N " dgfhjOfdzH* dzD" DO "y MmOM ypdej YOhT YIS
CsfBf ! s Isjtedz’ € yJjdz2 dzjteHj HO2HO BSSEOHT™ ,
Y "tz L dzH § . CHJjIlsj MmMiOdh OdzHT™ dgH © B Oz
MBsO0dz €2 "  d2 vy"fdwfmELH", B' tcOYy B O2 dzOdzg'
YOMYBY dWiEmE dzH * OdzOH T .
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1 e’ dze' Cudz BOtdz v M f tetsB dzj 3O dzO
YEdZHOdE®R  dzj H' . [fM' JjMmjiflsjten BY tehy 0 Isds
W k2 dz€ y gorerway function j dz' L H j dzé | dz.

10.1 OdX3kBBG.Cls' CEeEf s’ CWsly dzOgal W IsED jdal O

y = f(x), (10.1)
sdz nh*' dz yoal &zur WkdzCydw BOte
x=fy). (10.2)

Azdz2C By ORKY OOROHT, jejte (10i1) ET
Y Otc Of Q2 jdf , Odz (101 RS jedipRf S toj Mzt
Y SdzH OzRezOf jlsjls' dz SnteHjd jMmif, d& MO
100010y " ogr i " Misj k2 X' dzr da

ljte' z6jdz Odzr YIsOBO WsdB3OdzH' jd&jfm. 1
Odz’' Y sOd4OMm8,046] I[sOB L d&z0 ®BEEOH Y, dgOydE@is’ '
¥BOOt HO S jdzls' 6" dzG@jdg S dz Cls' .

1 ey Oyl WEdSydwy & MOd twjls' dzvj $j dzj

y=a'modp (10.3)

B"dz Yt j2B ' t6 302 MOdz (woded YOdznr yfr
BE A dai §122)pol}Cefls' ¢ dddke Bl IS' dz T
502 IsT A dS yd W

n =—,Hd ongod te (10.4)

BjdzG ' dzjdzgjH' ypdzj HIMStejll' dseOtd% & H.
[W YOy LOBORZOEZ] CoBf! sljtedjtH YV
iMifljkzr® yr 27 dzhH Olskz 5128 ddig, dz SO IS Ak * € EzdDjy
MOdzH Ote Y sdzrv@dg™” de@HB'j .H | N d° BOMYOHO B' )Y
Y 5 dzH O dzOeRr fiicH Iz dzC yd v te@Ble? 8 0 B H B E dzj &B' dzH j &
Y Mg @deH Otedgj dz 3 " d3" i " Milsd 21" .
bdzH" Bjdz (10.3) BB2' dzh O jMmifljk Njls
JCézqoz' dz ¢ e'tfpg Enjcge Ldz | M § sdzlz B @4 5)@@aREHADO
B s HT

a'® modp = (((a%)%)*)* modp,

wodzd Bjte' dzcjdz Wiz @OQ G dzyY OH QD AOASOA . B | A
S jteOydwvdr v d O ket CEBj2bk ]t
YOdzfr Odzetstedlsds dzj 6 L HJ dzG § da.
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pzested sdBH* M@t O@EZOM" dz j (L Qe L
YO®Qtodzr v dscOQtedWdsH jte jC&'  dz' € BSSAEROHT ,
CetemMylsfj2d3" L) BINIS" d2 BEd &3 dzz wOdzH Ot Y ¢

a,a’,a*,a®,...a% (modp). (105)

DOOEH®. 5) Dt MOdz Odzre'delisti 'z dzi O dgHT 2 " €z
CEjB2lIsEdzj dz Odz" dzgOHr C E tgfipjtdgi &' jhde' dw j €' dz' € iy
Y OLOdB L :

X = (X X1€ X Xo)2-

4 Sd OZmo@pnOdzr S jdzjMm' Hi2 jMmiflsjdk d&idg

t X|QI
y=. Oa modp. (10.6)
1=

1 Otedzr v | figisfsla zldzzj 8527 dzh O tSter dzH OdzOH T .
1013 MG ®mod7jmMjflsjkz YOy jls BN d.
t=[log100]=6B Otc. DOlOK (10.5) MOdmHOte’ dz j

(10.7)

rodzfr Y OODHO2HO S jdzijfm' bDH' dz

101303 n ddHIOz. 3 ) | MJ §Isj zdzj toH) wed §y0 Issr Oddeor GO
DHBfE2 " dgh O jMiTlsI CjL dHj CEBRMEERE fj
Ofmf OAHT .

rpdzi dHli®. 5) Y OlsOte O daHSCEtw jdB Isizfy jYfAsijdls , |
BS2r dei @ fIsj 2C e j2dsznjidz Cef Jjd3ifp (¢10. 1
=[log x] " Owls" fdagdz] OxJ ©pgdz dz § M § Hp dzpdzn j dz
BOY " dZHOEZ DH"  dz jSEjdg IsktcOdzr yYtster IS’ dzgH’™
[ M€ J.tofistdr YOt 02 € E tddn@gisH Eag'ls * desP 2 ,dzh O
Miflsjk Cgadlalgrnt] Clejt€mjlsC  hilsjtc’ dz Y sdzH Odz
ODHO2HO (10.3) Jifmifkik CjL"' dHAl ofgE BR -
ff ©O21Isr dz &z O2IszDO B BEZOH' .
DO2Ir W3R tC ydwder (10.4) ifmifljkr' v tsfy
BJd&e ' M'L jCjidg dz ©O21Isr ff € jlskzc figfdsg’ dEOWH Q
Hpk SOHQ A" é Ols OmzO'Isf sl #e'" telz2" W 1 0. 2 sOte Ok H

d§ Olsls OO KT O ds@ Biipzj WAEEO Oy jlsj '

d
)
o]
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ndzS jteizs j L °
CEtMjlsyd3 L,

dzH J
jcit

(10. 3)

Wz dzS yqw

t© Off!

Y O2 s d3H¢ sz dzt aj@w @3’ .

20HQ@M®BH Yig'dzh Odzr @farj ' dzolsdj dz OdzO®R L (1
10.1¢ jisfg
stk Yypdagj YO2Is dBH' WEdSydqwdy JMmjfdls,
ey OL " dzh O] (10. 3) (2/AfHp (10.4)(2Qﬁ541
BJ dzG ' Lig! CEBJAIE CEB Rk
12 2A40 = ¢ 2 A% 0
60 2A200 = 2A% 0
90 2A300 = 2A% 0
10. 1 € jfls jdi fozj ls25t0, @ Pd@rj ey M OdzH OteH Odz

RBsHEZdz HjtH'
Y O2IsTigHn g § Isj dzdBj 2 H '
CEBJj2ILjIs" &z Mk jtcC B+ s Isj tcH"’
Nh'Bdgdz Gy juls dz' d3H

UJ;Y.

Yy O, @iis ( 1j0nj4f)ls § &

Y dertQ dfi@izS y dsvddy 'O
90-B[jrdigO dbz' L0 IMEY iz dzH Is O

Jd &34 M) .
17 .

nht

dz

IsjL

Y Ote
#tsdzH O2

6 03°A1 6 AmQ,S .

U5y, F10®A0 =101 ],¢ .

w D daf’yr d&zH Odz. Ofls Ok

1 "HOdz

h O@Rd3 9t dzH ' Y
Codf’ “Isjod §

% D dzj

D Ot O i) It TEMAzH O
Hitf 2 dzOdzo Odz.

imMditdlik pH' Misjte' BJ dz¢' dz' ,1 SEZOEO B OXOdzY 'j
sfjteOydw &A@t 6@zl dz€ j dz. wtsde” Bjdg, (10. 3)
B' oy Oy lsr JjSjdg dz O2sz0DO BEBIAZOHT , B' lcOYy
(10.4)c Ist ey st IsjL JMmdfilsj dzdgi 2Is* dz' " €' Bk

[ fr sOOEHT W BOMr dZHO My OlsOdzOOdz B |
(10. 3) B' toy OV Isr WiZdCydqwmr dz ytsdzn OdzOd3" L
BOMY O B 'ty OYIsr Wkdtydwdse ysdzHOdEZzZODO BB

StEBY ! ¢l > O Y "fdqWMELHj®BH MOYISORH
hjh' & Y dfdwfimeLHjte BHdHjdB MOYlOdzdizO2 I

hroOHr,

nOdz

Y ©O21Isr

oBH T
Y 5 dzH

dMmd g
Ofyls’ to

Cogf! *sd

WkdeS ydvw dzOte+
BsdZMO o3Il &S ' dz j d3j ),
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A D dBF (t, & &)
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cAimod m=1 (10.19
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B sdz ©.
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5'2mod11 = (52 mod11)'* mod11 = 3'* mod11 = 4,
5'2mod11 = (5'* mod11)? mod11 = 9° mod11 = 4.

(S dgh ' Ispfy' dzdgj dz  j5M} thdsljliz = stgtsdzmzanHrBy 1
z" dzF 5§, 82A9 mod 11 = 45 mod 11 =

[oCHZgB Odzf ¥ ZOKBO Odzdtedlsd dzCEdaﬂGIdz(ﬂs?Jc
iMiflbjkze)] BodzOIT d& dz CeEteMmjls ks Ldz (10. 1-

CAlik Am. = 1 (1015)

My DdEL O® MOdz jCjdg dz jMiflsSy Odz
Y OLOd3" L

mA&i k) + cAl = gedm, ¢) = 1, (10.16)

B'dz Istsdzr Yy (10.13)2 dgoRA MzCGtg daj Gfyy, O"lsy Se
wtsdH’ YiE®ddm jMjflsjz ndl@skz wioddddzs, (10. 1€
hjhkz nh'dz YOdf' ZOBO [9CdzdH Odzclstedlsds
O2dzr RBOdzr df W BpdzH j o' Y ' L UYVsY NesRDROGIS 1, dzf fips
g ¢ de 1 dzj o5 dildzlssjte ‘BB dFOM S Is juds diEy QRlE'dz Ly jOus' O
Bz O, tmpHOBPOEj BB Odz yYadn@dydh G2 © dzh
{01, nil}Ceqfls' ¢' dgj dz Ocz' dgOH T .

10. 14 ' nip@itj nj §ls.j 20 112 O MOdz dzH O CE
iMifjkzdzjteH YOLE Lh" d&s Of" dz Y sdzH OO

] 11 0
vV U 7 1
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T V U 4 -1 gq=1
T V U 3 2 q=1
T V U 1 3 g=1
T V 0 11 g=3
d=13 3 D dagmodll= (117 3)mod1l1=8 O dzOH ' , 7''wnoddAd 8.
1 DIsdy § dz' 7 Adipg 1d 66 mod 11 =1
dphry €' dzslsWdeiedtf OWHLEO H T st jteOydWw dzOte
Bts2r dzh © HbDtej)yiM dz hr DOk, oteiydm dz
Y'rtedHjwmr OdzH " dgH O (10.5) 3 D dad (10.
DOt OMis’ & ddrOCiaiy Is d3H YOH" HO MOdzH Ots Y OIs

Otey r dzr HO YlilLj®H"™ OffntedD OOdm tsdzd Is d3dz’ W
BOODHOdZO®BOdz ¥ YllLjcEj OM"rtwckzDO ) OtO®ls' dz
O™ dzH©® € j dzj " WOCl CEtMmjls' dz¢ j dz HDtej
fMsdz YOYO yYyOteOfisr to" dzOHT, woOodaed C° M " Hjdz |
10. 3 OdgeostiejDsidfiPtalz "(tOw Y Oy lsOdz Mtsdz 3 Oy

Swiiwd Is' dz @),0 dAx@e., X{)XP.
Z 3W3 e Oz =maod. te

1. Y 1; Os Y

2. FORi=0,1,...,t DO

3. IF.-‘—lTHENIzY & moditg
4 s Y sk&s mod

5. RETURNEz

1 it dz6jdz Odze stcdIsds B sR2jrfdehtfds j (d4 Qdzjbs)’ dF rdz
nHh' dgd ¢ dzv ¥ w D ts disj eOydw mr dzOdze ¢4 2" dz C
Y OLOBOL 1 " MOdE dzx OD0 H O3B 5 dzhO LD O )

i: 0 1 2 3 4 5 6
iy 0 0 1 0 0 1 1
y: 1 1 g d d o° d%°
ss ¢ ¢ ¢ d8° ©* o J*®
Sj2B BOY@OEBHO G jdjf)' Odcstdlsd Isd‘ dH
CEteMjlsC hlsjte' &2 W Bdlljt' Mtk xO0ylkOd
N dzS § dedzp dze j v 2" da
1040kzc SteffsmBzd? B2 dz2" O H fipgdz j MO WA Odz 0
10y 0

Swi:wd ls' dz @),0 dZ&x Q6. XE)-xp.
lam{ pOdz =mad. 6
1. Y 1;
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2. FORi=tt1,.,0DO

3. y Y yAy mod
4. IF 5 =1THENEY Za modtg
5. RETURNEz

10. 4 Odestdls
nh' Bz= 100 I h ' miaey d
Dtej Y Jjdzjte:dz 4O

10.3 Odkestdldd v jfj
& dlsjtc0y@ORAE: &3O 0 et H
o

juny

i 6 5 4 3 2 1 0

1 1 0 0 1 0 0

v, 6 & & & & ° g%
[fr kO©WOEZHO Cjdk' ' dz¢jdz MOdzH Ot Is j t
CedfsscwOf dqwd ¥ OdestdlsdH jteH' Ybpdaj DH'

104.z¢6f Rt T 338t RYUJITOARCS] 3D rNEB[ HW

$.z OBd tc @d§ Shamif " M) dz' BO'AEz Stodf SSEtOW d W dz
hyOdzH ©O2 YBtOOXZOOdz OtedzOdzOter ¥ bpdzj Y " {§d
"t dz CEted3djcidz OHOWMBHOMW nh*dzg Ohry B
OB OtedzOte 3 dz O dzdzZOMEH T " Bjder G&ff) I8z tBlZ OO dafsl
Sdzh T d W ] dzdzdzOza] Pls scteOW W dzr vy oy u2ifm'
Odzr f sOfffs' LW ¢ BjtejH' , Odz R OBOtGH'
sdzH ORQ¥Bdzte Stodflstsy N2 jdz yYyssdzZHOdEZzHT SO
rn2jd fMdf Olsls ©2 d3p ¥ D ddj(BST zO @z8 M dzjfizls ¥ O
¥ Odz0 O dgfiP Bdis dzf d2lUB Ot Odzts dzj dzls* dzj sdz" W di3OL d
B' dzdgj 215" dzH j 2 WCHj®BG2MBYC J s @ wa GQOR  fipOndz
sder QO 'YBjtiH' . @isH OROERE ZOWH O2HT |, SC
Cjdzjfm' ' Hj2 BBdE YOYjls

~—< W 11 W %

edl,mad TQ)te 1. (10.17)
Il MOdY O MAPSO2H' Ybpdz) HO' B § toahsin D ezh !
D HglsOWHO2HT , td&Ote SjdzjfMm Hj2 BEdE YO
ezl mo di1)=td, (1018)

N¥Ddzgg BdZOGH™ yY"fdWwWHO MOYISO2HT

dtsHOdz 6 EL" dig" ¥nY @B OtM tzh Yy OH OIS Is O BO dz’
YsdzH Odz" f ' BN4wg(MMOdzr ¢jjts® dzHj Y Otc®inls’ tor
nOB Ot B' toH Jj dz M>tg j tas demj@iny,nn® BjGHg), 11 o dzj
OkHOtr dzOH' , B"up<ty j tytojdzjB OisdzrOYz € j 2" dg to
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m,m, &, 1z o ediYte @l WY 2 RS B 6P WD @z
(g,d)) N"HlsOter dz sOPA@BRHOUwH GXEHL N2 jd" W
ISE d3j dzgH j 2 H " . SDL ' teg" ZOyrlsls®O tsfr dzH ©2
mMdwylsr , fMOdzH OteH T ' Bdtelk nh' dztolpg isdgh @dz «
YU oW dzislsj toH ' Bd gz Il B d<tclog@uz @R H '
YOtcOMmist tc@@IsisOB3Odz" v Mdf OlslsOBOM" dz B jtej &3
120H.O8Bj dzj M MOdzH" JMifdlsj 2H"

f=M* modp, (10.19)
B" dz YM t&Hdgo Oh yr, d&pls’ dz
NDdujll Y BJ.tej H'
22 0H.0,d5O0dz, Y dzj M MOdegH"™ Mifflsj2n"

f, =M™ modp (1020

320H.OOdHT jMjflsj2n"
f =fi™» modp (1021)

NDdzj ItgdeB j.toj H'
420H.0O0d, Yj dzj i MOdzHr jMjfdlsj 2H"

fp =™ modp. (1022)
A OBfBdz] dzIB O tslzlzj dzls' dzi ' B tddn * C jhid Wdimdgo |
ftetsyj Miisj 6’ dzO G Mg dtf S aAsOW W dzr ¥ 112§ M
10. 2 Mmktejls' dHj SCEtMmjls' dz¢j da
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napavempa p

OIKPBINOS0 K0
— {’A
e,=g"mod(p—1)

OHIKPBII0C0 KioUd

eB:g”“ mod (p—1)

——

Pacutugposatite

awnupposare

Buruucnernue
— %B
c,=c," mod p

D opmuposarite
cooouieHua M

v

Bt,rlnelc.-vemie
c,=M"%mod p

Ilepedauac,

Buryucnenue
— of4
c,=c;*mod p
Onpeoenerue
M =Cy

Ilepedauac,

Buruucnenue
— o4
c,=c;*mod p

Ilepedauac,

—————
102zt ©@BitCBed f ssctecO¥ Jwdzr vy 12§ M dz

B OB tSdzj dzlsA Omjtslalzj dzls* dzj ' B
ftetsyj Miisj e’ dzO &g i G S ciac O
OdH' dgH O CEeEtefjls' dz@ jdgn j 2, s
1l OBtsdzj dzls' B BA&ZzOH' .

10.550 3 % dtz OB BEO s OBOM" dz' P Y OMdjlslsjts’

1) ¢, = M, WDdzd ROkOBOdE Il L jdadijH Gy’ ol
hrdgr dgj dgHj OdzOOh yr; R OBOte ' Bjte' dzj H'

2y OMY ©Wm @B Ot X' Bt dcjdg dz B’ dzj OkEO

(b dzj dadgre Bj dz, S gL in®E jdazjsfy'ls ' sl th)OjdzH T E
BN RS dz jSjd2 dz 0250 Cjlsj g L

n=kApil) +r,
B" dz ritamgd(td 1). )
HBdH RGP St i3OM (xUejnedp = 1) dev |

X" modp = X***" modp = (1*A") modp =
(10.23)
n mod(|

= X"MedP) modp.
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[ Oy"d@ZHOEHT W B t6' dgh' SOtd3OD" dzf W H"ter
hr DQHT

fp =fi§* modp =(f§* ) modp = (f§ )% modp =
=(M® )%%% modp =M *&%% modp =
= M (28 @xls )mod(p-1) 1y oy = ]
dsWUr d' W OdzH " dgHO@)NM r Ts@ @i+ ‘MSWO ' Mr tster dgH

¢ j dzjlOgl7)y D d4.18)Otcy Ofr dzH O
(&' dgh SOt dBOY IsT W HDzj dzH j[z OdzC Y I8z )" fy'is

Cjozjls'"dz yOmys?2 nh'"d €Cjdjifm MistcOlsj ¢ d
GdzH " digddz ( 1) j B Y Isji2H" , dns@OEA 'S, j 2 oz  (
BS2r dey ®M jMmitflsj2H" . l " @Y B"d MlsteOIlsj ¢
Y OmMHEINCte] sis® ZsecOtedW ddH jz (10. 20)c j MmjE
CdLnj dBHBC d j & Mm.

(10.17) pdaj ( 10e 8a8)D dd mieC"j s Ctg dd Isls @

DH' fipd #20IsIsO2 sOB sdzis e’ NN ' dz Dty S jlslsjtor’
fnd BB ‘DB € jlslo'ldgjCe M dzHePR J L w O@AAHE Yy " MOdz
BSdzOOdAzH ™ Y Is Odz, sOY MOdzgH Ote " h " dzgj dz " L HJE
SOWUHO®2 BB'atsHOdze Cj2 " dz2 (9CdzdHlsT W ) Qgzf ' dzO
dMmdflsj2ad L.

10.1503" f.OidO B tsdzf Mes107 OB Oter dz ¥ ' B.JHHEE '=f)'2 3¢ j

=7(gcd(7,22)=)1sOWH O2 H Us=4Mjdgjj § sy 2tmO )5 dzO 2
5 22 ELOGOmM@3 bdygs =9 f OtcBUjizj to' dz SOy OEY s’
nOklsOBOMr dz0 SEN j &3 L

120H.0@®10. 19 ) ="MHo M 230 14

22 OH.©¢0.20) D 2 € F 1#° mod 23 = 15

32 OH.€,@0.21)M D 2 € F 15" mod 23 =19

4 20nEIR0. 22 ),=mhB Mol 23F 10

utsdz” ddpdz,B j 6" dzj Is' dz MOKOtGH™ OdzOHT

105C 1 A ol ot RIUV[JTOARCS) ZID rNBE[ B W

o, 1, u, OB Bdzj dzlslsj t* BOt Btz dz

OtcdzgOzOtcHT yYtsdzHOdB O2 B 'tc B' t6' dagj h dW tcdzO

"dz "h Q' sOteOkZH O B dzizO @@EjRtelsEIGamaj M | g dgd O dz

flstsctcOW dw dzr y 3 12 3 @izd teyHOEOdsts ctet@@f oL v,

4 m' dz; Y OtcQODOdzH O tsdz ~OBOtH' Isj¢ B' g

Hy B 't B 't dgf ~OBOt Y ' Bjtejls'"dz J&¢°
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Y Odzr f Is Qffls g B Wwd) dldiriflg dze Ofyr Y SdzH Odz’ dZOH T,
Cj2'dz RnOBOtL sdF &M ¢ dsCj CeBj2lk O

Nh 'ydzf v cdzls YO2sOHOd jMmijfljdjn' . stdfl
Ndf OsOBOMr &zO CEN j &' L .
dBdzj deslsjte IssBT I1h ' deyDRpode OlsdDujnds ¥ C

g Dtds Il tocdz' Hoilg g Hide® BG2T dZh © Dt sl tcdz
SOEOEHT Y OtcOwy ndgiOB & Geflzez®Bj tccj Ohr y ISt
(BkzOtHT Y jdz' d2' w BOtedzr ¥ OBtsdgj delslsjtc’ Yy s
HBHOd Cj2' & ksfls' v Dt OBGERPED? i d
Cjdjf)' kOXOfYO MD2CjfM BSdz S$jtjc

l<d< ik
NypDdei tSO0Odz MD2C M e Nk lls'f BHOMN T vy MOdaH '
e =g“ modp. (1024)
1bd)yjiMmM" dHj 10.3 CifMsjMm' dz OdzOB" L

10.3C j fls j
Cdy OROI2 M dzgvj T O2HOLOdGEN T kO ¢

b B 5 dzj o ff W dzls dhr ydz€
A da €
) dg €
had dc €y

[ dgH' ¢ OO &0 OO dzj dzls' dzj ' Bjtejls’ d
Z OB A Gl sEcwOY qu dr ¢y NHn2if d MmdfOolklort
Silto ' Mitep jto° czh’ Hjf§ JMmiflsj2d L.
120H.0d8) L Hj 2 MO dijafds Ofy b<kis ® o I OdzH OtoH '
imifdlsi2n’
r =g“modp; (10.25)

c=(M @) modp (1026)

NDdgjc)MOdzn Otc IpPBEsdadzdzls” dzaj X" BJted H'
230H.0,d4,C) Oz, jffi flsj2H"

M'=(c®"* % )modp. (1027)
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A OB fsdzj dzB ' Qipjtuidzj dzls ' dzj  H jotizj COjteHdzH X B
hdWtedzOk ftesyj MNGgeO A gk jcl®W dgw dz' v
fj" &z Ofr  10. 3 Mktjls' drnj SEetmils’ daj d

Adornennt A Aéonerm B

Buioop xnroueit Brioop knroueit

Buioop cexpemmnoco Buioop cexpemnoco

wroua d, Kiwoid dy
Buiuucaenue Buidop oduux Buruucaenue

OMKPBIMNOSO KU

OMIKPBINOZ0 KO
— (’A
e, =g mod p

napaviempos > b
ep=g " mod(p—1)

pug

Sarupposariie Pacutugpposaniie

MTepedaua Bstuucaenue
yucenruc M=(c-r¥"7% ymod p

Dopmiiposariie
cayuaiinoze yucia k

v

Buruucnerite
k

r=g" modp

Buuucnerite

c=(M -eg Jniod p

103Nk tefldz ORAEJf sscteOW dwd v y12jf d

B OB Sdzj dzlsA @& tslzlzj dzls* dzj Y ' BHijtadz) C & jitsHdzH h «
ftetsyj Milsj te* dzC df| OEFPIsPtsd s tsc e OW W dz' v
fjn dze OMr OdzH™ dzH O CEteMmjiIs® dzg j g j 2, 184 C |
ddzd yd AlOmsies’dzj dzls* B S dzZOH T .

10.650 3 U EHBRO BAded f sscwOW W dzr v 3N 24 f' d

1)] OB dzj dzgls® = O pvCotaldge M;O dzH '

2)Y OMygoes ry pdzp " dMjfmj flsj2 . OdzdsO2 H'

rbdzj ddHljGz. 27) Etedzj ¢ ' cep dg'ldd . Y26 "L Y Y Odz

M'=(M @, ®"* % )modp.
[ dzn s t6 dz (TR@5)y 5 5 AP te dzr dg0.24);

M'=(M(g*)"(g")""*)modp=
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=(M @ e®CP- -k y odp = (M @<®* Y Ymodp.
ANjlelBP st BOMr B2 dzh O
g®' modp = 1¥modp = 1,

NDodMm QY " dzH OEZHT W B e dg'' BEdZ i3 dz OdzO

(¢ dgh BE d d3H' HDdzj dzH j & 11 R j fgj YDy
OdzzO2 H T mdiBjiB"' B"dz HdMS il sds¢dBdd®
SjwH My flsi 2 Oz@UMXBDOd fgiielhce 'M" L ) OdzO (
BtsdzOIs' dz. DOy 52 ~nOBOtGHT W L OWUHT Y OB " (

Y Odztf S gezls ' t6j DOaz®&zH tzls '(dz' w)d, ¥ "ifjip@dz"" HsS@ O
Bj dzadOdz ¢z (10. 2 4)ls jdgjdchij CLte jdBHsj jdffsjc e OW d3H

10.16 3" M.z 15~ OB O Odztsdzj ddsOEldgddg dzls ' dzaj ' B,
10. 2 & MOdzr dzHO Y OMOLZODOZDO "y MOfie H=0tcOd
23, g=51 OB tsdzj dzls ' EL ' Id) = 3 sYOwfHidPw ' mQdewzi (
Bs2r dzh ®j HfMd

e, =g* modp =5%mod 23 =21

O OB Ak L Hj 2 MY MOdE dj OOy ©dzj ™ (10 . 2 ¢
(10.26) BB27:d"O jMmiflsj2H"
r=g*modp =5"mod 23 = 17,

c=(M@&“)modp= (1p6AmRdd 23 = (15A10) mo

[dzHG OB tsdzf @ests dzj dzls * dzj N d W D dA0701® GAPB Oto |
dzH Ote " B" st dzHj ' BJtedH" .

| OB sdfleAS)B 527 dz" O jMmiflsj2H"

M'=(fd” %% )modp = ( 12*R%niod 23 =
= (1% Amdd 23 = (12A7) mod 23 =

1 "HOW Bjtc' dz6¢rj d& FOBOHIE ZODOdz" CEtc' dz'

1 "dzH 02 MmM"dzBO Oty dzr Ndd&z H G B Ots dz" )
OdzOIsr dzf@ BB dej deb™ dz2' w Ohry C' dzls' d B ' dzj
Ohry Q' dzs CEBRBIG d3gjdz h W tedzOdzDOdz = OB Oted
sjBOBdzj dAsO Odg j €] dzG ' dz'd) Y \ts'tiaf oirghis f © 2B s O to dzO e
Cjte' hdWtedzO2 OdzZOHT . zdWttdzOdzDOdz d3p Is' dzdz'
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dndz€ j dg, B'cOY Is§j¢ B 't ' BJjtkzH' Is ©0
Misj OdzH" dz OdzO B Otdzr ¥ OBBdzj dzlslsjtecj B,

106.RSAst RY UG J 1T OARC[ 3D rNB[8BUW

RSACtcdf sscteOWdwdz v yn22jfg ts dg’ Yrtekzh
do jBREdteo dpjH dzj . BOdz StedflstscteOW gwdzr v n?2
W Cjw YtsdHOdz fils @13,18,24,85.j dzi tcH' ¥ B t&'

(S00tK" HO  CE tofpjCaldiixd tzd §f BsdcPW dyn2j i’

Q. —+

OBBdzj dzlslsjtc Isj& Ohry BO2d&ZOd i OttdzOdzOte
OB Y nOBOtOted3j dz OdzdZ3OME JjMmiB' d Iktd
OBtsdzj dzglslsjdz j &' dzgh " ¢ Ih tojls ) 'Cedp'tc’ dzj ¢
Ll OBOA mdPlsscteOW dwd v yu2iimB' s bmMitfs
Oty r dzf hjhjnu', B' cOY N¥'Bjte' dzjls® dz b
N ' Bt dzjls" dz2 Ohry Hjtej S ISRSEY ICk jdhj dglzhdgj dB "jd
Cidkh " dz Slsjte ytsy. Jdz BOMYO B ey OYIsT W
v tsdzf 3 oz YROAE Ofted f stsctcOW d v dizH Y ) (DY,;{0)is7{0N
CedflssetOVdwdy W Edzj el @Buifm’ § OBHOBG BIES dBC
W Iz dz€ (apdoor function.

Indz 32 MOdHOE Isjstedvmrdrw §jdjfh J

-MOdzHT N O2d YYO jSMitek jMmis' yjw' d

-n = (tpyAogdgj Y 02 figQdgHted B Ote M OdzH OtcH' G E
BEMdRE jfMje' Elj ye? rdrigd®y e dgic Il e fi) Gzds Ao
Bl OMOC sstsd L Oy % dzO 1O BORZOs

RSAC td f SSC O d W dz, ¥, & ,)..I0B jifiytzj ctaisjls | tx'tc B s dzf
OBfsdzj dzls € J L HJ 2 f)sdep yipajls Oves Gdde i PER SH O © dz
Cddzifm' MOdH" JMiflsj2n’

n =.pAq (1028)

I vdz mddder Yy Oy OOls BtSd&ZzOHT , sdz B Ot
Yisdzy jls' BH'

dtsHOdz € j 2 () =qp S)llidHOdz dz2 j M fIsd 2H" Y
fMOdzH T Is CaxHI@)? B Udi(n) EL O O2 MOdz BEdZE Y Oy |
(oSG Odzf ¥ dZOBO O dz¢ sdfigAsdds’ dz Blss@E QN 'O, sz

eAl modd 1) = 1. (1029
dBtsdzj delsls jtodsj dz B O2 dzOdz" Mlsr Y bpdzaj Bd&ZzZOWLGH
BSdzO' dz BOted v OYfOwOls 10.4 G jflsjf' daH.
RSAD Ol s O30 fyr dz i@ EOtsdsjOdESRE 1O B 'Odz s dzj dzls ' dzj
' Bjtee' ' M R Q@M Mp2C i Cjdjik' d MO
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YOteOMmis' ¢ CodH ™ YOdeddRj C i)' Mp2CjiMm Cjldjl' d
OB®Gdzj dzls' dzgj Y OIsr fylsr jSjdz dzg CeEtOMilsjn' ) .

10.4€ j Mmis j
RSAY 12 jMm"  dzH] fO2HOZOdzEz" ' d&zOteH ™ W ¢

b 8BS dzj d phry ¢°d Dvf g W dzls
A e M dy
J & Mg d
u ec, Nc dy

120HQBOB sdRB@B sz dzls' d2 W Ohry 1 OwOd]ls
TOBOWBHT Cjdzjf' Etedzj S BS2T dg" O h W itedzO2 H!

C=(M*®)modng, (1030)

XD AP Y OtedzOBj dz 3" Bjtej H'
220H.Q&Y c @OUWOE O H 'BOBETA Al jMjflj2H"

M'=(C% )modn. (1031)
A OB tsdzj izB Qipjtddzj dzls' dzj HjtejClsjten' 3 B
hg¥WtedzOk ftetsyj ils RBA letsqqsttsﬂ;js@ﬂlq’wdkr A

fjn dze Ofr 10. 4 Mktejls' dHj SCeEtmjls’ de;dz
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104Mztc RBAC tcdf ssetcOW dw dzr' v yn2jMm' do' w

B OB sdzj dzlsA @& tslalzj dzls * dzj ' Bitek GCJL"' dzH j
fotsyd MMisj o' dzRSA €t jf Isfslstc@W W dz' Y yn2jfm
OdzHT dZH O CEteMiIs® dz6 j dzH | 2, sj§ B"dz )OODHO:
]l OB 5dzj dzls * BiSdzOHT .

10.7d30 2 1 deHdzO s Is O dzD O dz M' G IdMIs © dy ™ @A &5 tizgizdizls '
OBtsdgj dgls* dzj dz h " Y Y Odz - OBOtH" OdzOH' .

rpdzjy dmQlizls OdzsOdzr y"telz B2 dzh O

M =(C% )modng =(M*% )modns .
(10.29) Isj WH' &kilhBgdzzH ' t6j H' Cji2B" to

ephls = kAlig + 1.
10. 5 dooyo dipo@ € j M
g = (p T 1 )gAi (1) = (i(ng),
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B" dz NUNYHG 2 d&f isdzC yqdw i
{MrHOdz ypdzgj 10.8 Isjttej 3OMr dzOdz " " DOHT

M =(M %% )modn, =(M*®™)*ymodn, =M .

10.8030 3 % (REMLOIs s O BOdz W). y Ofd j sl j to'

)7 O0lsORO Oy OwEOlslss Hitgr fp h % todzOk H
Y O dsls O dg@fy HL
2)B Otcdz Y Ohry nOBOWHT B'dzjls' dz > pdzj

"MsOXIOMBEAYde dzf j L " dzHj OdzODOh yr S OB OtWHT

rpdzi zmPlBlsoOdzOdz" ¥ B t6° dgh Yofmdds® 10.
( €' dzh Yomdgjisks® HDdzj dzv j 2 1 hd Halzy D P MY B2
B' dzj Is' dg' dz | i OB g Oy (O afpitidgridljs * dzz C jtej €,
sdz II1h ' pRodppOdez YOy ils. r Opzfo dzlo@is® OGzzOH '
sz nheomsj2s¢" " hisjteej BEMdRE YOYJls, B' tcOYy
sOteOzHT Yy OtcQjuL Hj) R NIBWHICQ EHELDY' " IslsO IsOBk
fhfd B4 B 1 IsOted3OY DH' dzjls.

RSAY 12 M deHj Y®dzH OdzOls™ dz, kB Lrimaf Of dsf to W Iz ¢
ny 02 CEBJj2ISC " hIsjteéj BEdkz Bmzﬁérmdn B s dzfy

NgW' dz jMmifilsjlzej codndpse @ez 'S dz" gy As(pi dz
1)GAlL, Oz fsH Odz el jmadi® j M Ylsik Y bwbda 6]
BJdze' Mm' L B 5z O, SdzZHO Cj ' Wz dzC gdw o ({
B2 YO dgils OBz Elsj YP>D ddgls O D 8zd "digedsj M J
cenfdw [ msdRke " iMr BOt B L6 OylIlr WEdtydw
BOMY O kOOkZzdzOt" dzZHO HO Y BdzH Odzr i ISOBOHT .

RSAM" dzB Ofpr  Nh " dz Cjdzim' Elsjpyd3@ay QHr :
MOdzH Ote Y "B'" dz SOWHOE € j tenh, B, Nc, W OBdds Il t8 dD'tc dz'
Bz YOy3il (YOtips sePdzs OBHANY @' OB 5dzj dz
hdWtedzOdzDOdz - OB Otc dzOtGH T sYEZODO i3Il &3S dzv * €
fOcOBEREwOY Jjls' dzdijesOtd YO @RS djsdzlsIs j toH
Bl BE ' dze = BIHFOWH OZHT " g Y dztigtPHY € j(fp ISOWH Ok
[7,17] YO&e®O@ADO)"N"dWtedzOE BOSCMddBwBOdZHT IsjL
CEBJjR2AIEd] dz

0.17d3" M@ @B ts dzp @zis s dzj MEls 1502j0OB OtcHT 3 ' B j toc ' M
BOB®dzj dzls* Cjdzim' §OLOd3jIstedzj eH'™ IISOWHOMT

pB=31qB:111nB:331%:31

ez E L O tc @ PERB) = 20
[ 8 C dzdHBfz GZOBO OdzG ste ddslsg® B @ dg'd3j ¢ ' di3J dz
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BOBtdzj dals' dz' W[ pCiedw s€ Wl Ocdzff ¥ ZOBO Oz t
de= 7 B AdZOHT .

v j ¢ Mmj texfgigiodlii(n=3 A7 mod 20 = 1

M(10.30) Etdz ¢’ BES27 dgh O hdWtedo & L

¢ =M® modng = 15° mod33 = 15A5mad 33 =

= 2 7mbd33=09.
O OB sdzjdzsd MOZB@B 5dzj dzls ' dzj Oh 'y BO2 O
N Bjttj BOB Sdzfe®@BEB ' dzj HiisdzH ™ YIsOdz tsdz Y OB " dzH
(10.31) ysd&HOd §, Sjt' hdqWtedO2HT :

M' =4 % modng = 9" mod33 = ()*A°8 mod33 =
=15°A 5 A&I33 =15

utsdz dBjOdz, s dzA @asts dzj dzlsls' W S OB Ot dz C jtg' h

DOt OMmis’ g™ dzb OdzpideSdgidzh Al r dzdZO2 H T, B ' to
Cjdzy ' € j dsOB tz'dzf Gzsts Gle dzls © dzlj O & ©dzjOdels T dz' W
OV Otc @dsyf Ddpg M O dzH Ote ' dz) f Y s 'dam Ptedzj H 'O.ts dzD Gy PER
TOBOEBE&OGH' Y’ 2 GIRAOHOTOB Otetc QY B Ftzk |
Jvdr SHtEHjd t86jC ROLOBOEOEH' Y tsdH Odlz
B MOd , S jdzj ' dz .

b OB tsdzjl dAB s dzj delst @R Ot dz %' Bjted ' M'¢d € j dzj
OB s zl&M“ modn,MOdz' d&z jMjflsj2u'. DOMy®B?2

Mj B f.dvetsH Ode FELC2 MaEn, MOdz dz jMjflsj2H"
' Bjthj OB dziy@2dBjr toj s’ d5j dz MOdzH OteH ™ jMj 4

Y
Y
C

U =F%modng 3 b dd =U* modn,.

1 DIsdyJ M' ddBisdzj WElst OB Otsr dz RIEO@AZO Oh y T
" dzB OM" dzgH OO " HO2 , YOmys?2 ' Bjt' dzéjdz R C
NJjtoH $OBzdZOdz - OB Ot ' Bjtej d®@zadg@®BI @™ " () Mj B,
I1"dz YjteH] Y OWUO Xy Obh O@REM Q2cH Az edts RO HIZj . H
n OB OtGH T Edy " W HOFsdz 2SEHYY Qdze BtsSdzOHT .
dzj ClstotsdzH ' dzj &3j My ydWtedzr v yYosdzZsOWBO H|
OROdZOEZd SttdflsscteOW dwdz W Ispy tedBjHJ €
‘e .
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107t a0 RgtRIUGUJ LT OARC) 3D rNE[ B W

t OB d dzdz’ Gs cWtOF ffly dzr 2 yP1z2 f fig" "dEHEdgrOdzdz’ W
BsH z dz' Bis?2 ' Wz @ stz w yr 2r dzur Or dzO M 2
Isj stedw fipr s §ydzv fijrinde@dze dBsH zdz! H' WOoCIstste
"yYMmMOMrn22jd W YL jaey Ofr tolzH "dwy pBdBte j 2
fO2HOZOdZzh B'dz® B ' t6' Bj dz h dW tcdzOdzDOdz - OB O
[ dzH @B I ez Ofpr B2 dzgh O:

1.0 DB O2HOEZOdZEZ ¥ dZOter ELHJjte® 1h' dz Oh
GJdgj eOYdw dzO2HT , tsdz Ih' da
-f O2HOEZOdZEN T &ZOtGHT W DY O2Mr Mr i/’ I dz€

(pe) ¥ D dgj (gs) (Ote™ Y Ote©®2 Cjte' "dWtedzOkE Odzetstedls
JGjte tmr3mMatzz@tizn 2 dz’ Bts2r dzh © MOdzr Mis' to 3
pamod 4 =3gamod4=3pzmod 4 =33 D dggmod 4 = 3) & O dzH)
N Ddziga (Qg) M N 2Jdz w YOBT Y C' @elsls p WzjB B 15 O
f DHOdZzZOdzzh ); ZzOteH ™ W

D O2HOOdE r EL ' d2' W Oh:nygE pfaydelsigij to* dz

= peAls;
-0 DB O2HOZOdzZ" r dZzOter Ohr y. €' dzsls j tod3j o
2MOB Otc dzOteH ' hdWtedzOkZH " W OQdzH " dar O OF
BdzsCIsOter dzO BEdzj H ' , tsdzOtc H 'dzan (' 167j dzHB - YOIB itk

f O2 HOZOdzE A @2 WO dzz ' © 1 O g (Bjjdsj' taziZ OB G
Af O2 HOZOZEB Y @2 W@dZO dzlzh ' ' dzO 3 ° B § oM dzf j )
<nadzy 3MighgH Jf Y OB'.dzH O2 3" L

3.MO0BOd&ZOBH T h A tziz@GEENQE S ddg dzlsls j &' H | to
h qWdEO k. IsjWH' ¢' dzgfj MD2Cjf Isltedzj dzgv ' 6 H'

C = E,(M) = M?modn (10.2)

ND difsH OdzC8 Py @ O BATHEjdgiEHSISCBIj .16 H '

4.(10.32) EtodzjfC 'udpiOdiz’ MzB®OE oz B2 dzh O °
e’ to j Sgpdizd, n uEOEDeAfiOdzn Ote’ EL OB,0 tydRO f
Dt Otgh r dzr ¥ YOdzH' YISO YOdzH' YIsOtH'™ B Bk d
s"tc® Iistels bDte ISl te[d?2 4 ]ls.1l B DB n AR "W
CEBj21I5C Pyl jigs ‘dakze j dzv ' Ssjdz, oz j§' MOd
OdzH™ Bjdz sz jMjflsj2h"

r,= C®" Y modp; r,=1C®* Y modp;

(10.3)
rs= C9* Y modg; r,=1CO@" Y modg;

O gAq' ' modp); b= pAp'* modaq). (1034)
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eMOdz etz zdz B2 d2" O BB®KZOWBI REC ' dz s B

Mi= (. ©®Arg) Modn; M= (, ® Arh Aod n;
(10.35)
M= (. ©®Arp Modn; M= (, ® Arg) mod n.

A OB sdzj dzB ' Qlgjtidzj dzls ' dzj HijtejClsjtoH' N B
hdWtedzOk ftetsyj Minsy @8 dals ot ldeting sQ Wsd vdalz" v
fjn dzs Ofyr  10.5 Mmitejls' dmj CEtemjls' dcj da.

Adorenm A

Lenepanua xKawoveit

| I'enepanua wuceap, uq, I

| Boruucaenuen, =p g, I

Buiuucaetie AGonenm B
- p, EHI
a=q,-(q; )mod p,
- Jamingposanue
b=p,-(p3 )mody, Jauupposane
dopmuposarnue
coooternua M
Pacuugpposarie "
Buorunicaenue Iepedana P Buruntcaerue
. / 3 % ~
Figz) =+ (Patbid o0 P mnm@)rmaﬁnn 0 [ C =M mod ",
coodiierua C
e €
Buruncaenue
. _ (g
Type) =€ mod ¢,
Buruucaernue

M, M, M,uM,

Dopmuposarie
pacuindposannoco
coodmenun M

105MEztjilOe d dgdig dif stsetcOW dw dzr v Y112 j M dg

A OB tsdzj dzlB O slzlzj dzls * dzj " Bjtk CjL " dgH J
ftesyj MMmisj o' dzRSA Eteif Bijsls c@W d W dzr y yn2jfm
OdzHT dgH O CEteMi s dzg j dzH | 2, sj& B"d }OODHO:
AOBdE dzls* B ESd&ZOHT .



t OBd dzlg'tc¥ f ssctc OW dw dz' ¥ N1 243 f dzH | h g\
ddg jSIsdals® JBiM (ELOO B' tod3D daH ' d &3 M
sue' ' JMmjtflsjcejdedej dz €42 dz sdzOteHT w "
1 Codo Odzj dzls’ BisdzOIs' dz fjOrlg ldslDjucH' O ddO'Hdzd3j dg &
sdzH O HM s OfyH OEZ YT 27 dz j o5 M. (Gite SJjLH
h ¥ tedzOdzi ©, Ms@mzOy ls@Us' E)p ' dz 5y .

10.18 3’ fM.OREY O2 H O dzO dzlA T RAIP ZOdzgh r DOy ° B,j
C' dzlslsj toH " G 4 dzj tsﬁqmraq’tsvlijfﬁlz@@sxomdyﬁsddzdz’
CtodfsgetzOy n2jMmM" CEBRBJjCE di3jde " dWtedzOLz.

ZJ" BAfO2HOEOAE" ' dz" W 3@ FIND di= 82!31@42'&; dz
MOdzH Ot 3 "B’ Y "teh' dm, = SdEy0O6553 MO C° deb 'y
~nOBOtGH" W Dtc Dte" §f " dz sdzf W ster f 0deOacfls'<

M osls ®Ssth 16 ¥ 18 14 10 14 11.
sjdzs' ' dzcjdz MOdM b Ys' BBEL] 3 OL' &0 Od
s5'LBjClk' ImEBEZjekkES Y Gsdzi® j 08V @2 UzOfs Tz t O dzt
t5dp=6557MOd dgOdz S ' ' Bidkz YOy ls:
M=>1516 o 1418 o 1410 o 1411
Oh Ty dbb(40.3ME todzg €27 dgh O h g W e dzO2 7 L :

Ci = E, (m) modn,=1516" mod 6557 =3306;
C,= E, (m,) modn, = 1418 mod 6557 = 4282;

Cs= E, (m;) modn, = 1410° mod 6557 =1329
Cs= E, (m,) modn, = 1411” mod 6557 =4150Q
1 DlsdyifMm" dzgHj hPdWttdzOdzDOOdz =~ OB OtGH"™ OdzZOA"
C => 3306i 42821 13291 4150
10.19 3" M.Od& § O2 H O dzO dzly OB ff 'zt §f SSC e OW W o
NN22if deHy EL" d2' W C' dzlslsjte X utes5RY O jzge 6O
Ga=67%02 MOdzH Ote, BZB@HWISOYH Y dV HinyddzfO" r v

Y S a2 § B ONgR plia=3953 B O2 H OdzOdzlz h © Y zCldHS O dzD O ¢
i 17567 OB O’ dz S jt' N W tcdzOL .
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it dsjte’ " q¥ Gze@bngdz 39538 52 © dgf =0L108Y D daj
= 1756M Odz OteH Oz " Oteh r IslB' toH ' Qs 59 dz 1
Y Ddgi=67Is11B" todzj teH' Odzz YOy jIs.
(M flsj2di L
r, =C{P* 4 modp, =1108°*Y'* mod59= 20;
r, =-C{P"4 modp, =-1108°*Y'* mod59= - 20mod79=239;
r, =C{%"*modg, =1108°"* mod67=6;

r, =-Cl%* 4 modq, =-1108°""'*mod67=-6mod79=61.
¢ dzr dzDOdz h jh ' dgGH j toH ' ELOtO ylNl2je6j y"t
sEzteOdzr Yy ' lsO2 rlsfghts@e jhdgdfirr BlSI2B * todzj te6 3D dzgH |
gcd(pOp) =1y Ddedo S Zd A WA dz@ jdz s stej dZOMr B s
1 = 37A67 + 25A59

W O day, &) modpa=1,8 " dz ¥ JOI¢ F B7cE Py ) modau=1, H Odz
pal = 25.

Gur G PI D Rl G50 g j B ) MD 2 €
a=q,(gs modp, ) =67@7=247¢;

b= p,( patmodg,)=59Q25=147E.
[ B to' dgh " (1s.B336c) ,dz (10 DB ndzj [HDUz 35
M]_ = (l ® Arb) Aod = 3088.

(¢ dgh sne' tc IsOB' dzD Ofipg =808& ' d&(H233)s 1l B ' to
(10.34)) D HAD.H)IsOB OB L. [HOdDz h" DOHT

M,=  (, ® Arl) AMod n, = 0865.
[1YDdA, sliB" todzj te° Y Otefiyr dSJgde dzg CEL

(M + M) mod n = 0:
34¢



(M1 + M) mod n, = (3088+ 0865 mod 3953 =3953 mod 3953 =.0
nh ' ddil s [ €10.33)% D P.34)sOB Q@BHOdz NI DOHT
Ms;= (. © Arh Aod n, = 1200.

GEtl dzh' Isuie'tc IsOB' dzD[Qez1200) ' 6EMAI33) sl B * |
D dP3NsOB OB L. [HOdE N'DOHT

M,= (, ® Arh) Aod n, = 2753.

[sYDdAl, s B todzj to' Y Otefyr JCjdg dzj CEL
(M3+ M4) mod I)\ZOZ

(M + M,) mod n = (1200 + 2753) mod 3953 3953 mod 3953 =0

4, = 1108 M O dz' @8BS H Iz dz' B2 dzgh O IsiE3@88 sl B
0865 12003 b d2753 u " e ©® MsdzO2 h W tedzOdzZD Odz 1 OB Oto |
= 1756IsE tgls IsliB' toH ': 12052AP3Br2836 16]7dzQ'talz 5 OO H O2 H
1200, 1215y o dz$17Is Il B ' t6 @2jptdc 'BfOtc Gter il Odz¥ Oo dIsls OO
MOdzHT ¥ 1 Codo Odzj dalslsj to' .

Jter i OdzW Oipf@siiz@®@i®p tc ' Mp'2 C j M ¢ 4 ddP IsAGxzH * C Is
15 ffo 16 fd 17 fpsdzHO Cjt' " dWtcdzOdzDOdz - OB O
Dt fifg®, dzj& * dgh JBP dzipdpj§B sSzOdtsdzH " Y IsOdz
Cit’ M dWtedzO dz0 O daiz @ dPtiz g jicie) Wiy oiRj< J M. [Qef daj H
Isdz' dzvH j 3D O wWEM@tc " IslzH Q

108r Restrvvws [ L Ot RASTLULLD LV (M-wYTr (]
{11 9ARCI[ 3D rNBrfJ[trw 1170 Cr wduv

1081 Mifls' Yys

o dzg dgH " Cedtf ssdteOWdwadz v ylu2jdg YY"tk
"Lk DH' Pzl dzC z@ ) Otc Y O daj L iz teb KEZBOI JStt
sdzOIsr dzH 02 CtdfflsscteOW dwd v yn2zjds w
Edzj &3 ) LOWHOLE yYOyjl. 1 jt' dzdjdz sOtOlzH
(500" HO O22Isr ZOOBHO?2, CEflsjcjd Stodtl
Zdz2C ydwoO dzj 6" LHjdzjH'

W W

==

y= "Modts (10.36)
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( 6JQeX DdpjB j te', &g x5y j 0Oy d" (10AHdZOY " Yian Oz
iflsikej BBAZOAEY D dE LOVEBQYeEL, ¥ 0Odzd HJfi
G OtdW &3H "-E sV J A Jsdig 2 .

zOBde k@ §f Istsy 12 jf' d yOtOMmilsr tcz10.23) L ' dzH
Y Otc QYA jtodiD) stej dsOMr dzij ¢’ Lt B X O OE D tz
HDtej X 4 da hroOtlk CjL' dzHi@@l BOHAZzidg'] BCEAS ipE
Cjdzls to' dzj H' . Ou EOdzHAL M@ Dz fis jXCCjEdigfisi Ik ' N Is j t
Y Otc Ofipfsy lslz® dz' CIs* .

(101) @ =~ Yy pdgp B2 d PMjflsjbz uh"dz yYOxjls
5§ jteOydw dzOtpH juf fpQiddzeds dzj 2 &3 L o dalj f Py
Zoyr Ist Hif OlO2d" L. 10.1 IsOttOkHODT (
hr DOl RAYVOBY xj d&3j M, 7 B« de yHjQaxa j

t, 0218g x (1037)

d M
dzts

o]
Is
Y

FHDWJ 3GJde wCejdzejdz SEteMmjIsC  h ' dgHj .

[ dzH ' B QW ycecipjezs2 @ dzh O Alkl@B. B 6)fMj B ' daj €
pdzHr BBjdz Lk IsSOdzZHOE yr2r dzi' 0" dz I8 OD O
imjitlsj Pmepodzpr '=terdlsr 0" dz IsjSMjtejd3 L. @&
Gmodp= lj S Mjtej cgSE, B jseziFignodpts dizjoC Mj tej d3' L
Otr y@twweOdp= Hzj 2 ' dz. [t OWRicjBLiefefjjXIslz ¥ b d

sjWH €' bjC¢Mmjtez YO)Jls BSdIZOHT . wtsdz d3j
ty . to/ 2
UEdJ dgH j Y Ote G Btaf dB80AsH Q@iz3" ,p HH N2 IsiBig)E O d3r
EOyrisr hO®BOd3i dz OL ™ Oy
t“-dsé-aﬁ
@ HDtejYjdz hr" DOtz DH' ' M' dzHj B"dZ ZOYT' Is
ty. 8. lﬁafri\/logpdbg(logp) ’

B" dz yfij,igHGJ 2B  tc W Is"tcOYIsr dzOts.

4 Odzr Misr tclzH T Cetedz] CIs" t6j € Y OMO® il h ' dz
MOdzr dz" w "L " dgur OF Oty ' dzr CEeEtefm] lsnjHdj tL . J
B J dz¢ ' digjd$sdy'kzudz' B2 dgh O jafm jBftisggClaalr . to Huits dzH ' )
OdzcstedlsdzdH JtcH" W jwBj SCEdZ] &BH' dz' 6 (s 4§
BSdzOHT :

LaANn, §.84."2 bt g & V2 tg @ 2M e
351



B" dz 4§ fifHojs stor Gisfa®plzi © . B dzH ' toj H '

seEtedf BIsTr tcDOdzH O2, HDteJ X d GJ thOtGIz
MOdzr d@ w "L " dgHr Or dgjdz Mr oL rylsr EMJH C
HY flsd Bésfdzt €My ©dz daid @B C g Esdandzy d O czn *
MOdzOE bDH' ' nh dz ) EMJH" . rdmctejlsls®
CedflssctcOWdwdzr v IsOdzHOkHO l]’O?HO BtsdzOls
hr DOtkzHT W )" ZHOB Oz stedIsdgH j tcH' W B Otc Bt

1082.fubpBd Y OH @ @®H,0d3HD 2 °

Y DHjBdjllsj B " dz.zpjHdzCH(DamiEl tShaudls | tcJ

Is © dzD O dg; S500dz HJjGJjdz Mm'[2sy tBgzdzp 8 " fi)

dIsls dZse OtedW¥W dsHr jMmiflkjlz JMmds’ Is ©
d dz' dz ¢ E tdsfij jiesi$ judz BB Ade O dzlr(H1 On. H3E6MM) '
L

@ Cjdzjm' Etedz § ftemym @Ol

m AXkp. (10398)

220H.P& MOBRHOL YOO dz jMmjflsj2d L
y, &My, 84 madp (1039
a™ a’A™ & Moadl p. (1040

1 Otedzr Y | figilfsls pidazj B2 dz" O tste’ dgH O zOH T .
320H.0¢dj M' Isj WH' By ouddy OlHOAREQls F dz

a' “LalA. (1041)
10. 9 diz3udzezn Oz
X =T1j Am (10.42
(1036) s jWH' ¢' &g W hjh' &g BS&ZOH' . [fMddOd
BIlIs' dz if;]@dém ©.

rpdzj dz@ 3
hrOoHr, B I

Y Q2 Isridghj o3j dzls € j

"dzjlslst @' kSEdjdH S dz
| tededadl dp' o3 fgd YBlsjjtd degctel d
2 | MD2Cjf SjdzjH'

7}

N

Q
o
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aX:alm-j almzal.my:al-my:y
a’ aly anm
rdeH' (194 ®8M1Y% jmpdin@dzi Otcr B O j¢Jjds' dz
Jd&z nh* " dz (10.42) Isiite’ BOt BOtd ¥y MOdzH O
s jMmislHii geAmmj 2 ' dz BOtdr ¥ MOdH Ot BOWL & jo
(10. 42)11SjjdRls PH fz BOtodr ¥ MOdzH Ots B HakzOls ' d;
HDotej Jddg' W CjL Gj o jitddds L jofg ts&Om ™, W Odzd
CJ dzi Qezr (10.42) but"dHj SeteMmil’ &z d
BSd&zOHT, MtsdzH" YIsOdz (10. 41) IsjWH' " dgHJ I
105 € j fls
iM-jlsitc’ BOtc MOdzH OtcH'™ IsOtcOkz
ji=0 | j=1 ji=2 | é j=mi 1
i=1 m mi 1 mi2 |é 1
i=2 21A 2AT1 | 2AT 2 | é m+1
é é é é é é
i=k | KAn k Ainl | kK Ain2 | é (KB) Am

-

102 0 BBz 2 0OH OB , D W high d
9sjWH' Cls' dg hjh &5 dz kOB OWG L .

my D deOWH O2rdzt 6 D dgF 4B sz IdD . 38) fstor dzgH Odz
CeEte' §f btk L. (10.39) ypdej (10.40) MO

9,18,13,3,6, 12
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177, B X = 81; X = 144; X3 = 59; X, = 629; X5 = 639; Xg = 485; X7 = 648; xg =
660.

16.18, 4, 232,61, 37, 201, 252, 166, 151, 162, 244, 66, 137, 130, 28, 248
127,77, 205, 226.

17.0)

Dyukuus oopamuon censu

bf

+ +

A A

b, |l o, bl b, 1sl 6, 1] 2, I‘ﬁhgﬂd
BBlBdIs.

18.0X*'+x3+x*+1;B 158 ' Is.

19.(1111000.000101111008.

20,56 OL teW H .

2l.gr LT YT yrdpyr BOdzr twjedMmilstedzj teH W €
f J tod:tRH 5242878 d R,; 41943038 d R;; 83886078 ( Is .

422.0¥x,¥,2=1(1,0,00=0 f&x)y,2=10,1,1)=12R % b dBg}
fpriorylr Qdzdzy ke dMmistedzj te;'o J(iy dem HOSAUM) © dZOH 1
00 &)y 2=1H11 1) =3I R, RypdgMmrorylsr 3 dzr" di
tcjedMmistedzj 6 Mddem tetsdzH O dzOH T

5 0Ok

11.Ly||Ry = cclfc6e0fO0aaeBab;.



12. RS = fal55575150;.
13. RS = 8a2b57d02%6,s.
14. R} = cf430/cag568;

15. R, = 5dfddbd5h555,6.
16.Q 53¢, B) €1, 9) f16) D dBjOse.
17. RS, = 7514094@b614,

18. R} = 16808976y,

19. R} = 48a363d;

20.Ls = 48a3638fs) D dai= 4178632k

21. Lg= 4178632k D 4= 48a9b329..

22.Cy=¢3c033a¢ D d@j = 33f0cfag.

23.0 X, = 0f00cehg y D dBh = cfc33e8¢, B) C; = 3c033ags ) D dB =
= 3f0cfaBq, 8) C; = 033ac3Gs ¥ D dpj = Ocfald3fe; 6) Ci, = 75878066 % D dzj
D1, =f467€19s.

24.k, = 4568581abccg.

25. Q k; = da2d032b6eed; B) kg = 84bb4473dccg; o) kiz =
99¢31397c91; ¢) kig= 181c5d75c664d.

26.f07704d0741eb2¢2

6 OOz
140" o' dgh pfmjte SCjto' hdWtedzOdzoOdz Hjtej CIs
BU"L'T dzOH T . [ ¢ dgh pfjte C J to' hmfl WeteddOazD O dz
B"L'T dzOH T .

15sjte' W tedzOdzDOdz Hjte SIsjteH' W B 'lds' dzh*
sjte B"LM &zZOHT .

16.s j t6' h dW tc dzO dzD O dz da? | tc BUMsGtE HiZHWD & ‘B0 o3 dz
sjte B"Lj'Cdz@ztB ‘HE (B dIs

17.o6hryYy HjtjSIsjteHj G YOIy BOtdz v €] dzj

dlsH", B'tOY Cjt' " dWtedzOkZ BOtr Mr dzH O EL '

18 "' dzh' bpMmjte Cjt" hdqWtcdzOdzOOQeCH jaadj C Is
Bdlsr dzr w B LT dzlz' . [ €' dgh’ pfpjte Cjte" hdwWw
StsOor L rdghr 00O Hj2 dz2 BlzsCIsOter dzg" W B" LT dzlzr .

19.5jte" hdi¥ tedzOdzDOdz Hjtej SIsjten" W B' t6' dgh’
B"LM dzkr BSSd&ZOHT . 1 dzZB8CISOtH" W Cjdzj My’ Is* L

205 J eWhedzOdzDOdz Hjted CIsjteH W Isj ¢ J ¢ dgh'
B"L' dzzr BESSd&zOHT .

7 LOOE
37¢



11.N; ©0cbd4791, N, © 191a2abgs.

12.N; ©cc29563k, N, ©434665b2s

13.N; ©10d3b61as N, ©02af83fG

14.N; ©0d3b61a5,6 N, ©315369@;.

15.R B3 Is 5 dai Wicdsj B2eHddP iz Cj 5 B sdzdsOk € j to g
16.r OzDOdz S jHjteG"' dzj tev' Psray fO&BIA 10y Isd 3

8 lOtOk

11X+ X*+ X2 + x.
12.1 E cdzz v | dz: xBExdRXf €X°+ 1.0 E dzlz H | dz: XPOHRE+ Y

13. {f2} ¥A+ { 1b} XA+ { 03} XA+ { 17} *Ar { 1d}.

14. {06} xA+ { 05} A+ { 19} ¥A+ { 15} A+ { 1d} xA+ { 13} XA { 04}.

15.{19} A+ { 11} A+ { 1c} ¥A { Oa}.

16.X + X2+ X+ X% + x.

17.° + X+ 1.

18.X + X%+ x°+ x + 1.

19.49ded28945db96f17f39871a7 BE3h.

20. 2b359f6849506a2f27f9ca443ea5hbb

21. 2b359f6849506a2f27f9ca443easbhbb

22.f187de773b9639498953db7flad2245

23. 584dcafl1b4b5aacdbe7caa81b6bbRes

24. 72dbe546102a2bf01ad3ef5836ab4g3d

25. aa8f5f0361dde3ef82d24ad26832469a

26.d014f9a8c9ee2589e13f0cc8b6630gab

27. wW[6] = 5846294 W[7] = 5c43fafgs W[8] = 544afefhs W[9]
= 5847f0fas W[10] = 4856e2eg; w[11] = 5c43f4fgs.

28. W[8] = a573c29fs; W[9] = al76c498s w[10] = a97fce93s W[11]
=a572c09¢; W[12] = 1651a8cd W[13] = 0244beda; w[14] = 1a5dadcls;
w[15] = 0640bades.

9 kOtkOk
8. kit = 9682 ki?) = 978as k$¥ = 0820, ki*) = 0940, k$*) =
= 1af616, kée) = 7b7d16
9. ki = e8d8ye, ki?) = 5099, ki¥) = 4c25,, k{*) = 95d7,6 ki) =

= eb43,, ki®) = 2108, ki) = 83824, ki®) = 47e04, ki) = 324



10. k{P = fca2y, k{?) = 6bffy, ki® = 29, k{*) = 9427, k{*
= 94y, ki) = a576,, k") = badlg k(¥ = 68424 ki) = efas,,

11. ki = 92d4,6, k{?) = cTeByq, K = 14241 k{®) = 1266, k!
= 3370, k{®) = 8035, k{") = 1af6;s ki®) = 7h3dy.

12. ki) = 5773 k{?) = 725, k{®) = ab3q,, k!*) = e2ef,, k{®
529a6, k{®) = 20e2 k") = c77by, k{®) = 9270, k!?) = 7hcge

13. X{1 = ab3;e, XY = 5c2dys, XY = 77246, XSV = 12,6

14. y{V = 5c92, yiY = 62b8y
15.C = 482523800fb9c46,
16. £ = 4cbgy, fiY = 40004

10 OOk

13. n®J1055, 16mod10 =6, 27mod10 = 7,-4 mod10 = 6,-13
mod10 =-3mod10 =7, (3 + 8)mod10=1, (3i 8)mod1 0 = 5modl1Q) 3 A8)
= 4, M&ABAS5)nodlA5=) 0 modal)=5516mod1l =5, 27
mod11l =5,-4mod11 = 7,-13mod11 =-2mod11 =9, (3 + 8)mod1l =0,
(3i 8modl1 1 = @modi(13 A8 )2 modl 3 A8 fMmBJAIS 0.

14.2° mod10 = 6, 2" mod10 = 7, 7** mod100 = 43 7°" mod100 = 7.

15. 108 ,772AR6KGAASB BBA 1=3, BAB A5 3 A53

16.(25,12 4 D d40,27) " s Oter EL Ot Oy ©O2 WPty Ots,
(25,19 M O dzH Sdce dz', 3,39 O dzh BB E dz' )dzj H

17.03(14) = 6,((15) = 8.

18.0i(53) = 52,G(21) = G( 74§ &) = @A) =% ABPRB) = 2A52
104

19.3% mod1 3 =2 n®dl3 = 3, 5% mod 11 = A% mod 11 = 25
mod11 = 3, 3" mod5 = 3.

20.3%mo d 2 ¢ med 2B=A32" mod 21 = 32 mod 21 = 42" mod
159 = 2&%mod 159 = 8

21. gcd(21,12) = 3 gcd(30,12) = 6 gcd(24,40) = gcd(40,24) = 8
gcd33,16) = 1

22 a)x=-1, = =),k -2 xe=R2k -+ x&)l kz -2

23.3*mod7 = 5,5 mod8 = 5, 3 mod53 = 18 10 mod53 = 16

24.100C " h ' 3 022, IPEEHALAR 17, 19, 23, 29, 31, 37, 41, 43,
47,5359, 61, 67,73,79,83,89,97. [ d&zOtH r W 5'7M1 2Bj4859 D dzj
83MOdzHc "2 Atpll4s" Hzy MDR2CjMm CjdzjH'

25.6=11C j LjOt OBj Istc 2, 6,13 ji I 'ddfimQdzH Ot ISOWH
&I BE ' dz
38C



26.Q e = 20,65 = 17, Kag = 21; B) & = 13, g5 = 14, Kpg = 10; 9) g, = 21,
eBZQ,KAB:16;(;)%:8,%:5,KABZQ;H)%ZG,GB:].?,KAB:].B.

27.Qdy =11, dg =13, %, =17, % =5,%=6,% =4;B) dy = 3,dg = 19,
X1=8,%=12,%=3,%=6;9)d;=5,d5= 11, X =14, % =10, %= 3, X4 =
=10;60 dy = 5,dg = 15 % = 7, % =21, X3 = 14, X, = 17, H) dy = 11, dg = 5,
X1 =15, X% =2,%=8,X=09.

280Qe=13r=14,s=12 M =5;B)eg=16,r = 9,s = 15 M' = 10;
9)e=15r=16,s=14 M =10;6 eg=21,r=14,s =12 M'=5; H) g5 = 8,
r=5s=12 M'=10.

29. Q ny = 55, (i(ny) = 40, dy = 27, C = 23, M' = 12 B) ny = 65, (i(n,) =
48,d,=29,C =50, M' =20 9) na= 77, 0(na) = 60,dy =43,C =52, M' =
17,6 na =91, ((ny) = 72, dy =29, C =88, M' = 3Q H) ny = 33, (i(na) = 20,
da=7,C=9,M'=18

30.M =111

31.ohry R=@7A63 " d W tc dzO dzD0 Qdz 1100 BIBrtd 734 2018
0400 1932 0831.

32.16=59,0a=71;iL Oh Pls O

33.90x=17; ®B)=; T0)=;, ZBN4;, H)=. 3

3.0 = 108006 20006 ;100)& 1

0
2
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Jykad vy BOM" dz@ o3

Rl Odz tcO) OlsH d dztso

i SMOdzHte | tcdetste! jod
Hdd3dte 1 Qe dzseo d y
pdzj S MOdzH tetso d y

In &z dzis o gz dz

Sffrér141¢$BRIVI[RC:
h W edzOk pH' Misjts

[YE y"icOdr

1 OMzoO YBd Y82 dzH '
UOtcOdzr d3F 10060O&G/ 1B. " " & BOMYI Or OdzO«
1 0ooOfmr ¢jdz' m" ogH '



