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INTRODUCTION

At the moment, technology is developing more and more every day, but
with the advent of new technologies, peoples are also getting a huge amount of
information that needs to be stored and processed in order to get up-to-date data in
advertising, education, medicine. With each passing year, there are fewer and
fewer areas where technology is not available. The incoming information needs to
be structured, stored and processed in order to be able to further analyze the data
and, on the basis of this analysis, make sound and accurate forecasts for future
efficiencies. Big Data (BD) technology has become such a system to handle huge
amounts of data. The BD provides technologies and techniques that enable the
processing, collection and analysis of vast amounts of information. They are also
large volumes that increase exponentially. The structure of sufficiently large
standard tools does not allow the processing of such data. The BD allows the
processing and collection of large amounts of data through the use of software that
has been developed to operate and store complex sets of different data. A list of the
variety of data that are used to work with the database:

1) Structured data are data that are located in many traditional databases.
Structured data has a clear structure, is easy to store, does not require additional
processing. Such data are easily stored using relational databases (RDB) and they
use special formats such as excel, json, xml, CSV;

2) Unstructured data are data that do not have a clear format and may not be
easy to store in RD. Unstructured data are found on a variety of resources, texts
from different sources, information from different social networks, video and audio
sources refer to unstructured data. Such data should be pre-processed and provided
in a format suitable for further analysis;

3) Semi-structured data - Such data represent a symbiosis between structured
data and unstructured data, and some data types contain properties that define them
as semi-structured data. For example, mail messages and their content can be
defined as unstructured, but at the same time postal messages contain data such as
name, e-mail address, date of dispatch and receipt of electronic messages, these
data can be defined as structured. Therefore, these data refer to both types of data
and belong to the semi-structured data.

Web server logs are unstructured data, pre-processing of log data is required
for correct work. This requires a system that effectively collects large amounts of
data and processes them for further analysis. The purpose of this study is to
investigate existing BD products, select the optimal software for processing web
server logs, measurement data processing speed in a distributed file processing
system, and obtain data visualization, in order to get a prognosis about the
possibility of improving the existing infrastructure or fixing the security problems
of web resources and web servers. The objectives of the study were as follows:

- search for BD Information

- search for existing solutions for BD as well as software for distributed data
processing;



- installation of data processing infrastructure in a virtual environment;

- development of a program for processing web server log data in the
distributed data processing system.

The novelty of the study is the development of a system for processing and
storing large amounts of web server access logs for analysis and web resources
statistics, and forecasting on the basis of data analysis of the need to improve the
existing infrastructure or improve the security of existing web servers. A study
was also conducted at the speed of data processing in relation to the volume of
information received in the distributed processing system.

The theoretical importance of the study lies in the possibility of analyzing a
large amount of information and storing data in a distributed file system, the
possibility of processing information at a high speed due to the use of distributed
information processing tools. On the basis of this study it is possible to process
data from access logs of many popular web servers in order to obtain statistics on
site performance and web portals.

The practical significance of the study is that it is possible to predict, on the
basis of the processed data of web server logs, problems in the operation of the
existing infrastructure. As well as get a full picture of the work of the
organization’s web servers and the possibility to get a visual result for the analysts
of the work of the sites and portals of the university or other organizations that
need an analyst of the work of their web decisions.



1. 1. RELEVANCE OF BIG DATA TECHNOLOGY IN THE WORLD
1.1 Definition of the term Big Data

The term BD has spread throughout society and is used in a large number of
areas. Data is constantly being created and increasing with increasing speed. One
of the difficulties in dealing with BD is the analysis of a large amount of
information, which is due to the fact that the following factors have to be taken
into account in BD analysis: speed of data processing, volume and diversity. Data
must be collected, and many companies now use different tools to store their data.
The BD provides new opportunities for organizations to extract the necessary
information and create a competitive advantage from their most valuable
information asset [1]. Large companies quickly realized that BD technology with
the right amount of data allows to predict, using analytical tools, that it is profitable
to put everything into mass production. To make sales forecasts and to create
different marketing strategies based on the predicted results. For data storage, it
was necessary to develop tools capable of storing large amounts of data and to
scale up the repository quickly. In such cases, Hadoop tools with HDFS file system
are commonly used. HDFS allows storing large amounts of data and easily scaling
file space by quickly adding new servers to the cluster. The main solutions so far
are cloud storage, which, in addition to storing data, also cleans data to better
obtain further results [2].

Data are diverse, including text, unstructured data, email data, video sources,
structured databases, and various data from it devices. For example, based on
users' e-mails, the amount of different data, the text of the letter is structured
differently, and the data of the e-mail may include the time of dispatch and receipt,
as well as the addresses of the recipients and of those users, which are also
contained in the copy. Another good example is the various videos. The video can
be recorded on various fragments and make it possible to get the date of the
network from many videos where can get a certain fragment. For example, collect
the date set from the video fragments of people walking down the street. These
examples illustrate the variety of information that needs to be collected and
processed. For example, there is a large company that produces content every
second. One example is Instagram, which generates a huge amount of content per
second, which needs to be processed and systematized and done as quickly as
possible. This requires traffic management systems as well as the ability to
maximize the return on investment in such technologies. The main distinguishing
features of the speed in the BD are the continuity and huge data flow. During the
digital age, data are collected at an incredible rate of 2.5 quintillion (2.5 x 1018) of
data bytes generated every day. There are now many companies that sell and
collect their data. There is now a market that provides equipment, software and
various BD processing services, and this market continues to grow daily [3].

Databases are important in a variety of organizations, and the use of such a
tool in various large companies proves this, such as Facebook, Google, WalMart
Twitter. The listed companies use the database to predict various models on the
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purchasing market, to determine the success of a particular sales model. The
application of visualization also provides a broad overview of the results of the BD
analysis. The use of analytical tools in the BD management technology allows for
a large amount of investment [4]. For example, consider the experience of
Walmart, which processes over a million customer transactions every hour and
imports them into databases. It is estimated that these databases contain more than
2.5 petabytes of data. The company can combine data from a variety of sources
such as: past purchases of the customers, the location of their mobile phones,
internal Walmart stock control records, social media and information from external
sources, such as weather, and initiate individual advertising actions. For example,
if a customer was shopping for a barbecue at Walmart, and the customer happened
to be within a 3-mile radius of Walmart, which has a barbecue cleaner in its
warehouse, and the weather is sunny, the customer can immediately receive a
voucher with money from a barbecue cleaner, delivered customer smartphone [5,
6].

In a rapidly developing world where economic sector volatility is high
enough, various companies as well as government departments have begun to
reflect on how the situation might be affected. One such solution is to work with
BD, which requires a sufficient amount of data on the basis of which it is possible
in the future to make any predictions, determine the attractiveness of particular
resources, and to project best practices and strategies [7].

The problem of scalability of large amounts of data is relevant in all fields,
from medicine to the humanities. In medicine, BD also takes the form of medical
photos, cardiograms, and various images that occupy petabytes of memory in the
system. In the humanities, it can take the form of books, various electronic journals
and other heterogeneous information [8].

There are a number of studies that allow the use of BD for medical results,
as well as different systems in smart houses and cities. If look at certain areas
where BD is used in some way, that is, a whole layer of different areas.

When considering the BD in the sports sector, there is a widespread practice
of searching for talented athletes based on the analysis of statistics and records of
certain athletes, which allows to determine the fitness of an athlete of the
organization. Then there is a legitimate question as to how a BD is collected in a
sport industry, for example, the presence of a special tracker on an athlete to
provide data on the athlete’s condition, speed and various other parameters. This is
a fairly large amount of data and needs to be collected and stored, and working
with BD provides such opportunities. Using BD technology to calculate the results
of certain sports and to predict the future success or loss of a team. The collection
of information about players, athletes and the team in general makes it possible to
avoid over-training of athletes, the ability to collect data on heart reductions makes
it possible to prevent various injuries and chronic diseases. Similar technologies
exist in many sports disciplines such as football, big tennis, and cycling [9, 10].

Also, the development of DB in sports allows ordinary people, not athletes,
to use the DB for benefit, and now the market is filling up more and more smart
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devices that allow to measure blood pressure, monitor the body’s calorie levels,
monitor calorie intake, as well as sleep control. Another equally important factor
in the use of BD is that all devices can synchronize and transmit information to a
single BD processing center, where the user will be provided, in a convenient
form, with all the necessary results about his well-being and physical condition.
Imagine that fitness bracelet synchronizes with the tracker on bicycle and provides
information about the distance and the amount of calories burned. Smart scales
synchronize with mobile phone and show predicted data. Thanks to these
technologies can see how can lose weight if continue to ride the bike at the same
speed and at the same distance, all of this is possible thanks to the database.

Smart houses also generate a lot of data. Heating systems, various automatic
air ventilation systems, power control. For example, a special heating system heats
only the areas where the person is located or the most necessary areas in the house.
It is also possible to adjust the thermostat automatically so that when a person
arrives home, the system is already heating the whole house. Of course, this smart
house technology also generates huge amounts of data, and for such systems also
need to process and store huge amounts of data, Hadoop allows to create such an
infrastructure to collect this information and further its processing [11, 12]

1.2 Big Data data types

Most BD are unstructured data, including images, text documents and web
logs, and are stored in unprocessed form and retrieved detailed information where
necessary [13]. There is a large amount of information in the BD that needs to be
processed. These data include: unstructured data; audio data; video data; structured
data; various log file data; stream data [14].

Audio and video data are complex enough to process and find certain results,
for example, to get a certain object on an image or video. This requires a record of
very good quality and the system must be able not only to place the data on the
server, but also to pre-process the data. Finding any text in a video stream, or on a
certain image. This requires that the image itself be pre-divided into multiple
blocks and that this information be further transferred to the neural network to
receive text from the image [15].

In today’s world, a very popular industry is the game development industry.
The amount of data that network games generate is very large, it is increasing
every year as users consume the content they receive very quickly, such as popular
MMOGs (Massively multiplayer online game is a multiplayer online game). These
players create a very large amount of content that needs to be stored and processed.
Conventional RD cannot meet the storage requirements for this amount of
information, and various non-RD and BD technology are very good at storing this
type of data [16].

Structured data refer to the presence of data of a certain structure, usually a
fixed value, and such data can be easily stored in a convenient form, for example in
excel, json, xml, csv. It is also easy to store such data using, for example, RD, but
there are various data that are difficult to store, let alone process in a relational data
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model. Such data types include hybrid data, such as that generated by man and
machine, and include:

- log data, which is generated in the process of collecting log files on the
state of servers, networks, web pages, as well as access to web servers;

- financial data is also one of the biggest sectors in the generation of
structured data, such as trading data on a stock exchange, data change at a high rate
and are generated in seconds in the financial sector;

- data that are generated by different sensors to collect information, such as
Geo-positioning tracking systems or identification tag readers. Such data are
available almost continuously and in very large quantities.

Such data creates a huge stream that is difficult to process with conventional
databases and uses BD tools to process them.

Unstructured data are data that do not fit a particular format and may have a
completely different format and not be easy to store. Unstructured data are found
almost everywhere, with 20 per cent of structured data accounting for 80 per cent
of unstructured data. Unstructured data are generated by both users and equipment.

Various photos and videos refer to unstructured data, various smart city
management systems, traffic management systems, and video surveillance systems.
Data from various seismic equipment, imagery from space stations such as Yandex
maps or google maps generate a huge amount of unstructured data. Various printed
publications such as magazines, newspapers, various articles on electronic media, a
very large amount of information is contained in different texts, it is one of the
most convenient communication systems and it is not clearly structured, because
storage or processing requires the use of recognition and classification solutions.
Also, unstructured data include data from various social resources and electronic
platforms. Such platforms include Instagram, YouTube, Facebook, Twitter, etc.

Unstructured data is the largest part of the data, and the amount of this type
of data will only increase each year, develop and fill different applications and
systems. In recognition of, for example, textual information, this is an unqualified
advantage as the market for faster search applications with BD tools can be
developed. Already now, various systems have been set up on the basis of the
received data and their processing for consulting clients by a clever assistant. A
clever system based on multiple text messages learns how to answer client
questions, and this information is used in analyzing data when staff is interviewing
clients' call centers, when analyzing written comments.

As the culture of content consumption has changed, users are consuming
more and more information, allowing companies that work with BD to increase
their development of BD as well as to develop systems capable of handling
unstructured data. A very large amount of unstructured data refers to different
streaming platforms, streaming Internet radio, or different content generation
systems on social platforms such as Twitter, Yandex, Facebook, etc.

Log file data (journals) are usually stored in different formats and cause
significant problems. Also, because most of the time a system is running, log data
are becoming the biggest source of data on the server. Such data should be

10



transmitted and stored efficiently, but here comes the new problem of not being
able to efficiently process such a volume of information. It is clear from the above
that if a company receives an incident that disrupts the system or a break-in
incident, it is first necessary to obtain data from the logs. All valuable information
on the incident is stored there, and companies generally do not care to keep the
logs properly. Especially to use the system to visualize or effectively store data.
And even if find this file, will not be able to work effectively with it if the file is
not segmented or weighs on the order of several terabytes. Here comes the help
and the BD management system, which will help to segregate the data as well as
create a convenient visualization for further investigation of the incidents, or to
perform analysis to understand the problems.

Data streaming - data streaming is data that is received continuously from a
large number of different equipment or systems, with no beginning or end, as the
incoming data flow does not stop for a second. In general, streaming is used when
the actual portions of the data do not exceed certain sizes, such as weather sensors,
various readers or e-commerce systems. Data types such as streaming generate
data flow, which is most often used to correlate data among themselves or to filter
data in real time. It is also important to process such data in memory, and because
the BD tools make it possible, using a cluster association, to build a fault-tolerant
system capable of processing data in memory. This significantly improves the
efficiency of such a system when processing streaming data.

1.3 Analytics of Big Data Applications in all directions

In the modern world, BD Application Analytics is a process of studying
large datasets that contain different types of data. Databases allow to detect all
hidden patterns, unknown correlations, market trends, customer preferences and
other useful business information and more. Analytical results can then lead to
more efficient marketing, new income-generating opportunities, quality customer
service, improved performance, competitive advantage over competing
organizations and other businesses-advantages [17].

BD has become a central theme in various endeavors and research. This is
because the ability to create, collect, transmit, prepare and examine exceptional
measures of difference in the information is almost universally applicable. BD,
with its potential to provide valuable information for improved decision-making,
has recently attracted considerable interest from both scientists and researchers.
The BD analyst is increasingly a popular practice used by many organizations to
obtain valuable information from the BD. The analytical process, including the
deployment and use of BD analytics tools, is considered by the organizations as a
tool to enhance operational effectiveness, although it has strategic potential,
Generates new revenue streams and competitive advantages over competitors [18].

Analytics can be divided into 5 types:

— descriptive analyst: The simplest research class is the one that allows to
combine a huge amount of information into smaller, more valuable portions of data
[19];
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— predictive analyst: The predictive analyst may be the most commonly
used category of data analyst, as it is used to identify trends, correlations and
cause-effect relationships. The category could be further divided into predictive
modelling and statistical modelling [20];

— prescriptive analyst: In addition to descriptive and predictive analyst, the
prescriptive analyst is one of the three main types of analytic company used for
data analysis. This type of analytics is sometimes described as a form of predictive
analytics, but differs slightly in its focus. The objective of the prescriptive analyst
IS to provide the best possible advice for a situation that is unfolding, given what
the analyst can infer from the available data [21];

— diagnostic analyst: This is a form of extended analytics that analyzes data
or content to answer the question «Why did this happen?» and is characterized by
methods such as detail, data detection, data analysis and correlation. The
diagnostic analyst examines the data in greater depth to try to understand the
causes of events and behavior [22];

— cognitive analytic: Cognitive analytics combine a range of intellectual
technologies, such as artificial intelligence, machine learning algorithms, deep
learning, etc., to apply human intelligence to certain tasks. Basically, this type of
analyst is inspired by the way the human brain processes information, infers and
systematizes instincts and experiences for learning, such as understanding not only
words in the text, but the full context of what is written or said. All of these
intellectual technologies make cognitive applications smarter and more efficient
over time, learning from their interactions with data and people [23]. Companies
such as Google and Amazon are masters of BD mining and analysis. They use the
knowledge gained from BD analysis to gain superiority over their competitors.

The system analyzes databases such as purchase history, purchasing habits
and purchase patterns. Using BD and forecasting analyst, they created a marketing
machine and created a highly successful business model. With increasing
computing capacity, reliable data infrastructure, rapid algorithm development and
the need to gain a better understanding of the ever-increasing amounts of data,
enterprises are seeking to use a BD analyst as part of their decision-making
process. Decision makers have realized that, with a better understanding, an
excellent competitive position can be achieved [24]. Organizations from different
domains invest in BD applications to examine large data sets to identify all hidden
patterns, unknown correlations, market trends, customer preferences and other
useful information. The scope of applications of database applications includes:
production, health, media, Internet of Things Government, etc. [25].

1.4 Processes used in Big Data

Data science should also be considered when working with BD. This area
allows to systematize, classify and give a clear answer to how the data collection
process, its further processing, and its storage in a robot database environment is
carried out. There are the following main processes to be followed in dealing with
data:
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1. Understanding Business Processes - First of all it is necessary to define
what goals and tasks need to be solved with the data processing process, what
exactly needs to be improved, or to create a completely new approach to data
handling. It is the understanding of what processes need to be improved that makes
effective use of data science in a particular area;

2. Data collection - at this stage it is necessary to obtain all the data that exist
in the enterprise or in the organization. At this stage such data sources can be, for
example: different databases MySQL, MSSQL, PostgreSQL; different data formats
such as excel documents, csv and json files, etc. etc. Data collection also requires
the use of special tools, such as different frameworks, or different API libraries for
access to data. It can also be used to parse data formats csv (comma-separated) or
tsv (tab-separated data).

3. Data Cleansing - to work with data it is necessary to clear them, the
process of data cleaning allows filtering them. The cleaning process allows the data
to be put into one particular format, and the data can already be in a certain format,
such as json, but may be from different sources, in which case it is necessary to
combine the data into a single database, so that further analysis of such data would
be possible. Similarly, when cleaning data, the ability to replace empty values
when there are missing values in a data set is an important factor and can be
replaced by a standard or other predefined set. In certain cases, it may be necessary
to replace data, merge or delete certain data fields or columns. Tools such as
Hadoop, Spark, Yarn are well suited to handle large amounts of data.

4. Data Research - The examination of the data provides an insight into
which operations will need to be carried out in the end, which types of data are
used, such as textual data types or numeric data are processed differently. There is
still a need to conduct statistical checks on their characteristics. For example, to
determine whether data influences the performance of other data in statistics;

5. Data modeling - Modeling is a step that allows me to use prediction to get
the desired result, and at this stage a large number of different algorithms are used
to work with data. Such algorithms include k-means, clustering algorithms;

6. Data presentation and interpretation - this stage allows data to be
presented to non-technical staff and specialists for further examination. The data
provided will determine at this stage whether the organization has achieved the
required result in data processing. Also at this stage, it is necessary to visualize the
data so that all stakeholders correctly interpret the result and can draw conclusions
in accordance with the visible visualization.

7. BD infrastructure - there are currently a wide variety of BD solutions.
New implementations and products appear in large numbers on the IT market, all
major components can be divided into several categories, which allow more
detailed understanding of which parts of the infrastructure are responsible for
which functions.
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1.5 Work with non-relational NoSQL databases from Big Data

The Distributed File System (DFS) is a data warehouse on multiple servers
that are combined into clusters. This file system (FS) is similar in its work to other
FS except that it is online. The main advantages of such a system are the ability to
store huge amounts of data, also the ability to scale the system in unlimited
quantity if it is necessary to increase the FS space enough to add a new node to the
cluster. The DFS provides reliable data replication systems on several cluster
servers for high fault tolerance, which substantially increases the reliability of
storage of such data. The second factor that is used to replicate the data is the
ability to process them in parallel to achieve the maximum result. The DFS
provides the best storage of data along with the others, as even if several nodes of
the cluster are disabled, the files will still be available because replication is
performed and failure of one of the participants does not cause loss of data.

Storing DB in a DFS is the best approach, as previously it was necessary to
use vertical scaling, that is, the deployment of a more powerful server for data
storage, to increase storage space. In this work, the HDFS (Hadoop File System)
included in the Hadoop toolkit will be considered as such FS.

Many NoSQL companies, such as Google, Amazon and Facebook, have
been involved in the development of NoSQL technologies. For a large amount of
data, it is not always good to apply a relational approach to data storage. There are
tasks that are difficult to implement when working with a traditional approach to
solve database tasks, this requires a different approach and therefore a database
structure such as NoSQL has been developed. This architecture allows to scale
databases due to the cluster architecture of data storage. A relational approach is
well suited to such tasks as collecting analytical data in the same format. Data that
have a certain structural form and if all the data in the schema of the database will
be a certain identical set, rows and columns, then RD should be used. In the same
case that there is a need to work with a variety of heterogeneous information,
unstructured data, or huge amounts of information that cannot work correctly with
other relational models, NoSQL database is best suited, Databases using the
NoSQL approach are not bound to a fixed storage scheme

Initially, RD was not designed to work with the huge amounts of data that
are now being generated globally at a very high rate. There was no flexible scaling
system, as RD was initially considered to be a convenient storage facility with the
least computing capacity. With the emergence of rapidly growing information in
today’s world, a huge amount of unstructured data that is generated every day, and
growing every year, needs to be processed with high speed and scalability, such
qualities NoSQL databases possess, High productivity, scalability and real time.
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2. STUDY OF INTERACTIONS WITHIN THE HADOOP
ECOSYSTEM

2.1 Essential Features of Hadoop Technology

The Hadoop project allows to process large amounts of data with the help of
various tools supplied by the foundation of Apache Software. The product was
developed by Hugh Cutting and Mike Kafarrell in 2005. Many companies use
Hadoop tools in various areas of business, science and education. The list of
companies that use Hadoop tools include Facebook, Netflix and Amazon.
Company data use Hadoop to analyze unstructured data, Hadoop equally handles
structured data as well as unstructured data [26].

Hadoop allows processing of a very large amount of information, which
includes images, video, audio, files, software and more. Hadoop uses many
components, including Flume, HBase, Hive, Lucene, Oozie, Pig, Sqgoop and
Zookeeper [27].

The Hadoop ecosystem has two main components in its system:

1) The distributed file system HDFS. HDFS provides fault-tolerant operation
as well as operations on various equipment. The HDFS structure allows storing
data on a large number of servers. The distributed FS uses the master and slave
model. The information that enters HDFS is then broken down into information
blocks, by default each block is 64 megabytes [28]. Compared to other FSs: FAT,
NTFS, where each block of information is between 4 and 32 KB, HDFS partitions
them into larger blocks, and this parameter can be increased in configuration files
if necessary. Each block created receives a special number «blk XXXXXXX,
xxxxxxx» - this number changes depending on the size of the block. All data
placed in the cluster is stored on certain machines located in the cluster, and these
nodes have the name of a data node. A metadata repository for data that has been
placed in a cluster is located on a node named Name Node. An additional fault
tolerance is the replication of incoming data on multiple nodes in a cluster, and
these nodes can be located at different locations in the cluster. The default replicas
number is 3 [29].

2) MapReduce is a distributed computing model. The MapReduce
programming model that Google developed in 2004, was needed to write
applications capable of handling large amounts of data through distributed
computing, on a multitude of cluster servers. MapReduce is a platform for
processing and managing large amounts of data in a distributed cluster that is used
for applications such as search indexing, document clustering, access log analysis,
and various other forms of data analysis. One of the advantages of this system is
the ability to process large volumes of information by dividing them into
segments(s) and transferring them to computation by different cluster servers for
faster processing. MapReduce does not divide two steps when processing
information:

1) Map - This function always starts first, then filters, then transforms and
analyzes information. All received data is transferred further to Reduce.
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2) Reduce - This function is used to add up data after processing Map.

During the operation of MapReduce with the main server (master), a map
function is called, and the task is shared among the machines in the cluster. The
map function then transforms the received data set, and then transfers the data to
the Reduce function. Furthermore, Reduce combines the resulting data sets into
smaller tuples. The Map and Reduce functions are performed as many times as the
application itself [30].

Apache Hadoop Yarn is a system for distributed data storage and analysis in
the Hadoop environment. Yarn allows storing data on cluster system servers, is an
improved version of the MapReduce framework (MapReduce V2.). This system
allows for real-time streaming as well as SQL on-line processing of data. Yarn
significantly increased the speed of data processing compared to the previous
version of MapReduce V1, and opened the possibility of processing data from
various sources such as sensor data analysis, scientific and medical data, and social
networks [31].

2.2 Application of Hadoop in various applications

One of the most sought-after areas is medicine. Hadoop tools are used very
effectively in areas such as health care and medicine, allowing large amounts of
data to be processed. Hadoop tools allow to improve medical service, forecast
different outcomes at different course of disease [32]. Hadoop tools are also used
to solve complex problems such as storing photos and images for ophthalmological
research and analysis. The use of HDFS, which is part of Hadoop tools, has
increased the speed of data writing and further processing [33].

Use of sensors for real-time diagnostics to provide a complete picture of
diagnostics. This technology consists of 4 stages of operation: real-time patient
monitoring, patient systematization, patient diagnosis, visualization of processed
data, treatment recommendations. In this system, Hadoop [34] tools are the main
tool for solving diagnostic problems.

Hadoop tools in bioinformatics and cancer markers are also important.
Hadoop tools allow the processing of biological and biomedical data at very high
speed, also allow correlation of data to find the optimal result in the study [35].

The processing of incoming images for further data storage and processing is
increasingly being used for medical imaging. Medical images, various cardiograms
and MRI images are very diverse and unstructured information that needs to be
stored and properly processed. Medical imaging systems are usually stored in a
database, and one of the main tasks is to quickly retrieve exactly the images needed
for diagnostic solutions. It is only when an effective data storage system is in place
that these data can be easily accessed on a large scale. Such a system is an open
Hadoop platform with the ability to run in parallel mode. The MapReduce
operating model created a model capable of extracting necessary characteristics
from images and transmitting them to the HDFS [36] data warehouse.

There are also many examples where Hadoop technology has been applied
to smart cities. Using Hadoop tools for storing incoming information from many
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different sensors, smart house control systems, home power control systems.
Because smart house systems generate a large volume of different structured, semi-
structured, and unstructured Hadoop information, they can effectively collect and
group this data. One of the many projects in the development of smart cities is the
use of traffic control technology, with cameras recording various violations,
generating a huge amount of video information, a system capable of storing this
amount of information is necessary for its storage. Hadoop infrastructure tools
allow the creation of such a technology [37]. Hadoop is also used to construct a
system for collecting information in sports. One of the areas in which Hadoop tools
are involved is cricket. Hadoop and Hive are used in cricket to predict and
statically model the system for selecting players based on criteria such as statistics,
different results depending on the team, The construction of such a system
provided 91% of the result of selecting the right player for the team, depending on
the necessary skills [38]. Hadoop tools are also used in the design of systems that
use different sensors and temperature measuring devices. The project includes
ambient temperature monitoring. Work in such a project shows how effectively
Hadoop works with 10T devices. The sensors are the visible light from LEDs,
which are read by various surveillance cameras and other devices. After that all
data is collected in the cluster and due to flexibility and easy processing by means
of the Hadoop cluster, the speed of obtaining results increases. The system reduced
errors in temperature reading from 200 nodes from 5% to 3% [39].

2.3 Use Big Data to process web server logs

The use of web server logs to monitor portals and sites is an important
element in the design of a reliable web resource, but there is also a need to use
analytical tools to obtain statistics on the long-term performance of sites and
portals.

Different sites generate huge amounts of data from log web servers every
day. The problem with analyzing journals is the heterogeneous structure of the
data. Web server log processing will consist of the following steps:

- loading web server logs into the HDFS file system;

- log data analysis using Apache Spark;

- data visualization in Apache Zeppelin.

Apache Spark is an open source BD platform based on speed, ease of use,
and sophisticated analytics, and Spark has several advantages over other Big Data
processing technologies. Apache Spark provides an integrated unified platform for
managing BD processing requirements with different data sets, such as text data,
graphics, and real-time batch data streams. Using Apache Spark, the web server
log data will be divided by regular expressions into groups, and then the data will
be processed and accessed using Spark SQL. Spark SQL is a relational data
processing approach that allows the use of queries to obtain data. Apache Zeppelin
allows to visualize the data that will be processed with Apache Spark. Using the
relational approach in the presentation of data, an efficient data processing and
visualization tool can be obtained, allowing a detailed report on what is happening
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on the web server and portals located on the web server. The web server log is the
following structure:

1) Web server log contains information about the IP address from which the
request came. Thus, instead of an IP address, it may be the name of a network
node, i.e. the web server log specifies the time when the request was made and the
date is specified. The log contains the server response code and the amount of the
packet sent, the name of the file that the user accessed, which the user accessed,
and how the user used the browser when accessing the site;

2) Web server file contents are queries made with the HTTP protocol, one
line in the web server log contains one HTTP request that was made when
accessing a web server;

3) Web server log is a text format with a semi-structured data type.

Figure 2.1 shows how to store data in the NGINX Web Server Access Log
File. The beginning of a new line is indicated by the following IP address from
which the portal or site was connected.

2.78.223.205 - - [27/May/2020:00:00:06 +0600] "GET /css/fonts/roboto-light/Roboto-Light.ttf HITE/1.1"
200 122232 "https://www.almau.edu.kz/" "Mozilla/5.0 (Linux; Android 9; SM-AS05FN) AppleWebKit/537.36
[(KHTML, like Gecko) Chrome,/81.0.4044.138 Mobile Safari/S537.36"

2.78.223.205 - - [27/May/2020:00:00:06 +0600] "GET /img/slider/distance2020.png HITP/1.1" 206 1
"https: S fwww. almau. edu. kz/" "Mozilla/5.0 (Linux; Android 9; SM-LS0S5FN) LppleWebKit/537.36

(KHTML, like Gecko) Chrome/81.0.4044.138 Mobile Safari/537.36"

Figure 2.1 - NGINX Web Access Journal

Web server log processing will use two approaches to analyze data, in both
cases data will be processed using python and the Apache Spark Distributed Data
Processing Tool. In the first case, the data will be processed and placed in the
spark.sql model, which will allow data processing and analysis using the query
language. The Apache Zeppelin tool will use embedded data visualization models
for data visualization. Completed queries in SQL will be automatically visualized
and will provide detailed data. In the second approach, data will be processed and
visualized using various python programming language methods and tools, and the
following tools will allow the rendering and processing of pandas, numpy,
matplotlib, seaborn data. Regular expressions will be used for data processing,
which will allow to break up web server logs into sub-logs and then add them to
the data table.

The resulting data processing model can also be used to handle data with the
same structure of logs of other web servers, and if necessary, the processing code
can be refined with additional regular expressions to find certain values.

3. EXTENSION OF THE BIG DATA STAND
3.1. Virtualization infrastructure for Big Data

The main purpose of this research is to adjust and develop universal
infrastructure of learning to work with basic tools for working with BD. Such tools
typically include Hadoop and its component tools such as HDFS, MapReduce,
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Spark, Yarn, etc. One of the top-level Apache projects is Spark, which also focuses
on parallel processing in the cluster, but the big difference is that it works in
memory. Hadoop reads and writes files to HDFS, and Spark processes data in
RAM using a concept known as Resilient Distributed Datasets (RDD)», a stable
distributed data set. Spark can work either offline, with the Hadoop cluster as the
source of data. Spark and Hadoop are open-source Apache projects, and Hadoop
requires more disk memory, and Spark requires more RAM, which means that
setting up Spark clusters can be more expensive. Spark is designed to improve, not
replace, the Hadoop stacks. Spark was designed to read and write data from HDFS,
as well as other data storage systems such as HBase and Amazon S3. In this way,
Hadoop users can expand their processing capabilities by combining Spark with
Hadoop, MapReduce, HBase and other BD frameworks [40]. There are three ways
to deploy Spark in the Hadoop cluster: Standalone (Standalone), Over Yarn, and
Spark in MapReduce (SIMR), as shown in Figure 3.1.

Spark Snark
Spark par
Yarn Hadoop MR
HDFS HDFS HDFS
Standalone Over Yarn Spark in MapReduce

Figure 3.1 - Three Ways to Expand Spark in the Hadoop Cluster.

With autonomous deployment, can statically allocate resources to all
machines in the Hadoop cluster and run Spark simultaneously with Hadoop
MapReduce. The user can then perform arbitrary Spark tasks on their HDFS data.
And can also run Spark on Yarn without prior installation or administrative access
to develop Hadoop Yarn. This allows users to easily integrate Spark into their
Hadoop stack and take advantage of Spark’s full power as well as other
components running over Spark. SIMR is used to run Spark tasks in addition to
offline deployment. With SIMR can start working with Spark and use its shell
without any administrative access [41, 42]. Apache Spark has extensive data
processing tools and all of these factors make it possible to use as an efficient tool
for parallel processing of a lot of data in the Hadoop cluster, and to increase
processing speed.

To create a cluster management system, it was decided to create an
infrastructure based on the Proxmox hypervisor. This hypervisor has a number of
advantages, such as speed of operation, the ability to use it on virtually any server
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equipment, as well as its ability to merge other servers on the basis of the Proxmox
hypervisor into one fault-tolerant cluster.

It is necessary to understand what infrastructure is required during IS design.
A clear understanding of the whole ecosystem is needed to use the BD platform. A
large number of cloud platforms offer ready-made solutions for operation, but such
systems are usually quite expensive. Also not a minor problem is the management
of the physical machines on which the system cluster works, usually this problem
is solved by the use of virtualization approach, one such tool is Hypervisor.

Review of the interaction of virtualization with BD processing techniques
that both technologies offer, BD and virtualization create distributed technology
that optimizes performance through flexibility in infrastructure management [43].

Virtualization can solve a number of problems when creating a system for
processing large amounts of data. The possibility to deploy many machines on one
server, simplicity in the control of cluster machines and creation of backups by
means of virtual environment. Virtualization of servers allows splitting a physical
server into several segments of small servers, and subsequently clustering them
[44].

Virtualization plays a major role in the development of database
infrastructure. Because of the very large amount of incoming data, finding an
optimal solution in terms of cost and fault tolerance are very important factors in
the implementation of the BD management system. Virtualization makes it easy to
scale and manage infrastructure. The use of virtualization has a number of
management advantages, due to the ability to install many machines on the server.
Possibility of flexible management of virtual infrastructure, use of flexible
approach for creation of backups. The BD operation requires support for various
operating systems, with the ability to deploy them quickly and to produce a large
stack of different operating systems (OS), as well as various additional
components. The hypervisor allows flexibility to deal with such database
infrastructure conditions. The hypervisor has a number of advantages, such as the
ability to work with the OS as with applications, as well as the ability to instantly
deploy a virtual machine (VM) to work with everything needed, with Software and
OS as well as machine state imaging technology allow to go back to the past state
of the machine before its failure or to another version of the configuration that was
previously configured. The hypervisor also allows for easy sharing of hardware in
real time between VM. If necessary, it is possible to change the amount of
resources allocated to the machine if it is not necessary to use a large amount of
hardware resources.

An important factor that demonstrates that the use of virtualization in the
design and implementation of high-volume data technology is significantly better
than the use of a server without managing a virtual environment. The virtual
environment makes it possible to significantly reduce the cost of purchasing
equipment, makes it possible to more efficiently manage the infrastructure due to
the possibility to create new VM, without shutting down or reloading the physical
server. Small infrastructure can first be deployed and further added, and the
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capacity of existing infrastructure can be built up incrementally. MapReduce
mechanisms also work much better in a virtual environment, as using virtualization
it is possible to configure a cluster infrastructure separation where MapReduce
tasks will work much more efficiently due to distributed load between nodes, Thus,
overhead costs for infrastructure maintenance are significantly reduced.

A study on virtualization for a BD has shown how it is possible to build a
virtualization infrastructure not only with a hypervisor, but also using systems such
as containerized virtualization, as well as the use of orchestration facilities for such
services with the possibility of creating cloud infrastructure to work with database
[45].

Virtualization also improves speed between VM by using a virtual network
instead of using a physical network. For example, when machines are installed on a
single server on a hypervisor and are connected by a virtual network with one
another, the network infrastructure speed is much higher and more efficient,
because there are no foreign UVs on the network, or they are separated from one
another. In this way, it is possible to effectively separate the necessary parts of the
network from each other, as well as to create types of networks with the set of
characteristics that are necessary when constructing the system. The virtualization
of the network makes it possible to build flexible configurations to create
distributed systems for handling BD. A hypervisor or or a VM control system
allows to create, configure and control a set of operating systems isolated from
each other on a physical server. The hypervisor, in turn, consists of two types, the
first and the second type.

The first type of hypervisors (autonomous hypervisor) in the figure (3.2),
this type of hypervisors is most often used to run directly on server equipment, and
provides server resources to host the WM. Hypervisors include such hypervisors
as: «Xeny», «Hyper-V», 2ESXi».

OCVvM1 OCVM2 OCVM3

HYPERVISOR

HARDWARE

Figure 3.2-Hypervisor of the first type

The second type of hypervisor (hypervisor for guest operating system) in the
figure (3.2) relates to software that is installed over the user’s OS and the
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hypervisor separates the user’s OS from the hypervisor OS. Such hypervisors
include: «VMware Workstation», «VirtualBox», «KVMy», «Proxmoxy.
Hypervisors of the second type allow to work on the surface just as these
hypervisors have the same amount of functionality as hypervisors of the first type,
they allow to create various VM backups. Many hypervisors of both types have
built-in the ability to create a backup, as well as a snapshot of the VM state. At the
same time, a large number of formats are supported for convenient migration of
VM to new hypervisors, or hypervisors of other companies, which significantly
reduces the delays in operation when the system migrates to new platforms and
hypervisors. All hypervisors also support the ability to configure networks between
machines, using virtual switches, and some hypervisors have built-in firewalls to
limit and protect incoming and outgoing traffic.

Type 2 hypervisors will be used to build the infrastructure. From a
virtualization perspective, it is also possible to indicate which systems were
considered for work with virtualization. Such two hypervisors as «Xen» and
«KVM» were considered.

OCVM1 OCVM2 OCVM3

HYPERVISOR

HARDWARE

Figure 3.3-Hypervisor of the second type

«Xen» belongs to the first type of hypervisors, and was also developed in
early 2000, and is a free hypervisor. This hypervisor, which allows easy creation of
VM, has a number of tools to create backups and move machines to another
hypervisor, not necessarily similar. Also has VM imaging technology. One of the
drawbacks of this hypervisor is the lack of isolation at work when VM is created.
Care should be taken to ensure that VM does not overload the server, as in case of
overload, the hypervisor can stop working correctly and fail. As an example, one
can consider a situation where VM takes over the entire amount of hypervisor
memory, there is no function that can stop hypervisor overload, for example by
reducing the amount of memory used by the VM.

«KVM)» is a second-level hypervisor, the given hypervisor virtualizes the
image of the OS on which in the consequence will be deployed VM. Compared to
«Xeny it is easier in terms of resources, as it is part of Linux. Managed through a
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scheduler of tasks and also uses memory management, due to its simplicity, allows
a much more efficient allocation of resources between VM [46].

«Proxmox VM» was developed by «Proxmox Server Solutions» in Austria
on conditions GNU (General Public License) because the GNU license was used in
the design of this solution, it is possible to customize this solution to suit needs and
the requirements of a particular project.

For the work with the hypervisor «kKVM» a ready-made solution «Proxmox
Virtual Environment» allowing to manage the virtualization on the basis of
«KVM» was used, in the figure 3.3 there is a laugh of the work of the hypervisor
«Proxmox VE». In order to manage this solution, a simple web-interface allowing
to create, modify, create and manage a cluster of several servers with the
developed solution «Proxmox VE» is developed. This hypervisor is a type 2
hypervisor, which runs on the Debian Linux OS. One of the advantages of being
able to use cluster management via the web interface of one server. Quick
debugging, does not require high qualification during installation. The web
interface provides a complete overview of all installed and BM «KVMy.

gt " pve-firewall ‘ha-manage‘r, pveceph = pct

Virtual Machine Virtual Machine Virtual Machine Virtual Machine

X PROXMOX

[operating SYStem (Linux Kerne') (Ké’éel-baseg\\{"‘::tual Macrhir)’ei, ]

Physical equipment

Figure 3.4-Hypervisor of the first type

«Proxmox VE» can be used on one server, and there is also the possibility of
creating a cluster system. By working in the cluster system it is possible to
dynamically scale server and data storage resources. Also «Proxmox VE» has a
great opportunity to work with data warehouses, such as:

— Ceph RDB is an open source scalable distributed data storage system;

— GlusterFS is a scalable FS that combines the storage of disk resources
from multiple servers into a single repository;

— ZFS is an FS from Sun Microsystems, which allows to store and work
with DB and fail-safe.
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For a hypervisor processor, the processor must support the virtual
architecture. The Intel technology is called Intel VT, and the AMD virtualization-
enabled processors are called AMD-V. These technologies make it possible to use
hardware virtualization on company data processors, which allows the processor to
work with isolated operating systems using a hypervisor as a control system. With
this technology, it is possible to deploy Proxmox VE on processors. The web
interface for working with «Proxmox VE» is translated into 20 languages, which
allows to use this system huge number of different companies and institutions. A
large community with more than 40,000 participants allows receiving practically
any answer on the problem related to installation, deployment or configuration
«Proxmox VE». The hypervisor «Proxmox VE» can be deployed on practically
any equipment in a short period of time, regardless of equipment, where the main
criterion when deployed is the presence of CPU support for virtualization
technology on the server.

«Proxmox VE» uses the unique FS Proxmox Cluster file system (pmxcfs)
for storing VM configurations deployed on the hypervisor, «pmxcfsy is a database-
based FS, it is replicated on all members of the Proxmox cluster, for this use
«synccoro». All hypervisors that are grouped together in a cluster receive
information about all installed UVs, so that in case of a BM or hypervisor
malfunction, a new BM could be deployed on another cluster. FS «pmxcfsy» allows,
when changing configuration configuration files and changing shared files, in the
cluster system «Proxmox VE» to carry out a quick update of this configuration by
keeping these files in a constant synchronous state. FS stores all necessary
configuration data on disk, but also a copy of the data is stored in the server’s
RAM. Advantages of FS «pmxcfs» real-time replication of all data, checking of
configuration files to avoid duplication of virtual station identifiers, and automatic
updating of configurations with «corosync» on all nodes simultaneously.
«Proxmox VE» possesses the technology capable to automatically detect faults in
VM, and start the task on emergency automatic restart of data machines. This
software stack is called ha-manager and also a stack is an automatic BM
administration function where first need to specify which resources to control.
Continue to process queries and problems, and in case of a failure of one of the
nodes BM ha-manager makes an emergency connection to another node in the
cluster, it is also possible to handle normal queries with ha-manager.

3.2 Proposed Physical Architecture for Big Data

A reliable physical system needs to be built to provide a reliable and high-
performance BD system. The physical system for handling BD shall be
substantially different from the systems that generate for handling traditional data.
The basic paradigm for building a good physical system is the infrastructure of
distributed computing. Distributed computing implies that the entire system will be
physically stored on different servers or machines, which will be merged into a
network infrastructure facility, and will also be connected by a distributed file
system. Also for physical systems it is necessary to have built-in tools in the BD to
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create a cluster and combine machines. Redundancy plays a major role in the
design of the system and is important because of the huge amounts of data that
must be processed and stored. There are different approaches to the way physical
infrastructure is organized. If companies or organizations are small, cloud solutions
can be used, they can be easily scaled up and can be phased in if additional servers
are needed. Also, if an organization needs to implement locally, it is best to deploy
on existing hypervisor equipment for convenient operation and deployment of
necessary services. Operating an BD implies that a security system must be put in
place for the processed data so that it does not end up in the hands of malicious or
unscrupulous individuals. When processing, for example, data from various
medical organizations, law enforcement agencies and various administrative
organizations. This kind of data should be protected first. In dealing with data, the
distinction between the rights to use data for the different users of the organization
must be given great importance. It is necessary to create a system that allows to
identify who and at what point in time has been working with certain data, that is
to keep a log (log file) in which will contain all actions that users have carried out
on files. Such safety requirements in the design of the system that will handle the
BD shall be implemented at the earliest stages of system design. When designing
architecture, it must be understood that it is likely that there will be a need to
integrate an already existing system of the organization. For example, in various
medical research into new approaches to treatment, equipment that does scanning
or different images, various tomographies can already be stored in a medical
electronic database, and it needs to be determined, how exactly to move such data
to the processing system. Choose models that will optimize and increase the rate of
transmission and delivery of new data to the infrastructure being built. To build
such an infrastructure in a classical configuration can take from a few days to
several weeks, but with new methods of designing distributed computing, this task
reduces the time for building infrastructure from a few minutes to a few hours.
Consideration should also be given to what types of databases should be used in
the design of a new system. Depending on the type of data received, it is possible
to use both a relational classical design approach and a NoSQL approach for
atypical system design tasks. For example, graphical databases are nodal-based and
relationship-based to detect the formation of a particular type of cancer, depending
on the dietary intake of certain products.

The Hortonworks Data Platform (HDP) distribution was selected to select a
platform that will allow the database system to be deployed. Table 1 of the existing
solutions has been compiled to identify existing products that provide the
infrastructure for operating with BD. Hortonworks company offers DB-enabled
tools, as a platform the company has created HDP, this platform uses the tools of
Apache company, and the platform is based on Apache Hadoop. This tool allows
performing various calculations and work with BD. HDP allows to work with
database using Apache’s Web Interface software to manage the HDP infrastructure
called Apache Ambari. Using this product to get an effective control panel for all
HDP tools for BD processing. The convenience of using this software is due to the
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fact that it is possible to add additional components to the working medium at a
high speed, since the web interface is very well developed and even a professional
in this field will be quite easy to configure HDP to work with additional tools.

The following is an analysis of the selected solutions, their technical
characteristics and pros and cons when using these solutions. As a result of the
research, the HDP product in Figure 3.4 was selected. This software allows to
exploit the full potential of BD as it has a huge number of tools and platforms for
BD analysis, processing and visualization. HDP allows the use of a large number
of tools to process and manage database. HDP also allows data processing without
using a relational approach in data storage, but it is possible to use the SQL
(Structured query language) query language for developers and users who are used
to this method of data processing and handling.

Hortonworks’ Apache Ambari
Hortonworks Data
Platform Apache Ambari J
o ZooKeeper
‘ Pig

Batch SQL In-Mem Oozie

| Hbase

. MapReduce Hive | SPARK Sqoop

‘ J | Flume

Ranger

YARN (Yet Another Resource Negotiator)

HDFS (Hadoop Distributed Filesystem) \

Figure 3.5 - HDP Infrastructure

HDP is an excellent solution for working with BD and also uses a data
processing application library, which includes the Apache Ambari software
solution. It is a software solution for management, as well as for monitoring and
the ability to create a secure backups system for Apache Hadoop. Apache Ambari
allows to manage a cluster using an intuitive web interface, all parameters of work
and resource allocation are implemented in a single control system, which saves
the system administrator or user from having to change the configuration files
using the console. Apache Ambari allows to run, stop services centrally, and use
this tool to work with many software solutions.

Table 1-Analysis of technical characteristics of software for implementing a
cluster database processing system.
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Title Manufacturer| License OS Support Pay rate The technology,
used
Red Hat, | Only the M5 Apache Drill,
CentOS, version is Apache H?dOOP ’
. Ubuntu, SUSE, | free/paid Apache Hive,
MapR 6.1 | MapR Proprietary 0 ' ’ . . | Apache Mesos,
racle support, paid )
: - Apache Myriad,
Enterprise additional
Linux products Apache Spark,
MapReduce
Free for up to | Flume, Hbase,
50 Hive, Hue,
Cloudera ' Red Hat, | cars\Payment | Impala, Kaﬂ<a,
Enterprise 6 Cloudera Proprietary SUSE, Oracle | for the | Kudu, Oozie,
Linux, Ubuntu | management Search, Sentry,
manager, paid | Spark
support
Hadoop,
Accumulo, Atlas,
DataFu, Falcon,
Red Hat, Flume, HBase,
CentOS, Hive,
GNU GPL | Oracle Linux, ., | Kafka, Knox,
HDP 3.0 Hortonworks | (Only ~ some | Ubuntu, sFljee\ort Paid Mabhout, Oozie,
tools are paid) | Debian, PP Phoenix, Pig,
Windows Ranger, Slider,
Server Spark, Sqoop,
Storm, Tez,
Zeppelin,
ZooKeeper

Also analyzed the functional characteristics of existing solutions for
deploying a cluster system in a database environment. This analysis is presented in
table 2. The table shows the characteristics of existing systems for working with
BD, which gives an idea of the main characteristics of existing products.

Table 2-Functional characteristics of software for implementing a cluster BD
processing system.

Possibility 0S
of . support )
Title Free | Integratio| implement \thsmodg on Using AEJS;?}%e Developm
use nwith | ing third- Supbort Linux/U | HDFS Pr(I)) ducts ent Model
RESTIP| party PP nix
software kernel
Modific .
. Enterprise
ation | Use only Applicati
MapR No YES YES No YES HDFS( | proprietar on
6.1 NFS- y
Software
MapR- | products (EAS)
FS)
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Clouder Enterpr1s§
a Partial Applicati
YES YES No YES YES YES on
Enterpr ly

e 6 Software

(EAS)

HDP Open-

30 YES YES YES YES YES YES YES source

’ model

Following a comparative analysis of the existing BD products, the following
conclusions were drawn, which will prioritize the tools as follows:

1. It 1s also possible to expand and process data as quickly as possible if the
paid product MapR is preferred. The system suffers from high costs and poor
documentation,;

2. If 1t is necessary to deploy a cluster system in the Windows Server
environment, as well as for the least cost and further integration with more tools, it
1s best to use the HDP software;

3. When using different proprietary products or when planning to add them
to the system in the future, Cloudera Enterprise software is the best choice.

3.3 Install Proxmox hypervisor on server

The hypervisor «Proxmox VE» allows managing the physical infrastructure
with the help of the web interface, which becomes available after development of
the distribution. This hypervisor was chosen because of its high fault tolerance and
ability to use multiple filesystems when expanding. Also, this hypervisor has the
possibility of creating a cluster between several hypervisors «Proxmox», which
significantly increases the fault tolerance of the infrastructure in the future, since
when creating a cluster, it is possible to configure machine replication on several
nodes of the cluster. In the event of a VAM failure or if a malfunction is detected,
the VAM can be automatically deployed within minutes on another hypervisor.

The hypervisor Proxmox VE 5.4 was chosen as the hypervisor to control the
entire infrastructure. It is simple enough to install on new equipment, and is not
demanding on system resources, when deployed it is necessary to create a boot
media or to install over the network. The following are the stages of installation
and use of the hypervisor «Proxmox VE 5.4». The installation steps show how
easy it is to install the hypervisor using the official image of the hypervisor from
the official website. Also, if necessary, it is possible to deploy on this hypervisor
not only machines with Linux family OS, but it is also possible to install Windows
OS. This hypervisor supports several authentication sources, such as:

- Linux PAM (standard authentication used in Linux);

- Proxmox VE (built-in authentication);

- Microsoft Active Directory.

Using these authentication methods can provide high security control when
working with the hypervisor.
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During the initial setup, a menu will appear where need to select Install Proxmox
VE to install, as shown in Figure 3.6.

Proxmox WE 5.4 (iso release 1) - http://www.proxmox.coms

X PROXMO

Welcome to Proxmox Virtual Environment

Install Proxmox WE (Debug mode)
Rescue Boot

Test memory

Figure 3.6-The main boot menu of the Proxmox distribution.

Next, then have to agree to a software license as shown in Fig. 3.7.

)X( pRDXMDX Proxmox VE Installer

4. Intellectual Property Rights. The Programs and each components are owned by Proxmox
and other licensors and are protected under copyright law and under other laws as applicable
The "Proxmox* trademark and the Proxmox company logo are registered trademarks of
Proxmox in Austria and other countries. This EULA does not permit you to distribute the
Programs or their components using Proxmox's trademarks, regardless of whether the copy
has been modified. Ttle to the Programs and any component, or to any copy. modfication, or
merged portion shall remain with Proxmox and other licensors, subject to the applicable
license

5. Third Party Software. Proxmox may distribute third party software with the Programs. These

third party programs are provided as a convenience to you, and are subject to their own
license terms. If you do not agree to the applicable license terms for the third party software
programs, then you may not install them.

6. Export Regulation. You warrant that you understand that the Programs and their
components may be subject to export controls under the Austrian Export Administration
Regulations

7. Other terms. If any provision of this EULA is held to be unenforceable, the enforceabilty of
the remaining provisions shall not be affected. Any claim, controversy or dispute arising under
or relating to this EULA shall be governed by the laws of Austria (Europe). without regard to
any conflict of laws provisions

Capyright © 2013-2019 Proxmox Server Solutions GmbH. All rights reserved. "Proxmox* and
the Proxmosx logo are registered trademarks of Proxmox Server Solutions GmbH. *Linux* is a
registered trademark of Linus Torvalds. All other trademarks are the property of their
respective owners,

I agree

Figure 3.7 — the License agreement for use of the software.
The next step is to configure the disk space and, if necessary, partition the

disk into certain partitions. During the initial installation, can set the default disk
space as shown in Figure 8.

29



X DRO MD Proxmox VE Installer

Proxmox Virtualization Environment (PVE)

The Proxmox Installer automatically partitions * Please verify the installation target
vour hard disk. It installs all required packages The displayed hard disk is used for installation.
and finally makes the system bootable from hard Warning: All existing partitions and data will be
disk. All existing partitions and data will be lost. lost.
Press the Next button to continue installation. s Automatic hardware detection
The installer automatically configures your
hardware,

¢ Graphical user interface
Final configuration will be done on the
graphical user interface via a web browser.

Target Harddisk: /dev/sda (30GB, VMware Virtual §) v Options

Previous

Figure 3.8 — Partitioning the disk to install the system.

Next, then need to configure the region to configure the server’s time
configuration correctly, as shown in figure 3.9.

X pRO MD Proxmox VE Installer

Location and Time Zone selection

The Proxmox Installer automatically makes ¢ Country: The selected country is used to
location based optimizations, like choosing the choose nearby mirror servers. This will
nearest mirror to download files. Also make sure speedup downloads and make updates more
to select the right time zone and keyboard layout reliable.

Press the Next button to continue installation. s Time Zone: Automatically adjust daylight

saving time.

* Keyboard Layout: Choose your keyboard
layout.

Country | Kazakhstan|

Time zone | Asia/Almaty

Keyboard Layout | U.S. English

Pravious

Figure 3.9 — The setting of the time zone.

After setting up the region, then need to set up a password for the superuser,
as well as the mail to which system messages about the server status will be sent,
as shown in Figure 3.10.
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X pRO MD Proxmox VE Installer

Administration Password and E-Mail Address

Proxmox Virtual Environment is a full featured ® Password: Please use a strong password. It
highly secure GNU/Linux system based on should have 8 or more characters. Also
Debian. combine letters, numbers, and symbols.
Please provide the roor password in this step. s E-Mail: Enter a valid email address. Your
Proxmox VE server will send important alert
notifications to this email account (such as
backup failures, high availability events, etc.).

Press the Next button to continue
installation

d eeeeesee

Confirm  eeeeeeee

E-Mail | admin@almau.eduks

Previous

Figure 3.10 - Setting up a password to access the server.

Next, then need to configure the IP address for the hypervisor, if the system
has a DHCP server configured, the addresses will be obtained automatically, and
also need to configure the DNS server name, as shown in Figure 3.11.

X PROXMO Proxmox VE Installer

Management Network Configuration

Please verify the displayed network * |P address: Set the IP address for your

configuration. You will need a valid networlk server,

configuration to access the management

interface after installation * Netmask: Set the netmask of your network,

Afterwards press the Next button. You will be « Gateway: IP address of your gateway or
firewall.

shown a list of the options that you chose during
the previous steps

* DNS Server: IP address of your DNS server.

Management Interface: | ens32 - 00:0c:29:ed:Sh:2e (e1000) v

Hostname (FQDN): | HDPCL2 almau.edu kz

IP Address: | 192.168.181.136

Netmask: | 255.255.255.0

Gateway: | 192.168.181.2

: | 192.168.181.2

Previous

Figure 3.11 - Configuring the IP address and domain name.

Then, at the end, get a checklist with parameters that have been set up for
further server installation, as shown in Fig. 3.12.
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X pRD MD Proxmox VE Installer

Summary

Please verify the displayed informations.
Afterwards press the Install button. The installer will begin to partition your drive and extract the
required files

opton _______Jvalue |
Filesystem: extd

Disk(s) /dev/sda

Country: Kazakhstan
Timezone: Asia/Almaty

Keymap en-us

E-Mail: admin@almau.edu kz
Management Interface: ens32

Hostname: HDPCL2

1P 192.168.181.136
Netrmask: 255.255.255.0
Gateway: 192.168.181.2

DNS: 192.168.181.2

Previous Install

Figure 3.12 — All configured configuration for the server.

After installing all the hypervisor components, the installation script will ask
to restart the system, where need to restart the hypervisor, as shown in Figure 3.13.

X PROXMO Proxmox VE Installer

Installation successful!

The Proxmox Virtual Environment is now installed
and ready to use.

* Next steps

Reboot and point your web browser to the
selected IP address.

Also visit www.proxmox.com for more
information

Figure 3.13 - Message about successful installation of the hypervisor.
After restarting, the server should start with instructions on what address and

port can connect to the server through a web browser. The console window will
show the address and port to connect to, as shown in Figure 3.14.
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c Wirtual Environment. Please use your weh browser tao
- connect to:

HOPCLZ login: _

Figure 3.14 - Connecting to the hypervisor via a terminal.

To log in, go to the address indicated in the previous paragraph where want
to open browser and add an address and port to login. If a dns server is configured
in the system, can use the dns name to connect to the hypervisor as shown in
figure.3.15. To login, then must enter the username and password configured
during the hypervisor installation.

Figure 3.15 - Connecting to the hypervisor via the web interface.

After entering the superuser data, the workspace opens. Next, can proceed to
managing the hypervisor as shown in Figure 3.16.
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- o X
3¢ HDPCL2 - Proxmox Virtual Envire X 4+

<« @ A Hesawnueno | hdpel2.almau.edukz8006/#v1:0:=nodeSt2F HDPCL2:4: % =@ :
XDRBXMUX Virtual Environment 543 Search You are logged in as ‘root@pam & & Document tation
Server View Node HDPCLZ O Reboot O Shutdown  >_ Shel i BukAdions | © Help
&5 Datacenter
Q Sech -
Z(Jlocal (HDPCL2) Type Description Disk usage Memory us. CPU usage Uptime
Z(tocatiom (H0pCL2) | & Semmery S corage  local (HDPCL2) 208%
O Notes
S storage  localvm (HDPCL2) 0.0%
>_ Shel
5 System
= Network
® Cortifcates
@ Dns
@ Hosts
© Time
= Syslog
< Updates
U Firewall
& Disks
. m
O LM-Thin
= Directory
@ zFs
@ Ceph
Cluster log
Start Time End Time Node User name Description Status
Apr1221:30:49 Apr1221:30:49 HDPCL2 root@pam Start all VMs and Containers oK

Figure 3.16 - Workspace when working with the Proxmox hypervisor.

As a result of installing the "Proxmox VE 5.4" distribution, a tool was
obtained that allows to work with a virtual environment on top of physical
equipment, which significantly expands the possibilities of creating new VMs as
servers for working with the database. It is also possible to create a network of
several hypervisors in the future in the case of expanding the fleet of server
equipment. During the initial setup must specify the name and ID number of the

new machine, as shown in Figure 3.17.

Create: Virtual Machine

Em o

Node fonc1 Resource Pool
VM 1D 114
Name | Master|

@ Help Advanced m
Figure 3.17 - Window for creating a new VM

Next, need to specify which image will be selected when installing the OS,
as well as which version of the kernel will be used, Figure 3.18 shows the scheme.
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Create: Virtual Machine

General System

(®) Use CD/DVD disc image file (iso) Guest OS:
Storage:  local Type Linux
ISO image:  ubuntu-18.04.3-server-amd64 it Version 5x-2.6 Kemnel

(") Use physical CD/DVD Drive

(") Do not use any media

paances
Figure 3.18 - Selecting the OS and installation samples

Next must specify the amount of disk space for the machine, as well as on
which storage the machine will store the data. See Figure. The parameters selected
for the laboratory bench are shown.

Create: Virtual Machine

General 0s System Hard Disk CPU

Bus/Device SCSI 0 Cache Default (Mo cache)
SCSI Controller:  VirtlQ SCSI Discard
Storage data10

Disk size (GiB) 50

Format QEMU image format (gcow2)

© Help Advanced
Figure 3.19 - Configuring disk Space for a new VM

The next item allows to select the number of cores as well as threads for our
machine, as shown in Figure 3.20.
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Create: Virtual Machine

General 0s System Hard Disk Memory
Sockets 2 Type
Cores 2 Total cores

© Help

Default (kvmb4)
4

Advanced

Coacr | vea

Figure 3.20 - Configuring the number of processor cores for a new VM

The next menu item allows to set how much RAM want to allocate to the

machine, as shown in Figure 3.21.

Create: Virtual Machine

General 05 System Hard Disk

Memory (MiB) 8192

© Help

CPU Network

Confirm

Advanced

Figure 3.21 - Setting the required amount of memory for a new VM.

The last window displays all the settings that were selected as a result of the

survey, as shown in Figure 3.22.
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Create: Virtual Machine

General 0s System Hard Disk CPU Memory Network m

Key Value

cores 2

ide2 local:iso/ubuntu-18.04 3-server-amd64 iso, media=cdrom
memaory 8192

name Master2

net0 virtio, bridge=vmbr0 firewall=1
nodename fonc1

numa 0

ostype 126

scsil data10:50 format=gcow?2
scsihw virtio-scsi-pei

sockets 2

vmid 14

Start after created

Advanced m

Figure 3.22 - Background information about the settings that were applied to
the new VM

To start the created VM and for further installation, need to click the "Start"
button, as shown in Figure 3.23.

» Start Shutdown »_ Console More © Help

Hour {average)

2020-04-11 2020-04-11 2020-04-11 2020-04-11 2020-04-11  2020-0.
14:15:00 14:25:00 14:35:00 14:45:00 14:55:00 15:03

® CPU usage

Figure 3.23 - Starting the created VM

The Linux Ubuntu Server 18.04 family OS was selected as a result of the
development of the new WM. After the hypervisor was deployed, the network
infrastructure was configured to allow the hypervisor to access the organization’s
local network. For remote access to WM over the network, the hypervisor
connection to the organization’s web servers was tested. This is to be able to
upload to WM, where the tools to work with BD will be deployed Web server
activity tracking logs.
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3.4 Install operating system for infrastructure

Ubuntu Server 18.04.4 LTS was selected as the OS for installation, where
the OS was chosen because it is one of the most stable currently and easy to
deploy. It is also important that the OS has a huge repository with current
programs. The OS has a large community and well-structured documentation. The
documentation contains all the necessary information, both for the deployment of
the given OS, and about the frequent problems encountered in working with the
given distribution. This in turn allows for quick resolution of problems
encountered when installing or deploying different components.

When initially installed, must choose the language of the interface, and the
default language is English, as shown in Figure 3.23.

[1!1] Select a language |

Choose the language to be used for the installation process. The selected language will
also he the default language for the installed system.

Language:

C

C.UTF-8

Catalan

Chinese (Simplified)
Chinese (Traditional)

No localization (ASCII)
Mo localization (UTF-8)
Catald

B3 (fE D

I (ER)

Croatian
Czech
Albanian
Arabic
Asturian
Basgue
Belarusian
Bosnian
Bulgarian
Danish

Hrvatski
Cestina
shgip

Eos
Asturianu
Euskara
Benapyckas
Bosansk 1
ErArapckn
Dansk
Nederlands

Ezsperantno
Estonian
Finnish
French
Galician
German

Esperantno
Eesti
Suomi
Francais
Galego
Deutsch

<Go Back>

<Tab> moves; <Spacer selects; <Enter: activates buttons

Figure 3.24 - Language selection for OS installation

During installation, the system will ask to configure IP addresses, if the
system already has a DHCP server configured, then the VM will receive an
automatic address, if not, then can configure the addressing manually, as shown in
Figure 3.25.
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[111 Configure the netwark |
The IP address is unigue to your computer and may he:

# four numbers separated by periods (IPw4);
# hlocks of hexadecimal characters separated by colons (IPE).

You can also optionally append a CIDR netmask (such as ''/24').

If you don't know what to use here, consult your network administrator.

IF address:
192,168,100, 173

<Go Back> <Continue»

huttons

Figure 3.25 - Configuring the IP address

Next, need to configure the name for the server, as shown in Figure 3.26.

1 [!] Configure the network |

Flease enter the hostname for this system.

The hostname iz a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting

up your own home network, you can make something up here.

Hosthame:

<Go Back» <Continue>

ctivates butto

nfiguring the Server name

Figure 3.26 -

Next, need to configure a new user for the system, then by default, this user
will have superuser capabilities, as shown in Figure 3.27.
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1 [!'!] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<G0 Back> <Cont inue>

(Tah> moves selects; <Enter> activates huttons

Figure 3.27 - Adding a new user

Next, need to select the region to set the correct time and date on the server
as shown in Figure 3.28.

1 [!] Configure the clock f

If the desired time zone is not listed, then please go back to the step "Choose language"
and select a country that uses the desired time zone (the country where you live ar are
located) .

Select a city in your time zone:

Qyzylorda
Agtobe
Atyrau
Oral

<GO Back:

<Tah> moves > selects; <Enter> activstes buttons

Figure 3.28 - Setting the time zone for the OS

The next step is need to choose how disk will be divided, also ho. In Figure
3.29, the first partitioning method will be selected.
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[1!11 Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should he used.

Fartitioning method:

Buideﬂ - ﬂse entire disk and set up LWM
Guided - use entire disk and set up encrupted LVM
Manual

<Go Back>

huttons

Figure 3.29-Disk layout for the OS

After that, must configure a mandatory secure update for the OS, as shown
in Figure 3.30.

1 [!] Configuring tasksel |
Appluing updates on a frequent hasis 1s an imgortant part of keeping your suystem secure.
By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this system automatically download and install
security updates, or you can choose to manage this system over the weh as part of a group
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

Mo automatic updates
al ritu upd utomatica

ty Lpc ut
Hanage system with Landscape

Figure 3.30-Selecting an OS Update
Next, need to select additional packages for installation, where need to

install OpenSSH server in order to get remote access to the VM in the future, as
shown in Figure 3.31.
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1 [!] Software selection

At the moment, only the core of the system is installed. To tune the sustem to your
needs, you can choose to install one or more of the following predefined collections of
sof tware.

Choose software to install:

<Cont inue>

<Tab> mov selects; <Enter> activates buttons

Figure 3.31-Adding additional components

After the installation is complete, will be prompted to restart the VM as
shown in Figure 3.32, and after rebooting, access the installed VM with the OS.

1 [!1] Finish the installation

Installatlion complete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media (CD-ROM, floppies), so that you boot into the new system rather
than restarting the installation.

<G0 Back:>

<Tab> moves selects; <Enter> activates buttons

Figure 3.32 - Message about the end of OS installation

After the OS is installed, can access the VM (on which Ubuntu Server 18.04
was installed) through the console. Access to the VM can be obtained through a
web browser window, this feature is provided by the Proxmox VE hypervisor, or
the connection can be made over a secure SSH protocol, using any software that
supports an SSH connection.
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After restarting the OS, the VM will ask to enter login credentials, as shown
in Figure 3.33. Then must enter the data that was configured in the previous steps
when the new user was created.

buntu 18.04.4 LTS MasterZ ttuyl

asterZ login: _

Figure 3.33-Console for working with the installed OS

As a result of the installation, the remote connection to the VM via the
secure SSH protocol was configured to allow authorized access to the VM via the
loco network for control. The working environment on the server was then
configured, where the necessary software packages were installed to further install
the database tools.

The choice of this particular OS (Linux Ubuntu Server 18.04) is due to
several factors, including:

1) Support for up-to-date and stable repositories with programs, which
means that the programs that will be installed on the OS will only be stable
versions, not experimental or unsuccessful;

2) Support of the release of this OS allows to receive the most recent
updates, which significantly increases the security of this distribution;

3) An updated OS does not require an immediate update of the repository in
the console when adding a new repository branch to the configuration file. This is
done automatically, which significantly increases the speed of operation with this
OS.

Once installed, WM was obtained, which can then be used to create new
specimens to expand the cluster of the future system, cloning the installed OS, and
creating new clones on the hypervisor.
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4. INSTALLING HORTONWORKS DATA PLATFORM AND
PROCESSING WEB SERVER LOGS

4.1 Log file processing system description

The aim of this study is to create a system for processing log files of web
servers in the BD environment, for further analysis and visualization of the results.
The basis for the experiment is the possibility of downloading and processing file
logs stored on the proxy server as well as on the servers where the university sites
are located directly.

Data collected by the Apache and Nginx web servers must be processed, as
all incidents and interactions with the organization’s websites are documented in
the logs of the web servers. Such data needs to be stored and processed to obtain
detailed information on how the system has operated throughout its life. Storing
data from logs allows to obtain statistics of site visits during processing and
visualization of logs, and can track the period in which the activity of attacks on a
particular site in the system increases by studying logs of web servers.

Created system allows to collect logs from many web servers in one place
and to structure them, and to process on the created platform. The main advantage
for data storage is the ability to expand the data warehouse by adding new nodes to
the cluster, which can be implemented using the distributed HDFS file system.
This FS allows to store huge amounts of data, due to the ability to quickly add new
nodes to the system. Since web servers cannot store a large amount of logs and log
files are filled with information very quickly, this can lead to server overflow and
disrupt its operation. To avoid this situation, a special script was created that cleans
up old logs on the web server. The problem is that if after a certain period of time it
IS necessary to raise information on old logs (due to security problems or
information leaks), this will not be possible, since these logs will be deleted from
the server. In this way, need to save all the logs of web servers on a special server
with a distributed file system, so that can later look for problems in the security of
the web server or to analyze the operation of the web server. The created platform
allows to solve this problem by using the distributed HDFS file system.

The python programming language will be used to process the log files. This
problem can be solved using other programming languages. Python was chosen
because it has various modules for working with databases, and for the ability to
quickly learn how to create ready-made programs.

Figure 4.1 shows a diagram of the stand, which demonstrates how the IP
participants interact with each other. From the web servers, the log data is sent to
the HP server, to a distributed file system, then this data is analyzed using python
and Apache Spark, and the result is data visualization in the Apache Zeppelin
environment.
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Hypervisor Proxmox

Reverse Proxy
Nginx Server

Log Files

P
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Zeppelin
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Internet Service Rrgvider J‘ Core
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Log Files
Apache Server
Almau

Apache Server
Gsb

Figure 4.1-Diagram of the test bench for processing web server logs

To create an IC for processing web server logs, a server with the following
characteristics was used: CPU 24 x Intel(R) Xeon (R) CPU E5-2620 v2 2.10 GHz,
RAM 64 Gb.

Web servers responsible for accessing web resources will be used as data
sources for processing. NGINX and Apache are used as web servers. Web server
data is the most common for creating web platforms. There are also a huge number
of other software products that implement web access functions to various
resources. In this experiment, two of the most frequently used web servers were
taken. In the future, it is possible to organize a processing system for other logs
from various sources, not only from web servers, but also from various other data
collection systems.

The Proxmox hypervisor was selected and installed as the data processing
platform. Also, a VM was deployed, on which tools for working with the database
will be installed. HDP was chosen as the data management platform tool, as shown
in Figure 4.1. The specified tools that will be used in data processing. Python will
be used as the programming language for writing a data processing program.
Apache Spark software will be used for distributed processing of incoming files,
which will make it possible to process data at a higher speed. As a wrapper for
writing code in the HDP environment, Apache Zeppelin software was installed,
which works as a tool for interactive interaction through the web interface for
writing code and executing it. This product provides a friendly interface for writing
programs, which greatly facilitates the process of developing an application.
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4.2 Working with reverse proxy server logs and web servers

With the Python programming language is needed to use an interpreter to
interact with various data through Spark. Apache Zeppelin will be used as an
interactive system for working with the Apache Spark tool. Apache Zeppelin
allows to work with tools such as Apache Spark, Scale, Hive, HBase.

During the file processing process is needed to solve the initial task of
uploading data to the server. To solve the problem of uploading data to the HDP
server, a script for uploading files from web servers is used, where this script is
written on the Ansible software solution, which in turn allows to manage the
infrastructure through configuration files. The scheme of operation in Figure 4.2
shows the loading of log files to the server.

Reverse Proxy
Nginx Server Hypervisor Proxmox

Log Files ,@

3arpy3ka hainoe Ha cepeep

Figure 4.2-Uploading files to the HDP server

HDFS is used as a repository for all incoming log files from web servers.
Distributed file storage is capable of storing a huge amount of information, which
allows to download almost any number of files. Also, this FS allows to add
additional nodes to the cluster to increase file space. Due to additional replication,
data can be stored on multiple nodes at the same time, which increases the security
of stored data. In HDFS, data is divided into fixed-size blocks and stored on
different cluster nodes, as shown in Figure 4.3.
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Figure 4.3 — The Architecture of HDFS

In HDFS, the main NameNode management node provides metadata
storage, which in turn ensures that information about the stored data on the
DataNode nodes is up-to-date. These are data nodes, where all incoming
information is stored on them. User access to files is managed by the NameNode
host machine.

Due to the large amount of incoming data, it is necessary to use a software
solution capable of analyzing information in a distributed environment, as such a
tool will be used for processing incoming data in a distributed environment Apache
Spark. Apache Spark has extensive tools for data processing, such as the ability to
process data using SQL libraries, the ability to process data using machine
learning, the Spark program core also allows to process incoming data. Spark
supports programming languages such as Python, Scala, R, Java, which makes it
an effective tool for a large number of users. The key factors in choosing Apache
Spark as a tool for processing web server logs is the ease of use of Spark. One of
the advantages is the large support for various APIs in the Apache Spark library, as
well as well-documented sources that allow to get started with the built-in Spark
APIs in a short time. High speed of data processing due to the use of RAM for
calculations, which increases the speed of data processing many times. The ability
to integrate various products to work with Spark, such as HDFS, various NoSQL
databases Apache HBase, and Apache Cassandra.
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All these factors allow to use Apache Spark as an effective tool for parallel
processing of a lot of data in a cluster, and increase the processing speed.

4.3 Installing and configuring the Hortonworks Data Platform for Web
Server log processing

To work with the database is need to install and configure DHCP on the
installed Ubuntu Server 18.03 VM, for this need to do a number of installation
manipulations.

The first thing is needed to do is download the repository from the official
website. This repository must be added to the main OS repository for further
installation of HP on the OS. To do this, use the wget command as shown in Figure
4.4, where the command will allow to download the configuration file to the local
OS.

oot@Masterd i homesigor#t wget -0 setcraptrsources.list.drambari.list http:--public-repo-1.hortonuork
= .comsanbar i ubuntul8 2 . x-updates-2.7.4.0-ambari. list

—2020-03-09 22:41:57—— http:/7public-repo-1.hortonworks.comsambar i ubuntul8 2 .x updates 2.7.4.0-am
bari.list

Resolving public-repo-1.hortonworks.com (public-repo-1.hortonuworks.com)... 54.192.230.85, 54.192.230
.23, 54.192.230.68, ...

omnecting to public-repo-1.hortonuorks.com (public-repo-1.hortonuworks.com)I154.192.230.851:80... con
nected.

TTP request sent, awaiting response... 200 OK

ength: 187 [binary-soctet-streaml
Baving to: ‘retcrapt/sources.list.d-ambari.list’

187 —.-KBrss in Os

20-03-09 22:41:57 (22.1 HBrs) - ‘retcraptssources.list.d-ambari.list’ saved [187-187]
[ ]
oteMasterZ: shones igors# _

Figure 4.4-Adding a repository for installing HDP

In the future, need to add a public key to be able to download and install
programs from the repository, for this is needed to run the command as shown in
Figure 4.5. The command package for installing APT (Advanced Packaging Tool),
this utility has extensive tools for installing, removing, and a number of other
functions that allow to add programs to an existing OS.

root@Masters :-homesigort apt-key adv ——recv-keys ——keyserver keyserver.ubuntu.com BI?IIA?AO?S1ICAD
Executing: ~tmprapt-key-gpghome.filAaVglguk- gpg.1.sh —recv-keys —-keyserver keyserwver .ubuntu.com B97
33A7A0YH13CAD

gpy: key B9733A7A07513CAD: public key "Jenkins (HDP Builds) <jenkin@hortonworks.com>" imported

gpg: Total number processed: 1

gpy imported: 1
root@Masters - hone/igori _

Figure 4.5-Adding a new repository for installing HDP

After adding the key, need to install Ambari server on the OS, for this need
to run the following command as shown in Figure 4.6.
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root@Masters: shomesigortt apt—get install ambari-server
Reading package lists... Done
Building dependency tree
Reading state information... Dome
The following additional packages will be installed:
libpg5 libpython-stdlib libpythonZ.?-minimal libpythonZ.?-stdlib libsensors4 postgresql
postgresql-10 postgresql-client-10 postgresgl-client—common postgresgl-common python
python-minimal pythonZ.? pythonZ.?-minimal ssl-cert sysstat
Suggested packages:
Im—=sensors postgresgl-doc locales-all postgresqgl-doc—-10 1ib json—perl python-doc python-tk
pythonZ.?-doc binutils binfmt-support openssl-blacklist isag
The following NEW packages will be installed:
ambari-server libpg5S libpython—stdlib libpythonZ.?-minimal libpythonZ.?-stdlib libsensors4
postgresgl postgresql-10 postgresgql-client-10 postgresgl-client-common postgresql-common python
python-minimal pythonZ2.? pythonZ.?-minimal ssl-cert sysstat
# upgraded, 17 newly installed, 0 to remove and 5 not upgraded.
=ed to get 398 MB of archives.
tter this operation, 488 MB of additional disk space will be used.
Do you want to continue? [¥/ml _

Figure 4.6 — Installation of the required packages for HDP

After starting the installation, the necessary software package will be
installed, which will allow to configure DHCP on the existing OS, and then deploy
the necessary components. There were no errors at this stage, and all the tools were
installed and deployed. In older versions, errors occurred when the virtual
environment was incorrectly configured, where there was no support for the
OpenJDK library. In new releases, the company has fixed this problem, and now
the system automatically adds OpenJDK to the OS during installation. Also, the
main components that were necessary for the correct installation and deployment
of HDP were tools such as: curl, scp, wget, unzip, python.

After installing all the necessary dependencies is needed to run the Ambari
server configuration, as shown in Figure 4.7. In the setup script, the first item is to
install the Java platform.

rootBMasterZ: homerigor#t ambari-server setup

sing python ~rusrsbinspython

Setup ambari-server

hecking SELinux...

ARNING: Could not run ~usrssbinssestatus: OK

ustomize user account for ambari-server daemon [ysnl (n)7?
fid justing ambari-server permissions and ownership...
hecking firewall status...

hecking JDK...

[1] Dracle JDK 1.8 + Java Cryptography Extension (JCE) Policy Files 8
[Z2] Custom JDK

Enter choice (1): 1

To download the Oracle JDK and the Java Cryptography Extension (JCE) Policy Files you must accept th
license terms found at http:/-www.oracle.comstechnetuwork- java- javasertermsslicenserindex.html and

» £ accepting will cancel the Ambari Server setup and you must install the JDK and JCE files manual

o you accept the Oracle Binary Code License Agreement [y-ml (y)? y

Downloading JDK from http:-s- public-repo-1.hortonworks.com-ARTIFACTS, jdk—BullZ-1inux-x64.tar.gz to ~
rslibsambari-server/resources/ jdk—8ullZ-1linux-x64.tar.gz

Jdk-BullZ-linux-x64.tar.gz... 21 (37.6 MB of 174.7 MB)_

Figure 4.7 - Starting and Configuring Ambari Server

The next step in the script is to configure which database wants to use, by
default, as shown in Figure 4.8, the Postgre Sqgl database will be used.
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Fnable Ambari Server to download and install GPL Licensed LZ0 packages [y-nl (nl)?7
Completing setup...

Conf iguring database...

Enter advanced database configuration [y-nl (n)?

Conf iguring database...

Default properties detected. Using built-in database.

Conf iguring ambari database...

Checking Postgre3(L...

Conf iguring local database...
Conf iguring PostgreSQL. ..
Restarting PostgreSQL
Creating schema and user...
done .

Creating tables...

Figure 4.8-Configuring PostgreSQL

If the Ambari server is successfully configured, a message will be sent to the
console indicating that the configuration operation was completed successfully, as
shown in Figure 4.9.

fimbari repo file contains latest json wrl http:--public-repo-1.hortonworks.com/HDP-hdp_urlinfo. json,
updating stacks repoinfos with it...

Aid justing ambari-server permissions and ownership...

Aimbari Server 'setup’ completed successfully.
oot@Masters :homes igor# _

Figure 4.9 - Successful completion of Ambari Server startup

After successful installation of the Samba server, must install the agent to
connect the VM to the server, as shown in Figure 4.10.

root@Masters: homesigor#t apt-get install ambari-agent
Reading package lists... Done
Building dependency tree

Reading state information... Done

Figure 4.10-Installing the Ambari Agent
Then need to enable the daemon, which will start the server on the VM, and

will enable the server, where it will be possible to connect to the web interface, as
shown in Figure 4.11.
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oot@Masters :shomes igor#t ambari-server start

=zing python ~usr/binspython

Starting ambari-server

fimbari Server rumming with administrator privileges.
Irganizing resource files at ~var-libsambari-server-/resources...
fimbari databasze consistency check started...

Berver PID at: svar/runsambari-zerver-ambari-server.pid
Berver out at: ~svar/log-ambari-zerver-ambari-server.out
Berver log at: ~svar/log-ambari-zerver~ambari-server. log
aiting for server start

Berver started listening on 8080

DB conf ig=s consistency check: no errors and warnings were found.

Ambari Server 'start’ completed successfully.
ot@Masters ;. home. igor _

L3

Figure 4.11 - Starting the Ambari Server

Next, must also enable the Ambari agent in order to connect the machine to
the server in the future, for this need to run the startup command, as shown in
Figure 4.12.

root@Masterd : shomesigor#t ambari-agent start
erifying Python version compatibility...

zing python ~usr~bin python

hecking for previously rumming fAmbari Agent...
hecking ambari-common dir...
Starting ambari-agent

erifying ambari-agent process status...

Ambari Agent successfully started

gent PID at: /runsambari-agent-ambari-agent.pid
gent out at: ~svar~log-rambari-agentrambari-agent.out
gent log at: ~svar~log-rambari-agentrambari-agent.log
root@Masters : -homesigori

Figure 4.12 - Launching the Ambari Agent
Next, to configure the DHCP server, need to connect via the web interface

and need to type a username and password to log in to the server via a web
browser, as shown in Figure 4.13.
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« ¢ o © £ 192.168.45.173:8080/%/login o N D& =

Sign in
Username

admin

Password

Licensed under the Apache License, Version 2.0_
See third-party tools/resources that Ambari uses and their respective authors

Figure 4.13 - Connecting to Ambari via the web interface

After logging in to the server, will be prompted to create a cluster. To do
this, run the Launch Install Wizard as shown in Figure 4.14.

D localhostAS00/views/ADMIN_VIEW/2.7.4.0/INSTANCE/#/dusterinformatior a v« @ :
Admin / Cluster Information & ad

Welcome to Apache Ambar

Create a Cluster

LAUNCH INSTALL WIZARD

Figure 4.14 - Connecting to the Ambari server via the web interface

Next, need to specify the name of the cluster, as shown in Figure 4.15.

52



Figure 4.15 - Specifying a name for the new cluster

Than need to choose which OS and which batch file is needed, when
installing, the repository for Ubuntu 18.04 was selected as shown in Figure 4.16.
HDCP supports many distributions to install the necessary tools, but the
installation method will be different for different operating systems, because of
this, Hortonworks has created many repositories for installation.

2 Amb: luster Install Wizard X +
< C @ localhesta500/#/installer/ste mar @

Figure 4.16 - Selecting a repository for the OS

After selecting the repository, need to connect the machines on which the
agent is installed. If the system does not have a DNS server, then need to type the
IP address instead of the DNS name, as shown in Figure 4.17.
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Figure 4.17-Adding nodes to a new HDP cluster

If the addition is successful, the machine will be positively added to the
cluster as shown in figure 4.18.

Figure 4.18 - Information about the successful addition of a new machine to the
HDP cluster

The next window allows to select which core components will be used in the

cluster, where can select only the core components at the beginning, and add them
as needed, as shown in Figure 4.19.

54



Figure 4.19-Selecting the necééséry'ébmpbh'énts for working with the
database in an HDP environment

After all components are added, a list of the components that have been
selected in Figure 4.20 as a result of the installation scenario is obtained.

SMameNode: | master2 (7.8 68, 4 cores

nnnnnnnnnnnn

Figure 4.20-Selecting the negéegcsairﬂ)-/wc‘:dmponents for working with the database in
an HDP environment

Next, a window appears in which need to configure the database to work

with various tools, where configure access to the MySQL database to work
together with Hive, as shown in Figure 4.21.
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Figure 4.21-Configuring the database to work with HDP

It also needs to configure which directories will store cluster information on
the server, as shown in figure 4.22. It is necessary to specify exactly where the
configuration files will be stored in the local FS, and to specify these paths in the
appropriate fields as shown in figure. 4. 22.

Figure 4.22 — Configuration directory for storing configuration files of the
components of the HDP

Also need to check which users will manage certain services, and if
necessary can change the users and user rights, as shown in Figure 4.23.
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Figure 4.23-Configuring users to work with HDP tools

In Figure 4.24 is needed to specify how many resources will be allocated to
the services for operation.

# Ambari- Cluster Install Wizard X 4 - 8 X

« C @ localhost4S00/4/installer/step? waa @

»
(]
[}
»

< mHEs MAPREDUCE2 TEZ WIVE HEASE ZOOKEEPER INFRASOLA AMBARIMETRICS ATLAS KAFKA RANGER SMARTSENSE SPARK2 SL > £Y:)

NameNode DataNode

om

om

Figure 4.24-Allocating resources to HDP applications

The next step is need to run the installation of all the selected components
that were configured as a result of the installation script, as shown in Figure 4.25.
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Figure 4.25-Completing the configuration of all HDP components

As a result of HDD installation and further configuration, a database
management and processing system was deployed in the HDP environment. Basic
tools were added, as well as a cluster manager for managing nodes for creating
distributed tasks and sending them to subordinate YARN nodes. The Apache Spark
distributed data processing tool has also been added. When configuring HDP, a
tool was added to work with data using SQL queries of a similar language using
Apache Hive. This tool will allow to manage data much more efficiently in the
future due to the familiar HiveQL management system, which is an advanced
query language similar to SQL.

During installation and deployment, no problems were identified, all the
necessary data for deployment was contained on the company's portal, which
significantly helped when configuring some services and software products
included in the HDP installation package.

4.4 Shell deployment for interactive work in Apache Zeppelin

To be able to write a program for processing web server logs need a tool that
allows to develop interactively. This feature is also necessary for writing programs
in various programming languages, such as Scala, Java, and Python. This feature
is supported by Apache Zeppelin, and the process of adding Apache Zeppelin to
HDP will be described below.

To add Apache Zeppelin to the HDP repository must select a service, as
shown in Figure 4.26.
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Add Service Wizard

Assign Masters

v

master2 local (1.7 GB, 4 cores)
[ Hametiode Jf e ) 1 v1s =

iameNode: | Tiemetine a * )| YARN] ryDNs § + r |

| 3 b 2§ 2o over Jf | c
SNl Eea ) e
St oty Sures | Zete otebock

Figuréﬁ.'A26-Adding Apache Zeppelin to HDP

The next step is need to check the configuration files, as shown in Figure
4.27, then click the "Next" button.

2 _ZEPPELINNOTEBOOK b

Advanced zeppelin-eny
Advanced zeppelin log4j properties
Advanced zeppelin-shiroini

Advanced zeppelin-site

ppelinogdj-properties
tom zeppelin-shiro-ini

istom zeppelin-site

Figure 4.27-Configuring Apache Zeppelin in HDP

The following Figure 4.28 shows the final information before installing
Zeppelin on the HDP platform.

Add Service Wizard

Review

Admin Name : admin

Cluster Name : HDP_flmau

Total Hosts : 1 (0 new)

Figure 4.28-Checklist of all configured Apache Zeppelin components
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After the installation starts, as shown in Figure 4.29, must wait for the
Apache Zeppelin installation to complete.

Add Service Wizard

Install, Start and Test

Figure 4.29 - The Process of installing Apache Zeppelin

To connect to Apache Zeppelin is need to go to the address and a specific
port in the browser, then the menu will appear as shown in Figure 4.30.

@D Zeppelin  notsbook - Job

Welcome to Zeppelin!

Zeppelin Is web-based notebook that enables Interactive data analytics
You can make beautiful data-grven, interactive, collaborative document with SOL. code and even more!

Notebook & Help
Y ote Get started with Zeppelin documentatior
{1l Create new nof Community
QF Please feel free to help us 1o improve Zeppeiin,
me!

parkR Any contribwtion are welcon
) Zeppelin Tutorial (Basic Features

Figure 4.30-Connecting to Apache Zeppelin via the Web interface

To work with programs in Spark need to create a new diary, as shown in
Figure 4.31.

‘ Zeppelin Login

Welcome to Zeppelin!

Zeppelin s eractive data analytics
You can m orative docUMENt with SCL, ¢oae and even more!

Help

Get startea with
Community

Plea: us to improve Zeppelin

Figure 4.31 - Creating a Diary for writing code in the Apache Zeppelin
environment

Next, a window will appear to create a new notepad for work, must specify

the name as shown in Figure 4.32, and how exactly the incoming data will be
processed.
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Create New Note X

MNote Name
New Work

Default Interpreter
spark2 E|

Use " to create folders. Example: /NoteDirA/Note1

Figure 4.32-Name of the new diary in Apache Zeppelin

After that can go to the newly created notepad to write code for data
processing as in Figure 4.33.

Figure 4.33-Name of the new diary in Apache Zeppelin

Apache Zeppelin was deployed on the HDP platform. It also set up plugins
to work with the Python programming language, and added a plugin to work with
Apache Spark. As a result of the configuration, problems were encountered in
creating an environment variable in the HDP environment. This problem was
solved by writing a script that allows to automatically add paths to variables for
programs such as Apache Spark, and the Python programming language. This tool
will help to present the data in a convenient visualization format. Apache Zeppelin
has the capability of connecting an additional module to work with scripts in bash
command shell language, which allows not to switch between the OS terminal and
Apache Zeppelin web interfaces.

The platform is now ready for web server log analysis, and the full software
package is ready for conducting and studying anomalous system traffic and
scheduling web server loads.
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4.5 Analysis of Nginx Web server logs

The logs of the NGINX and Apache web servers will be used as input data,
as these are the two web servers that have the largest distribution in the world, the
market share that occupies the NGINX web server is 19.14% of the active sites.
The market share of Apache sites is 45.6% of active sites, which makes these web
servers the number one in the world.

Data processing will be done using two different approaches, the first one
will be processed using python, in conjunction with the Apache Spark distributed
data processing tool. Visualization will be done with Apache Zeppelin built-in
tools, using the SQL query language. The loaded set date will be parsed and placed
in the SQL structure, using pyspark.sql library.

The next method of data processing will be carried out using python
modules for visualization and data processing, such modules include the pandas
module that allows data analysis, cleaning and static processing. Also used are
tools like the matplotlib library, a library that allows to visualize data, graphs that
can be built using matplotlib allow to accurately visualize data. The NumPy
library allows to process data using various mathematical functions. The Seaborn
library was developed on the basis of the python matplotlib library, and has a more
convenient visualization view compared to the matplotlib library. For more
complex visualizations, much less code is needed compared to other visualization
tools.

Both methods will use Apache Perl and python for processing, but when
providing data for analysis and visualization, the processing approach will be
different. As a result of processing, a comparative analysis will be carried out by
the amount of time spent on data processing in the Apache Spark distributed
processing system. 3 sets of data with NGINX web server access log data will be
taken for processing.

Uploading data to the server is done with the Ansible tool. The workflow of
the system is shown in Figure 4.34, first the logs are loaded onto the HDP server,
into the distributed HDFS file system, followed by data analysis, and visualization
of the results.
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Fi

There are many logs that store data about visits to certain IP addresses. The
logs directly store information about the number of errors during the site access
process. The amount of information received and uploaded when working with the
tes is also stored. This data must be transmitted to the HDP

university's websi

Reverse Proxy
Nginx Server Hypervisor Proxmox

)@ 3arpy3ka ainos Ha cepsep

Log Files

gure 4.34-Data processing and loading scheme in HDP

server for further processing and visualization of this data.

Below is th

server. There are |

e first approach to log processing using data representation via
the SQL query language, and data visualization using the built-in Apache Zeppelin
library. Figure 4.35 shows the log files, as well as all actions performed on the web
ogs that record errors when accessing the web server, which are

presented separately.

Figure 4.35-Data processing and loading scheme in HDP
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Apache Zeppelin will be used as a tool for processing log files of Apache
and Nginx web servers, this tool allows to analyze files using spark technology,
python programming language, the ability to work using SQL language through
the Hive tool for data processing. The advantage of this technology is the use of a
distributed file system, as well as the use of distributed RDD technology when
processing tasks.

Log files are stored on the reverse proxy server. To access them, one must
transfer it to HDFS. To transfer files, type the Hadoop fs-put file command, as
shown in Figure 4.36.

£P hdfs@Master2: /home/igor/log

Figure 4.36-Loading data to HDFS

The described program allows to work with log files of web servers, such as
Nginx and Apache web servers. This program allows to split files into several
segments, as shown in Figure 4.37.

NGINXSQL v @ #m+ % a 0

spyspark
#3arpy3ka AaHHulX XypHanos Bef cepeepa NGINX

import glob
import re

from pyspark.sql import Row
from pyspark import SparkContext, SparkConf
from pyspark.sql import SQLContext

log_files = glob.glob('logtest')
start_data = spar‘k.r‘ead.tex‘tklog_\‘iles)

ip_address = r"(~\%

main_data_code = r'

time_all val = r

code_ans = r'hs {

data_size = r'(\d{3}) (\d+)"

logs_val = start_data.select(regexp_extract('value', ip_address, 1}.alias('ip'},
regexp_extract('wvalue', time_all wal, 1).alias('timestamp'),
regexp_extract('value', main_data_code, 1).alias('method'},
regexp_extract('value', main_data_code, 2).alias('files'),
regexp_extract('value', main_data_coede, 3).alias(’protocel’},
regexp_extract('value', cede_ans, 1).cast('integer").alias('statuscode’},
regexp_extract('value', data_size, 2).cast("'integer'}.alias('datasize'}}

Figure 4.37-Log Processing Program

As a result of processing the web server logs, the following results were
built. Figure 4.38 shows the analysis of incoming data for a certain period of time,
which allows to determine the amount of downloaded data that is received by the
web server.
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Figure 4.38 - Analysis of incoming traffic in the time interval
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Analysis of files on the web server accessed by users, where this analysis
allows to determine how much information has been downloaded or uploaded to

these files. Thus, it is possible to track abnormal indicators as in Figure 4.39.

s

Default  Rotate | Hide

OGrouped @ Stacked 6

19.8M

15.00

10.0

- - -
o

Figure 4.39-Resources most often involved in content transfers

Dhpi1945.

The web server response codes are also analyzed to determine how many

errors were generated by the web server when working with web resources, as
shown in Figure 4.40.

@200 204 @206 301 @302 303 @304 307 @400 404 @499

4

Figure 4.40-Analysis of web server response codes

@500

For a more accurate analysis of code errors, it is possible to analyze the error
codes on a time graph, where can see the number of errors issued by the web server

for a certain period of time, this graph is shown in Figure 4.41.
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Default | Rotate | Hide

@Stacked  OStream  QExpanded
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Figure 4.41-Analysis of web server error codes in the time interval

Also, an analysis was carried out on visiting web resources, to determine
from which IP addresses users most often accessed web resources on the web
server. Figure 4.42 shows a diagram for visualizing client IP address data.

RS
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Figure 4.42 - IP addresses of users who most often visit web resources

The data was processed and placed in a tabular model, the analysis was
performed using the SQL query language, and data visualization was performed
using the built-in Apache Zeppelin tools to provide data to analysts or users.

The advantages of this approach in data processing, ease of data analysis for
specialists who are familiar with the SQL query language, but do not have enough
knowledge of database processing tools, which reduces the threshold for entering
into working with databases and their analysis. The disadvantages of using this
approach are the inability to process data using mathematical models, where
visualization problems arise with scalability, since it is impossible to output huge
values.

The next method of data processing will take place using various tools and
libraries for working with the database in the python environment.

Initially, one need to load the dataset with data for processing, in the Apache
Zeppelin environment as shown in Figure 4.43.

log _files = glob.glob{'*.gz")
start_data = spark.read.text(log files)

Figure 4.43 - Adding data to the Data Frame.
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After placing the data on the Apache Zeppelin environment is needed to
check whether the data was actually added to the variable as in Figure 4.44 for
further processing of the loaded data.

log_files = glob.glob('*.gz")
start_data = spark.read.text(log_files)

log_files

['access.log.21.gz"', 'access.log.19.gz', 'access.leg.26.gz', 'access.log.29.gz', 'access.log.23.gz', 'access.log.3.gz', 'access.log.t
s.log.9.gz", 'access.log.25.gz', 'access.log.2.gz’, 'access.log.27.gz', 'access.log.l2.gz', 'access.log.l5.gz', 'access.log.8.gz', i
18.gz', 'access.log.6.gz', 'access.log.17.gz']

Figure 4.44 - Checking the loaded dataset.

After loading the data need to clear the received it, for this, regular
expressions will be used, as shown in Figure 4.45. And is needed to split the data
into columns in order to separate it from each other. The next step is need to check
what data were received in the new dataset.

Epyspark

' 'Heofixogwmo pasfinTe OaHHHE HE HECKONBKO YACTER, NPY NOMOWA PEryNApHSX BpaKeHWE
Ona yoofHol ofpaBoTku gaHHsu, ' '

from pyspark.sql.functions import regexp_extract

ip_address = r' ("LS+LL[AS+HL. ]+WE+)s "
main_data_code = r' (WS +ILS(ASHINSF(SEI
time_all_val = r'\[{[Ww:/I+\s[+\-10d{43 0]
code_ans = r'\s(hd{3})\s’

data_size = r'(\d{3}) (\d+)'

logs_wval = start_data.select{regexp_extract('value', ip_address, 1).alias('ip'),
regexp_extract('valus', time_s1l_wal, 1).alias('timestamp'),
regexp_extract('value', main_data_code, 1).alias('method'),
regexp_extract('value', main_data_code, 2).alias('files'),
regexp_extract('valus', main_data_code, 3).alias('protocol'),
regexp_extract('value', code_ans, 1).cast('integer').alias('statuscode'),
regexp_extract('value', data_size, 2).cast('integer').alias('datasize'))
logs_val.show(18, truncate=Trus)
print({logs_val.count(), len{logs_val.columns)))

e fmmmm e P Hmmmmmmmmmmmmm oo S — . S — +
| ip| timestamp|method| files|protocol|statuscode|datasize]|
Hmmmmmmamaoan bmmmmmmmmmeamaoas PO Hmmmmmmmmmmmamaoos O O U +
| 95.58.33.181|13/May/2028:00:008...| GET|/img/slider/almau...|HTTP/1.1]| 28| 766183
| 95.58.33.181|13/May/20820:86:00. . . | GET|/img/slider/music...|HTTP/1.1] 268 | 455]
| 95.58.33.181|13/May/2020:00:00. . . | GET|/img/slider/music...|HTTP/1.1| 200 | 1281
| 95.58.33.181|13/May/2028:00:008...| GET|/images/uploads/c...|HTTP/1.1]| 28e| 168350
|54.36.150.10@|13/May/2020:86:08...| GET|/xmlui/search-fil...|HTTP/1.1]| 208|  31887|
| 95.58.33.181|13/May/2020:00:00. . . | GET|/img/slider/megac. .. |HTTP/1.1]| 208| 1683668
| 95.58.33.181|13/May/2020:00:00. . .| GET|/images/uploads/9...|HTTP/1.1]| 200 | 52145|
| 95.58.33.181|13/May/2028:90:008...| GET|/images/uploads/a...|HTTP/1.1]| 28@|  85734|
| 95.58.33.181|13/May/20820:86:00. . . | GET|/img/slider/slide...|HTTP/1.1] 208| 8se8s2|
| 95.58.33.181|13/May/2020:00:00. . .| GET|/images/uploads/2...|HTTP/1.1]| 2e8| 158849
e e O — . P +

Figure 4.45 - Processing data using regular expressions.
Analysis of the response codes of the web server, to obtain information

about the total number of responses issued by the server during the entire operation
time, as shown in Figure 4.46.
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sns.catplotix="statuscode'. v="count'. data=loes st code val. kind='bar'. order=loes st coede vall'statuscode'l. heie

<seaborn.axisgrid.FacetGrid object at ew7fa272186858>
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Figure 4.46 - Getting data about all server response codes.

For a more convenient representation of the data of the web server response
codes, it is necessary to reduce the values to the natural log logorithm as shown in
Figure 4.47, so the average values will be obtained.

=pyspark
#BH3YBNMIBUMA OTEETOE BED CEPBEPA NOCAE NPHBMASHHA ABHHSX NMPU MOMOZH QYHKUMM LOE

plot_logs_val - (legs_st_leg val.tePandas().sort_values(by=["leg(count}”],ascending-False))
sns.catplot(x-'statuscode’, y-'log(count)’, data-plot_logs val,kind-"bar’, order-logs st code val['statuscode'], height-1e)

<seaborn.axisgrid.racetcrid object at ex7fazzzsa21ses

loglcount)

200 301 304 404 500 302 499 303 400 206 307 401 204 405 502 207 201 503 413 504 777 403 406 419 407 416 301 412
statuscode

Figure 4.47 - Getting data about all server response codes in the loge section.
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Analysis of the number of IP addresses that accessed the web server as
shown in Figure 4.48. The graph shows the total number of unique IP addresses.

Epyspark
#AHANU3 1p SApecoB, KOTOpue uyame BCEro CEFB_B.’IHCI: k Beb CEepeEpy

ip_val =(logs_val.groupBy('ip'}.count(}.sort( count’, ascending=ralse).limit(ze)})
ip_val.show(truncate=False)

_________________________

84.38.181.132 1889358
95.213.224.211 [448138
95.161.227.234 |215533
82.148.17.75 164934
178.154.288.13 |[121888
213.188.283.162|187132
82.280.154.115 |98586
217.196.26.18 |BE396
122.51.235.22@ |59&97
111.231.81.165 |57874
178.88.46.28 GEO5E
122.51.154.89 54669
49.233.143.96 53468
91.188.6.135 52982
49,233.175.284 |58154
37.158.26.178 35668
5.258.129.218 [35363
188.8.131.116 32533
188.8.132.22 23883
98.142.35.186 29825
L — Fommmaoe +

Figure 4.48 - Counting the total number of IP addresses accessing the web server.

Based on the presented data, one can make a forecast about how often the
user accessed from a certain IP address, a large number of requests from a certain
address can indicate that attacking requests may occur, and that it is necessary to
protect the web server from attacks and isolate the attacking IP address.

Figure 4.49 shows the analysis of the error code 404, which is issued by the
server, the analysis is made in the context of the month, shows the peak values for
issuing errors by day.

ipyspark
#BW3YANHW3EUMA KONWYECTEE ownBoK BallaBAcMsly KAWOH AEHb

err_logs vis_wval = sns.catplet({x='day', y="count',data=err_logs_day pd wval, kind='point', height=5, aspect=1.5)
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30000

20000

10000

rrrrrrrrrrrrrrrrrrrrrrrrrrrr

1 2345 6 9351011121314 151617 1819 2021 2223 2425 26 27 28 30 31
day

Figure 4.49 - Analysis of errors by code 404 issued by the web server,
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Analyzing the 404 error codes in Figure 4.50 allows to get information about
which hour had the highest value of errors issued by the web server.

“pyspark
#AHAAM3 ounGok Bel CepBepa NO BPEMEHHOW wKane (4acs)

hr_mid_logs_val = (err_logs_val.groupBy(func.hour('time").alias( "hour'}}.count()}.sert( " hour"})
hr_mid_legs_pd_val = hr_mid_logs_wal.toPandas()
hr_mid_logs_vis = sns.catplot(x="hour', y="count", data=hr_mid_logs_pd val, kind="bar', height-5, aspect-=1.5)

60000
50000

40000

count

30000

20000
10000 ‘

01 23 4 5 6 78 91011121314 151617 1819 02002 28
hour

=

Figure 4.50 - Error analysis by code 404 for a specific hour.

When get this analysis from the 404 error code, one can determine how often
errors occur for a certain period of time and make a forecast about the health and
efficiency of servers and portals. Thus, it is possible to determine from the received
forecast whether it is necessary to improve the performance of the site resources or
the web server.

Analysis of getting information about the number of requests from clients '
IP addresses, to get statistics on traffic and visits to web resources in the context of
days, as shown in Figure 4.51.

ipyspark
#BU3YEAWIAUMA NONYYEHHAX ABHHE YHWKENbHaX IF aApECOB

log pl_point = sns.catplot(x="day", y="count', data=ip_allday_wal, kind='peint', height=5, aspect=1.5}

8000

12324567 51011121514151617 1819 20 21 22 23 24 35 26 27 26 29 30 31
day

Figure 4.51 - Analysis of web server visits by day.
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Figure 4.52 shows an analysis of the average load of the web server,
determining the amount of downloaded content from the web server.

ipyspark
#BM3YANMIBUMA CPEAHEro 3HAYEHWA 3anpocos K Bel cepeepy

log_pl point = sns.catplot(x="day', y="midd_ip_reg_wval', data=midd_logs_ip val, kind="point"', height=5, aspect=1.5)

200
150

100

mecld_ip_req_val

1234567 0100112131415161718192021 22232432526 27 28 2930 31
day

Figure 4.52 - Analysis of downloaded data from the web server.

During the analysis, the data was added to a new data set. Data processing
was carried out using various libraries, such as: Numpy, Pandas, Matplotlib,
Seaborn. The Apache Spark tool was used for distributed processing. The
advantages of using the second type of processing are the ability to use
mathematical functions to process data. Visualization tools allow to get a more
detailed analysis when processing data, where can process data using various
methods and libraries. For example, the ability to process data using the Numpy
and Pandas libraries.

When processing data, three datasets were loaded to analyze the access logs
of the NGINX web server, below is a graph of the amount of time spent on
processing data sets, as shown in Figure 4.53.
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The speed of processing logs of a web server
environment Apache Spark
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50
40
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Habop gaHHbIx 730 MB Habop gaHHbIx 1,5 GB Habop aaHHbIx 4,48 GB

Seconds

Web Server Access Log Data Set

Figure 4.53 - Processing speed of data sets in the Apache Spark environment.

Figure 4.54 shows a graph of the number of processed web server access log
data, the number of data specified in the lines.

Number of rows in NGINX web server logs

18000000
16000000
14000000
12000000
10000000
8000000
6000000
4000000
2000000 -

0

LINES

Habop aaHHbix 730  Habop gaHHbix 1,5 GB Habop gaHHbIx 4,48
MB GB

Web Server Access Log Data Set

Figure 4.54 - Number of rows of web server access logs.

The above result shows that the amount of time spent processing the
minimum network date values is minimal and is performed in less than a minute,
while the analysis of the last network date data with 16 million rows was
completed in 2 minutes. These indicators indicate that data processing in the
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Apache Spark distributed data processing system can handle large amounts of data
at a high speed, using server memory at all stages of data processing, and only after
getting the result, the data is saved on the server disk.

After the experiment, a result was obtained to visualize the data of the
processed logs of the NGINX web server in the HDP environment. Distributed
processing greatly increases the speed of data processing, while other applications
written in python, java, or other programming languages without support for
distributed data processing run much slower, and they don’t allow to process such
huge amounts of data. Webserver statistics are presented on the schedules received,
basic data and web server analysis are considered in detail.

Also data on processing speed of network dates in Apache Spark were
presented. The received data of the access logs of the web-server allows to get
detailed analysis on the work of the web-server, and allows specialists of different
levels to make a decision on the need to improve the functioning of the sites.
Understand what vulnerabilities exist on the web server, whether there is a need to
increase security on the web server.

5 DATA ADMINISTRATION AND PROCESSING IN A HADOOP
ENVIRONMENT
5.1 Big Data analysis, processing and visualization

Data research analysis refers to the critical process of conducting initial data
studies to detect hypotheses, patterns, anomalies and assumptions through
summary statistics and graphical representations of data.

In data mining, data research analysis is an approach to analyzing datasets to
summarize their main characteristics, often using visual tools. Therefore, research
analysis of data is used for the modelling task to find out what information these
data are carrying. From a visual view of a column of figures or an entire
spreadsheet, it is unlikely that important data characteristics can be identified.
Research methods for data analysis have been developed as a tool to assist in this
situation. Research analysis of data is usually classified in two ways. First, each
method is either non-chartic or graphic. Second, each method is either one-
dimensional or multidimensional.

The process of collecting, storing and processing medical data is a major
challenge in addressing current health challenges. Use of modern information
technology tools to effectively use digital health data to support decision-making in
this area. One such tool is the Python programming language. This is facilitated by
the simplicity of the language, as well as the wide variety of open libraries that are
available. This work implements examples of research and data classification using
some Python libraries.

For research, one will need to select the data set of interest (dataset).
Medical data provided by the Kazakhstan Society for the Study of Diabetes within
the framework of the target program "Burden of Diabetes 2019-2020 for the
Republic of Kazakhstan" were used as data sets. The data set includes all
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information about dispensary patients of all citizens of the Republic of Kazakhstan
registered with the diagnosis of "Diabetes mellitus’ from 31.12.2009 to
31.12.2019. To solve these problems, the Anaconda software solution is used,
which includes all the necessary tools for solving problems of data analysis and
processing. The Anaconda distribution consists of a Python interpreter and
contains many different packages for data processing, including popular libraries
such as: Numpy, Pandas, scipy, Matplotlib. This tool can be downloaded from the
official website for installation on the OS. After installing this product, one can
enable Anaconda navigator, and then choose which product want to work with.
Anaconda Navigator is a graphical desktop user interface included in the Anaconda
distribution. It also allows to run applications and easily manage packages, without
using the command line. Figure 5.1 shows the Anaconda navigator menu.

{0 ANACONDA NAVIGATO

Figure 5.1 — The Menu navigator Anaconda

For data processing, the Jupiter notebook interactive data processing tool,
which is included in the anaconda package, was used. After enabling Jupiter
notebook, this tool will open in the browser. And then all the necessary
manipulations can be carried out in the browser. After a successful launch, one can
see the correct Jupiter environment configured.

- Jupyter Quit Logout

Files Running Clusters

Select items to perform actions on them. Upload | Neww |2

(10  «~ W/ Desktop/ Mpoexr | Work / test/ Untitled Folder MName & | | Last Modified File size
O. HECKOMBKD CEKYHA Hazad

O DO Project 1 HECKONBKO CEKyHA Hazag

Figure 5.2-Jupyter Main Menu

The next step is to prepare the data set for loading. To do this is need to
implement analysis on a subset of the data using the Pandas library. Pandas allows
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to process, clean, and analyze data. In data research using Python, Pandas is also
often used to work with tables. It is a library for working with data tables and is
well suited for small and medium-sized datasets. Also, the most common solution
IS to use Pandas together with other solutions such as SQL, MongoDB,
Elasticsearch. The Pandas library is one of the most popular Python tools for
working with data, it supports various text, binary and sql file formats, including
Xlsx, .xlIs and. csv. For work with Excel files with Pandas uses the xIrd and xlwt
modules. To upload files to the dataset is need to import the necessary libraries for
research data analysis.

In [1]: |import os
import numpy as np
import pandas as pd
import matplotlib.pyplot as plt
import seaborn as sns
import warnings
warnings.filterwarnings('ignore")

Figure 5.3 - Importing Libraries

Processing was performed on files in the format .xlIsx, the files were
presented in excel format. These files are supported by the pandas library, which is
included in the Anaconda distribution package, and allows to process data.

Figure 5.4 -List of files on dispensary patients of citizens of the Republic of

Kazakhstan

To upload files to the dataset, one must register the download in the Jupiter
notebook environment. Figure 5.5 shows the method of loading data into the DF

£ na 31.12.2009.xIsx 01.07.2020 15:35 Muer Microsoft Ex... 6048 Kb
B3 na 31.12.2010.x1sx 02 3 Muet Microsoft Ex... 7238 KB
B na 31.12.201 xlsx Nuer Microsoft Ex... 8453 Kb
B3 na 31.12.2012.x1sx Muet Microsoft Ex... 9418 KB
B na 31.12.2013.xlsx Nuer Microsoft Ex... 10 489 KB
B3 na 31.12.2014.x1sx Muet Microsoft Ex... 11315 KB
7] na 31.12.2015.xlsx Nuer Microsoft Ex... 12 394 KB
B3 na 31.12.2016.x1sx Muet Microsoft Ex... 13 692 Kb
B na 31.12.2017.xlsx NMuct Microsoft Ex... 14711 KB
B3 na 31.12.2018.x1sx 5 Muet Microsoft Ex... 15 865 Kb
B3] na 31.12.2019.xlsx 02.07.2020 0:57 Nwet Microsoft Ex... 18 289 Kb

dataset, which later allows to process the loaded data into the dataset.

In [1]: import pandas as pd
from os import listdir

filepaths = [f for f in listdir("./test/") if f.endswith('.xlsx')]
sk, "

/test/Ha

31.12.2010.x1sx",

. /test/uva 31.12.2812.x1sx", "./test/Ha 31.12.20813.x1lsx"
.ftest/Ha 31.12.20814.x1sx", "./test/Ha 31.12.2015.x1sx", "./test/Ha 31.12.2@16.x1lsx",
".ftest/Ha 31.12.2017.xlsx", "./test/Ha 31.12.2018.xlsx", "./test/Ha 31.12.2019.x1sx"]))

Figure 5.5 -List of files uploaded to the dataset
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The next step is to check how much data was uploaded to the dataset. Figure
5.6 shows the results of the number of rows and columns of all files where the total
number of rows exceeds 2700000 records.

In [47]: df.shape

out[47]: (2705603, 8)

Figure 5.6 -Results of counting all rows and columns

In Figure 5.7, one can get information on columns using the count function.

In [3]: |df.count()

out[3]: PeruoH 2785693
MO 2783494
NaTa poxaeHWA 2785693
non 2785693
HaUWOHaNbHOCTE 2705693
MKB 2785693
[laTa B3IATWA Ha YH4eT 2785693
xog MO 2785693

dtype: inté4

Figure 5.7 - Counting rows in each column

Using the head function, one can see what data is loaded into the dataset.
Figure 5.8 shows how to use the head function, it shows the first 10 rows of the
dataset.

In [48]: | df.head(18)

out[48]:

Peruon Mo Oatapowgenus MOM HaumoManuhocTe MKG  AAT@B3ATMAKa - kon

Y4er MO
0 Amogg:gl;i: ArMona ofnbIckl AeHCayMbIK CaKTay OackapMach! ¥aHsl... 03%370(;50102 HeH Kasaxu E11.7 0[190%70(;10311] 03MC
1 Arldogg::ﬁ: MOCYIAPCTBEHHOE {DMM‘;"HAHI:HOIEIF}'(;EIE‘EVHSE 03%300380108 My VpauHusl  E11.8 n[?ﬂﬂ?]dﬂggga 04PJ
2 Awoggp:ﬁi Akmona oSNeIcsl GeHCayNEY cakTay JacKapMackiHsH H... []Sg[)?]sﬂgﬂ[]gg MY Kazaxm E11.8 DSUD?]BO%‘EBJ] 0OFAS
3 Amogg?:iiz Agmona ofneIcsl GeHCayNEIE CakTay DackapMackiHsH ... 03%33034033 MYH Kazaxm EM.5 u[fou?]ﬁggaaﬁg 01UK
4 Amoggl::ﬁi Axmona ofneicsl GeHCayneE cakTay DackapMack #aHsl 03%220380103 My Pyccrwe E11.8 US%%ZOEEEJJ 0144
5 A'('Mogg::h;z Axnona ofneicsl GeHCaynek cakTay GackapMack HaHsl DS %?0%905(1] HEH Hemuysr E11.9 UE;QD%EO%T&%:] 08TC
6 Amogg::l;aé ArMona oBnbickl eHCayMbIK CaKTay Dackapmach! ¥aHsl... 039030031053 weH  AzepDadgwaHusl E10.4 0020034039083 007L
7 Amogg:gl;i: ArMona ofnbIcsl AeHCaYMbIK CaKTay 0ackapMach ¥aHsl.. Uggozsogsogg My3H Kazaxu E11.8 0500?]80%5033 007N
8 Amogg::r;i: ArMona 0fnkIcs! A8HCaYNLIE CaKTay GackapMack! ¥aHsl... DSQD?]AG(;SDS(E] HeH Benopycsl  E11.8 0500%3031038 007K
a Amogg?:iii Axmona 00NeICcsl GeHCayNEK caxTay DackapmMack #aHsl... 03%300820% #EH Hazam ENT uﬂ%ggﬁﬁg 0058

Figure 5.8 — The first 10 rows of the dataset.

Visualization tools allow to get a more detailed analysis when processing
data, where can process data using various methods and libraries. For example, the
ability to process data using various libraries. In this study, the matplotlib library
was used for data visualization, which allows visualizing incoming data after
processing in Pandas. In Figure 5.9, one can see the results of processing the

76



calculation of the number of registered patients with a diagnosis of diabetes in the
regions of the Republic of Kazakhstan. There is also a calculation of the number of
patients in the official statistics for all regions of the country.

In [49]: import matplotlib.pyplot as plt
obl = df["Pernon”].value_counts()
obl.plot(kind="barh', figsize = (12,8))

Out[42]: <matplotlib.axes._subplots.AxesSubplot at @x2bbdd93bscs>

Hkno-Kasaxcranckas obnacTe
MaHrncTayckan 06nacTe
ATnipayckad ofnacTe
3ananxo-KazaxcTaHckas ofinacTs
Kbi3BN0pAMHCKER 06NacTe
WeamkeHT T.A.

AxTiobuHckan ofnacTe

r. Hyp-Cyntan

TypkecTaHckan ofnacte
AKMONWHCKER 06NacTs
Hambranckas ofnacTe
Masnonapckan ofnacTe
Cepepo-KazaxcTaHCKas 06nacTe
KocTanaickan ofinacte
AnmaTuHckas ofinacTs
Kaparangnhckan ofnacto

BocTouHo-KasaxcTaHckan obnacTe

Anmatel T.A.

0 50000 100000 150000 200000 250000 300000

Figure 5.9 -Visualization of the number of patients by region.

Also, as a result of processing and visualization, numerical values of the
number of patients diagnosed with diabetes in the regions of the Republic of
Kazakhstan were obtained.

In [43]: obl

Out[43]: AnmaTwe T.A. 311212
BoctoyHo-KazaxcTaHckas obnacTe 297488
Kaparauaondckas ofnacTe 286442
AnNMaTHHCKaR obnacTs 24178@
KocTaHakickan obnacTe 189781
Ceeepo-KazaxcTaHckaa obnacTe 143540
Naenopjapckar obnacTe 146734
Mambuinckaa ofnacTe 142321
AKMONWHCKaA obnacTs 135296
TyprecTaHckaa ofnacTe 131831
r. Hyp-Cyntau 124775
AkTwbuHckas obnacTe 118776
WemrmKeHT LA, lg4e4]1
Kbi3uinopanHckan ofnacTe 81184
JanagHo-KazaxcTadckas obnacte 76792
ATepayckaa obnacTe 68847
MaHrucTayckana ofnacTe 6le1s
HHO-KasaxcTaHckar ofnacTs 47625

Mame: Perwod, dtype: inte4

Figure 5.10 - Results of numerical values.
In the continuation of data processing, it is necessary to display a graph of

patient growth in the Republic of Kazakhstan. As a result of processing figure 5.11
shows a plot of incidence rate from 2009 to 2019 in Kazakhstan.
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In [239]: year = df["Ten"].value_counts()
#year = year[:28]

year.plot()

ODut[28]: <matplotlib.axes. subplots.AxesSubplot at 8x258ba993548>
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Figure 5.11 - Graph of morbidity growth in the Republic of Kazakhstan.

All files have been processed and carried out a count of all patients
registered in Kazakhstan from 2009 to 2019.

In [48]: year

out[4e]: 219 373183
2818 3312l
2817 380248
2816 287189
20815 2608627
2814 241496
2813 228621
2812 198728
2811 178594
281e leezae
20889 143266
Mame: Fop, dtype: inted

Figure 5.12 -Numerical values of registered patients in the Republic of
Kazakhstan.

As a result of processing figure 5.13 shows a plot of incidence rate from
2009 to 2019 for the city of Almaty.

In [44]: alm_year = akm["Toa"].value counts()
alm_year.plot()

Out[44]: <matplotlib.axes. subplots.Axessubplot at @x258beddas4d>
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Figure 5.13 - Graph of morbidity growth in Almaty.
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All files have been processed and carried out a count of all patients
registered in Almaty from 2009 to 2019.

In [45]: alm_year

Out[45]: 2819 43221
2818 38397
2817 34166
2816 31719
2815 27576
2814 26668
2813 25804
20812 23448
2811 22881
281e 28391
20889 18557
MName: Fop, dtype: intéd

Figure 5.14-Numerical values of registered patients in Almaty.

For a more in-depth research analysis of data, using two files consisting of
two parts for 2019, examine data by region, gender, age, etc. Next, one can upload
the provided excel files to the Data Frame (datal and data2).

In [2]: |files = [f for f in os.listdir("./") if f.endswith(".xlsx")]
datal = pd.read_excel(files[@],encoding = "cpl1251", skiprows = range(@,7)).drop([8]).reset_index(drop=
True)
data2 = pd.read_excel(files[1],encoding = "cpl1251", skiprows = range(@,7)).drop([8]).reset_index(drop=
True)

Figure 5.15-Loading datal and data2

The last row of datal matches the first row of data2. This allows us to
combine these two separate Dataframes into a single dataframe (combined_data).

In [8]: combined_data = pd.concat([datal.drop([len(datal)}-1]), data2]).reset_index(drop=True)
combined_data

Figure 5.16 -Merging two files

The result of combining two files is 1126 rows and 41 columns of data.
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np...

ToCYAADCTEEHHOE
KOMMYHAMEHOS
NpeanpHATHE Ha
np...

ToCYAapCTEEHHOS
KOMMYyHAMEHOS
NpEONpHATHE Ha
np...

0.0

0.0

0.0

.0

0.0

394122278

304123525

394123538

394912361

304381753

5900000000002320

406506236

394753134

28011854

21.04.1346

10.12.1938

09.02.1349

21.11.1951

16.09.1963

15121384

13.04.1999

08.10.1982

09.08.1960

29072019

NaN

NaN

NaN

NaN

NaN

NaN

NaN

NaN

NaN

T2
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70
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56
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Figure 5.17 - Merged dataframe
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The information stored in the downloaded and merged files allows to
examine the data where patients were treated in the Republic of Kazakhstan. With
the help of visualization, one can observe the results of processing in Figure 5.18.
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In [17]: order=combined_data["Peruod, roe nponesuncA GoneHol™].value_counts().sort_values({ascending=False).inde
X

sns.set_context("poster™)
sns.set_style("whitegrid”)
fig = plt.figure(figsize=(28,15)});
sns.countplot(y="PerveH, rge nponednnca BonsHoi”,
order=order,
hue="Non",
data=combined_data)

plt.xlim([@,0888])
plt.title("Mo nonoewm npuaHakam™);

Mo nonoseIM NpHaHaKamM

Anmartil ra.

KaparanauHctas obnacis
TyprecTaHckan obnacTk
Boctovno-KasaxcTaHokan odnacte
r.Hyp-CynTasu

AnmatHokan obnacTe
ArMonuHcKan 0bnacTe

MNaencgapcxan cbnacte

Cepepo-KazaxcTaHokan obnacTe
KocTaHakckan obnacTe
HamBkinckan ofinacTk

3anaano-KazaxcTadckan obnacTe

Peruon, rae nponedyuncy GonsHol

KblabnopaMHekan oBnacte
AxTiobuHCckan obnacTe

Maurucrayckan obnacTe

Mon
r. IWeiMeeHT [ —
ATeipayckas obnacTs BN HeHokMi
a 1000 2000 3000 4000 5000 6000 7000 8000 8000

count

Figure 5.18 - Statistics of regions where patients were treated
As a result of processing, one can see where the patients were treated, and

they were also divided by gender. It is also possible to determine the age of
patients undergoing treatment.
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In [18]: sns.set_context("poster”)
sns.set_style("whitegrid")
plt.figure(figsize=(20,15))
diag3 = sns.countplot(x = "BozpacTt”,
order = range(®,1€8,5),
hue = "Mon", data=combined_data)
plt.ylim([©,2588])
plt.ylabel("Konu4ecTeo™);

2500
Mon
— \MyKCKOR
. OKeHcKui
2000
1500
o]
[e1]
=
o
@
I
=
c
<2
1000
500 I || |
. _llllllllllllllll I I I —-
25 30 35 40 45 50 55 60 7075 8 90 95
Boapact

Figure 5.19 - Age of patients

Consequently, Almaty, Karaganda, Turkestan, East Kazakhstan regions, and
Nur-Sultan are the leaders in the number of patients treated among the regions. It is
obvious that the majority of patients are women than men, and the largest number
of female patients are aged 70 years, while for men this value is less than 60. It can
also be noted that the increase in the probability of the disease occurs after 40 years
for both men and women. Further, during the study of patient data on citizenship,
where the processing results show that the majority of patients are citizens of the
Republic of Kazakhstan.
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out[23]:

Ipa%pgaHcTEO [paxOoaHcTED

KASAXCTAH 111685 WMHAWA 3
POCCHACKAR ®EQEPALMA M5 COEQWHEHHLIE WTATLI 3
HE YKA3AHO 160 MOHIONWA 2
Y3BEKUCTAH 128 M3PAWUNE 2
AZEPBANTKAH 47 AMEPWKAHCKOE CAMOA 2
KbIPTU3CTAH 32 nuTBA 1

APMEHWA 19 MAKELOHWA, BLIBLUAS KOTOCTIABCKARA PECTYBNWKA 1

KUTAR 12 MAKWCTAH 1

YHPAMHA 17 WOPOAHKA 1

NWLO BE3 MPAMIAHCTBA 15 KAHADA 1
He yxazaHo 14 CAVIIOBCKAA APABHA 1
TAKUKMCTAH 10 AQIAHWCTAH 1

rPY3UA 9 ABCTPANWA 1

FEPMAHMA 3 COMANN 1

TYPUMA 8 OBLEOWHEHHLIE APAGCKHME 3MWPATLI 1

TYPKMEHUCTAH 5 MATAR3IHA 1
MONQOBA, PECMYENWKA 5 ETWMET 1

BENAPYCh

Figure 5.20 - Definition of citizenship

Consequently, 99% of all registered patients are citizens of the Republic of
Kazakhstan. There is information about the method by which the patients were

registered in the unified register of patients with diabetes mellitus.

In [24]:  combined_data.loc[:,"Kem Hanpaenen"] =

sns.set_context("poster™)

sns.set_style("ticks")

sns.catplot(y = "Kem HanpaeneH",
hue = "MnaHoeo”,
kind = "count”,
data=combined_data,
legend = False,
height = 1e,
aspect = 2)

plt.
plt.
plt.

xlabel("Konu4ecTteo™)

x1lim([@,45008]);

CKOPOW NOMOLBIO
MMcn
CAMOOBPALEHWE

Kan

MNPOYUE

AOPYTUM CTALIMOHAPOM

FPOOAOMOM =

Kem HanparneH

NCUXUATPOM
MNPABOOXPAHMTENEHEIMIA OPTAHAMIA -
JEA. NCUXMATPOM NO FOPOOY -
CYNEEHEIE OPrAHBI

BOEHKOMATOM

legend(title="Hanpaeneno"”, loc="best', labels=['3kcTpenHo',

combined_data.loc[:,"Kem Hanpaenen"].str.upper()

‘Mnavoeo’]);

Hanpaenexo
N CHCTPEHHD
s MnaHoeo

0 5000

10000

20000 25000 30000 35000 40000 45000

KonwuecTeo

15000

Figure 5.21 - Methods for referring patients for registration
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According to Figure 5.21, the ambulance and the treatment itself are
characterized by emergency delivery of the patient, while primary health care
(PSMP) and consultative and diagnostic care (CDP) and others were mostly
planned. Cases with a referral from a maternity hospital, a psychiatrist, law
enforcement agencies, a city psychiatrist on duty, a judicial body and a military
enlistment office are few in relation to the previous ones. According to this data,
one can get a list of the 10 most common diagnoses. The results of the calculations
are shown in Figure 5.22.

Out[25]:
[Markos 3akniouMTenbHbIA

E11.7 WMHCYMWHHES3EBMC MMBIR CaXapHsIR AMaBeT ¢ MHOMECTES. .
E11.9 WHCYMMHHES3SBMCHMEIA CaXapHslit quadeT 683 ocnoMHEHWR
E10.7 MIHCYMIMHZABMCHMEIR CaXapHLIR AMa0eT C MHOHECTERHH. .
E11.5  MHCYNUHHEIABMCHMEIR CAXapHEIA QWadeT ¢ HADYLWEHWA...
E11.6 WHCYMMHHESABHC MMBLIA CaxapHbIA AMaBeT © OpyTHhuM ¥
E11.8 WIHCYMWHHE2ZENCMMEIA CAXaDHEIR DHATeT © HeyTOUHEH .
E10.1 MHCYNHHZABMCHMEIR CaXapHEIR AnabeT © KETOAUNAOI0M
E10.9 WIHCYMMH3ZBNCHMEIA CaX3PHsI quateT 583 OCNOXHeHWE
E11.4 VIHCYMMHHES3EMCUMEIA Ca%apHsli QMaBeT © HEBPONOrK...

E11.1  WHCYNMHHESABMCHMMBIR CaxapHbli AMateT ¢ KeToaUmaosom

E11.54
R
e B By fuaneoan
= s W OcHOBHOE
§- LA ConyTeTRyil|jes
—— B YiOuHAKLLES
E10.1
_ _
0.9
o
E11.4
]
E11.14
T T

T T
5000 10000 15000 20000
Konwjecrao

Figure 5.22 - List of common diagnoses

The two most common diagnoses are insulin-independent diabetes with
multiple complications and no complications, respectively. In the first case, the
diagnosis is often the main one, while for the second case, in the vast majority, it is
concomitant. Other diagnoses and their types are also shown in the figure. The
following example for calculations was used data on the number of bed days on
average in Figure 5.23.
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In [33]: plt.figure(figsize=(26,15))

sns.set(style = "ticks")
sns.set_context("poster™)
sns.scatterplot(x ="Bozpact”,
y = "MpoEegeHo KoWKo-gHeR",
hue="Wcxog nedeHma”,
hue_order=["Bez nepemex”,"Ynyduwenue”, "Buzgopoensune”, "CMepTe”, "Yxypguenue" ],
data=combined_data)
plt.axhline(combined_data["NpoeepeHo koiko-gHed”].mean(), color = "k", label="CpegHue 3Ha4eHue KoMKo-jJ
Hel™ )
plt.legend();

. —— CpegHee 3Ha4eHWe KORKo-OHel
200 Wexon neveHus
T ® BeanepemeH
- ®  YnyJwexue
® BuizgopoBnexue
600+ ® CMmepTb
® YxyoweHwe
= 200+
> o
I
ot
E 400 e
2 L]
=]
z . *e
g:BOO-
[=' % L]
- [ ] ' ] °
L4 ™
. L .
2004 ] L ]
100+

BoapacTt

Figure 5.23 - Average value of bed days spent by patients

According to Figure 5.23, despite some values of more than 200 days, the
average value of bed days is about 10 (marked with a black line). The chart shows
that between the ages of 30 and 70, the probability of spending more than 50 bed
days increases. The most common social status of patients is determined below.

85



In [34]: #fig = plt.figure(figsize=(20,15));
combined_data.loc[combined data["KaTeropuw AsroTHWka™]=="-","KaTeropum neroTHWka"] = "He npepocTaeneH
o"

important_privileges = combined_data["Kateropuw neroTHuka"].value_counts().index[8:6]
important_status = combined_data["Couuanshsit cTaTyc”].value_counts().index[e:18]
sns.set(style="whitegrid”,context="poster™)

sns.catplot(y ="CouwansHulid cTaTyc”,
order = important_status,

hue = "KaTeropuu NeroTHWEa",
hue_order = important_privileges,
kind = "count™,
data=combined_data,
height = 18,
aspect = 2);

sns.set(style = "white");

plt.xlabel("Konu4ecTeo");

MercKoHED NO BOIPECTY =

Beapafotvuil =

Musanug 2 rpynng

[lomoxo3sika

KareropHM AbroTHuea

PabGoTasowmid, paSoumii Het nwroT

Mpoane

He npegocTasneHo
Muesanuae no safonasaqmn
Hhoa

MNexHcuoHepsl

PaboTaw wmi, paboTHAK YACTHOM CTPYKTYDE! =

Mposie '.

CoumnansHelil cTaTyc

HHBanu 3 rpynnkl s

PaboTamnwwd, G HeTHNA patoTHuk

Yuyawmiace ¢

Q 5000 10000 15000 20000 25000 30000
Konnuectao

Figure 5.24 -Common social statuses of patients.

According to Figure 5.24, the 10 most common social statuses of patients,
where the vast majority do not have any benefits. Of the pensioners, only about a
quarter have one or another benefit. Among the disabled of the 2nd and 3rd groups,
only half have disability benefits

5.2 Data analysis using Apache Spark.

To work with the data, the data sets of the Internet community "Kaggle" are
used [47], which provides various data sets necessary for working with the data.
For processing, a dataset on cardiovascular diseases was taken, where the main
indicators of the analysis of patients were selected. The Apache Zeppelin graphical
shell was used to interact with Spark, which provides data representation in a
convenient visualization format. To do this, first of all, is need to upload files to
HFS, and run the command //hadoop fs -put heart-disease-df.csv /user/zeppelin/, as
shown in Figure 5.30.
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& Zeppelin Notebook - Job
Med_heart > @s 2 +/8 o 0

Zsh

pwd

wget https://github.com/druiensen/heart-disease/raw/master/data/heart-disease.csv -0 heart-disease-df.csv
hadeop fs -put heart-disease-df.csv /user/zeppelin/|

hadoop fs -1s /user/zeppelin/ | grep heart-disease-df.csv

/home/zeppelin
--2028-87-24 14:28:13-- https://github.com/drujensen/heart-disease/raw/master/data/heart-disease.csv

Resolving github.com (github.com)... 148.82.113.4

connecting to github.com (github.com)|148.82.113.4]:443... connected.

HTTP request sent, awaiting response... 382 Found

Location: https://rew.githubusercontent.com/drujensen/heart-disease/master/data/heart-disease.csv [following]
--2028-87-24 14:20:14-- https://raw.githubusercontent.com/drujensen/heart-disease/master/data/heart-disease.csv
Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 151.181.192,133, 151.181.128.133, 151.1€1.64.133, ...
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|151.181.192.133|:443... connected.

HTTP request sent, awaiting response... 280 OK

Length: 18642 (1K) [text/plain]

Saving to: *heart-disease-df.csv’

aK 188 2.58M=8.801s

2020-87-24 14:28:15 (8.60 MB/s) - ‘heart-disesse-df.csv’ saved [lee42/1ee42]

Figure 5.25-Uploading a file to HDFS.

Next, the resulting file must be added to the dataset for further processing, as
well as add libraries for data processing as shown in Figure 5.26.

Zpyspark

from pyspark.context import SparkContext
from pyspark.sql.session import SparkSession
from pyspark.sql.context import SQLContext
import pandas as pd

import matplotlib.pyplot as plt

import seaborn as sns

import numpy as np

from pyspark.sql import SparkSessicon

df = spark.read.csv("heart-disease-df.csv", header=True}

Figure 5.26-Loading data and libraries.

The next step is to get the number of rows that were added to the dataset and
view the contents, as shown in Figure 5.32.
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Gpyspark
df . count()

284

Zpyspark

df . showl()}

e et e R e R Fommm - D Fmmmm Fmmm—— e i e LR +
age|sex| cpltrestbps|chol|fbs|restecg|thalach|exang|oldpeak|slope| calthal|num

R T — Fommmm e Fommm o . R T =
28| 1] 2 138| 132] @ 2 185 8 8 o2 ? 8
29| 1] 2 128] 243] e 2 168 8 8 o2 ? 8
29| 1| 2 148 ENI ] a 178 2 2 L ? 8
3| e| 1 17e| 237] e 1 178 8 8 o2 3 8
31| e| 2 1ge| 219] e 1 158 8 8 o2 ? 8
32| e8| 2 185| 198| @ a 185 2 2 L ? 8
32| 1] 2 11e| 225] @ 2 184 8 8 o2 ? 8
32| 1] 2 125) 254] @ 2 155 8 8 o2 ? 8
23] 1] = 128| 298] @ a 185 8 8 L ] e
24| e| 2 138| 1e1| @ 2 192 2 2 o2 ? 8
34| 1] 2 158| 214] @ 1 168 8 8 o2 ? 8
34| 1] 2 gz| 228] @ a 158 8 8 L ] e
35| 8] 2 128| 168| @ 1 185 8 8 L ] e
25| 2| 4 148| 187| @ 2 158 2 2 o2 ? 8

Figure 5.27 — Number of rows in the dataset.

The selected fields and their header names are shown in Figure 5.28.

Zpyspark
df.columns

['age"', 'sex", 'cp', 'trestbps', 'chel’, 'fbs", 'restecg', 'thalach", 'exang', 'oldpeak"', 'sleope’, 'ca", 'thal’, "num |

Figure 5.28 — The name of the fields
Next, it is necessary to determine which age group is most often susceptible

to cardiovascular diseases. Figure 5.34 shows information about all the ages of the
study participants and further these visualization results.
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Fpyspark
#HEOGXOAMMOD ONPEAEANTE BOIPACTHY®M rPYNNY, KOTOPAA MaKCUManbHO NOABEPWEHD CEPAEYHO COCYAMCToM 3a00NesaHnam

age_val = (df.groupBy('age’).count(}.sort( age’).cache())
age_wval.count(}

age_val t = (age_val.tePandas(}.sort_values(by=["count'],ascending=False})
age_wval_t

age count

26 54 25
28 48 19
24 52 a7
27 55 is
21 49 is
18 46 13
25 53 12
22 58 1z
15 43 12
11 29 11
13 41 11
19 47 18
28 56 18
3@ G5B @
23 51 k]
31 59 g
Took 4 sec. Lest updated by admin at July 24 2020, 2:27:57 PM. (outdated)

Figure 5.29-Uploading a file to HDFS.

Figure 5.30 shows data visualization through the seaborn data visualization
tool.

Zpyspark
sns.catplot(x="age", y="count', data=age wal t, kind="bar', order=age_wval_t['age’'], height=18}

<seaborn.axisgrid.FacetGrid object at ex7flalsedeasex

count

54 4B 52 55 49 46 53 S50 43 39 41 47 S6 58 51 59 45 37 42 40 38 44 36 35 57 34 32 65 61 60 62 31 33 29 63 28 30 66
age

Took 44 sec. Last updated by admin at July 24 2020, 2:28:45 PM.

Figure 5.30-Visualization of the age group.

After the age group has been determined, it is necessary to obtain data on the
maximum number of heart contractions in this group of patients. First of all is need
to get data on patients whose age is 54 years, and then calculate how many patients
have peak contractions.
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Epyspark
#B NPEOBUAYNEM GHAAWSE Mol OGHBDYWMAW 4TO BOSPACTHAA FPYNNA 54 ros, 4GME BCEr0 NOABEPMEHA CC3, HYXHO ONPEASNATH MBKCMMENBHO SYWCAD CEPAEYHBIX COKDAMEHMEA

age_logs_val = df.filter(df["sge"] == 54).cache()
thalach_log_files = (age_logs_val.groupBy("thalach").count(}.sort("count”, ascending=False).limit(1@))}

thalach_val_t = (thalach_leg_files.toPandas().sort_values(by=['count'],ascending=False)}
thalach_val_t

thalach count
148
138
158
142
122
137
118
118
155
128

L I T R A
B R R R ww

-

d by edmin at July 24 2020, 3:04:09 PM. (outdated

Figure 5.31 — Number of peak contractions.

The next step is to visualize this data, the image below shows the result of
visualization.

Epyspark
sns.catplot({x="thalach®, y="count®, data=thalach_val_t, kind="bar", order=thalach_val_t['thalach'], height=18)

<seaborn.axisgrid.Faceterid object at ex7flofessroce:

count

122 137
thalach

Figure 5.32-Uploading a file to HDFS.

Apache Spark has extensive data processing tools, and is used as an effective
tool for parallel processing of large amounts of data in a cluster and to increase
processing speed. In this experiment are used the datasets of the online community
"Kaggle", about cardiovascular diseases, where the main indicators of the analysis
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of patients were selected. The Apache Zeppelin graphical shell was used to interact
with Spark, which provides data representation in a convenient visualization
format.

5.3 Loading and processing data using the MapReduce model

In the early versions of Hadoop, the main components were MapReduce and
the distributed file system Hadoop (HDFS), as well as Hadoop Common, a set of
common utilities and libraries. The Java Hadoop framework will be used to
implement the MapReduce distributed computing model. Hadoop is a framework
that creates distributed computing in clusters to work with huge datasets. The main
task of MapReduce is to use the map and reduce function to divide processing
tasks into several tasks. These given tasks are performed on cluster nodes where
the data are stored and then to combine that these tasks yield a consistent set of
results. Hadoop is built on Java and is available through the Python programming
language to write MapReduce code [48].

MapReduce typically partitions the input data set into independent blocks,
which are processed in the «Map» step completely in parallel. The framework sorts
the output data from this step, which then moves to the «Reduce» step, which is
responsible for combining the data with the «Map» step. Usually both input and
output data of the task are stored in the file system. The Framework is concerned
with planning, monitoring and repeating failed tasks. Typically, the computational
nodes and data storage nodes in a computational cluster are the same, that is,
MapReduce and the distributed Hadoop file system (HDFS) run on the same node
set. This configuration allows the platform to effectively plan tasks on nodes where
data are already present, resulting in very high aggregate bandwidth across the
cluster.

Hadoop MapReduce is a calculation that splits large tasks into separate tasks
that can be performed in parallel on a cluster of servers. The results of the tasks can
be combined to calculate the final results. As previously discussed, MapReduce
breaks up the data set into independent parts that are processed in a separate node
in a computing cluster. This is followed by the process of extracting data from
the.xlsx file and splitting it into parts. There are about 60,000 records to be
counted, counting by column, by region and by age.

Decomposition of the task. Create 3 classes necessary for the operation of
our program:

1. TokenizerMapper - a class that extends the Map<
KEYIN,VALUEIN,KEYOUT,VALUEOUT> superclass and maps input data of
the key/value type to a set of intermediate key/value pairs;

2. IntSumReducer - a class that extends the superclass Reducer< KEYIN,
VALUEIN, KEYOUT, VALUEOUT> and reduces the set of intermediate values
that have a common key to a smaller set of values;

3. Main — the main class that configures the operation of the Hadoop
framework.

Kiacc Main.
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package Main;

import java.io.IDException;

import java.util.StringTokenizer;

import org.apache.hadoop.conf.Configuration;

import org.apache.hadoop.fs.Path;

import org.apache.hadoop.io.IntlWritable;

import org.apache.hadoop.io.Text;

import org.apache.hadoop.mapreduce.Job;

import org.apache.hadoop.mapreduce.Mapper;

import org.apache.hadoop.mapreduce.Reducer;

import org.apache.hadoop.mapreduce.lib.input.FileInputFormat;
import org.apache.hadoop.mapreduce.lib.output.FileQutputFormat;

import MapReduce.*;
public class Main {

public static wvoid main{5tring[] args) throws Exception{
Configuration conf = new Configuration();
Job job = Job.getInstance(conf, "weord count");
job.setJarByClass(Main.class);
job.setMapperClass{TokenizerMapper.class);
job.setCombinerClass(IntSumReducer.class);
job.setReducerClass{IntSumReducer.class);
job.setOutputKeyClass(Text.class);
job.setOutputValueClass(IntlWritable.class);
FileInputFormat.addInputPath(job, new Path{args[@]));
FileQutputFormat.setOutputPath({job, new Path({args[1]));
System.exit({job.waitForCompletion{true) ? B8 : 1);

Figure 5.33-Main class.
Class IntSumReducer.

package MapReduce;

import java.io.IOException;

import java.util.StringTokenizer;

import org.apache.hadoop.io.IntWritable;
import org.apache.hadoop.io.Text;

import org.apache.hadoop.mapreduce.Reducer;

public class IntSumReducer extends Reducer<Text,IntWritable,Text,IntWritable> {
private IntWritable result = new IntWritable();

public void reduce(Text key, Iterable<IntWritable> values, Context context) throws IOException, InterruptedException {
int sum = @;
for (IntWritable val : values) {
sum += val.get();

result.set(sum);
context.write(key, result);

Figure 5.34- IntSumReducer class.

Class TokenizerMapper.
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package MapReduce;

import java.io.IOException;

import java.util.StringTokenizer;

import org.apache.hadoop.io.IntlWritable;

import org.apache.hadoop.io.Text;
import org.apache.hadoop.mapreduce.Mapper;

public class TokenizerMapper extends Mapper<Object, Text, Text, IntWritablex{

private final static IntWritable one = new IntWritable(1);
private Text word = new Text();
public void map(0Object key, Text wvalue, Context context) throws IOExcepticn, InterruptedException {
StringTokenizer itr = new StringTokenizer(value.toString());
while (itr.hasMoreTokens()) {
word.set(itr.nextToken());
context.write(word, cone);

}
A

Figure 5.35- TokenizerMapper Class

To run the program, one need to create two folders "age" and" region",
which will store files with information from the™ age "and"region" columns. Each
folder has 20 files, each file has 3000 entries. In the first step, the data is from .The
xlsx file must be split into separate files using a Python script.

import openpyxl
path = r"C:\Users\egor-\OneDrive\Pabo4uit cTon‘\lab\nanHee'\region”

workbook = openpyxl.load_workbook(path)
sheet = workbook.active

entries counter = @
for 1 in range(28):

regions = ""
age - ""

for j in range(388@):
if entries_counter »= len{sheet["B"]): break

regions += sheet["BE"][entries_counter].value + "\n"
age += sheet["H"][entries_counter].value + "'n"

with open("file region " + str{i) + ".txt", "w") as file:
file.write(regions)

with open("file_age " + str(i) + ".txt", "w") as file:
file.write(age)

Figure 5.36-Creating the "age" and "region" folders»

The next step is to export the missing Jar files for MapReduce as shown in
Figure 5.37.
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() JAR Export x
JAR File Specification
Define which resources should be exported into the JAR. - ,]

Select the resources to export:

b [ & BookCrossing_PreProcessing [ %) .classpath
b [ 3= Hadoop [ % project

b 32 MRDemo_1912

b [ & MRProject

b [ 3= Samnlel >
(I 1)
Export generated class files and resources

[] Export all output folders for checked projects
[] Export Java source files and resources

[] Export refactorings for checked projects. ©cloct relacto

Select the export destination:

JTCY B [ome fraining MRProgramsDemo jai [~]| Browse..

Options:

Compress the contents of the JAR file Jar Export
] Add directory entries

[] Qverwrite existing files without warning

Figure 5.37-Exporting missing jar files

This is followed by compiling the specified project and putting it in a jar file.
This can be done using maven builder (mvn package).

New Project X
w Java Project SDK: | P 1.8 (java version *1.8.0_201") </ New.
Java Enterprise
5 [ Create from archetype Add Archetype...
%, JBoss
@ 12ME > netsf.maven-sarmaven-archetype-sar
> s:camel-arch e-activem
W Clouds P 4
> es:camel-archetype-component
@) Spring > ses:camel-archetype-java
u Java FX > o oes:camel-archetype-scala
# Android > es:camel-archetype-spring
Intelli) Platform Plugin ) @ ’ esicamel-arclielype-war
> n:cocoon-22-archetype-block
s* Azure Spark/HDInsight = » oon:cocoon-22-archetype-block-plain
o2 Spring Initializr > o n:cocoon-22-archetype-webapp
> o archetypes:maven-archetype-j2ee-simple
> ¢ hetyp lad, J
Gradle > s:maven-archetype-mojo
® Groovy > o s:maven-archetype-portlet
> o res:maven-archetype-profiles
Grails 3
> o es:maven-archetype-quickstart
Application Forge > o cs:maven-archetype-site
Static Web e et acimpl
Flash
v LA
K Kotlin > o
) > o
B Empty Project > o s:myfaces-archetype-helloworld
> o ols:myfaces-archetype-helloworld-facelets
> o ools:myfaces-archetype-jsfcomponents
> s:myfaces-archetype-trinidad
> org.apache.struts:struts2-archetype-starter

Figure 5.38 - Building the maven package

94



PS D:\
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
LINFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

The next step is to prepare the packages (.jar) of the project.

Java_Repo\MapReduceForDistinctValue> mvn package
Scanning for projects...

--- maven-resources-plugin:2.6:resources (default-resources) @ MapReduceForDistinctValue ---
Using 'UTF-8' encoding to copy filtered resources. ) )
skip non existing resourceDirectory D:\Java_Repo\MapReduceForDistinctValue\src\main\resources

--- maven-compiler-plugin:3.1:compile (default-compile) @ MapReduceForDistinctValue ---
Changes detected - recompiling the module!
Compiling 4 source files to D:\Java_Repo\MapReduceForDistinctValue\target\classes

--- maven-resources-plugin:2.6:testResources (default-testResources) @ MapReduceForDistinctvalue ---
Using 'UTF-8' encoding to copy filtered resources.
skip non existing resourceDirectory D:\Java_Repo\MapReduceForDistinctValue\src\test\resources

--- maven-compiler-plugin:3.1:testCompile (default-testCompile) @ MapReduceForDistinctValue ---
Changes detected - recompiling the module!
Compiling 1 source file to D:\Java_Repo\MapReduceForDistinctValue\target\test-classes

--- maven-surefire-plugin:2.12.4:test (default-test) @ MapReduceForDistinctvValue ---
Surefire report directory: D:\Java_Repo\MapReduceForDistinctValue\target\surefire-reports

Running com.bdp.mapreduce.distinct.AppTest

: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 0.045 sec

ests run: 1, Failures: 0, Errors: 0, Skipped: 0

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

--- maven-jar-plugin:2.4:jar (default-jar) @ MapReduceForDistinctValue ---
Building jar: D:\Java_Repo\MapReduceForDistinctValue\target\MapReduceForDistinctValue-0.0.1-SNAPSHOT. jar

BUILD SUCCESS

Figure 5.39 - Preparing the jar package

Then one need to resolve the dependencies in the file pom.xml using the

cmd console.

pom

<dependency>

<groupld>org.apache.hadoop</groupld>
<artifactId>hadoop-common</artifactId>
<version>2.7.1</version>

</dependency>

<!-- Hadoop Mapreduce Client Core -->

<dependency>

<grouplds>org.apache.hadoop</groupld>
<artifactId>hadoop-mapreduce-client- core</artifactId>
<version>2.7.1</version>

</dependency>

<dependency>

<groupld>jdk.tools</groupld>
<artifactld>jdk.tools</artifactld>
<version>${java.version}</version>
<scope>system</scope>
<systemPath>${JAVA_HOME}/1ib/tools. jar</systemPath>

</dependency>

Figure 5.40-Adding dependencies to a file pom.xml

The next step is to add our input data to HDFS as shown in Figure 5.41.
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[root@N ~]# hadoop fs -copyFromLocal/home/NN/HadoopRepo/MapReduce/resources/distinctvalue/sampledata.txt

/user/bdp/mapreduce/distinctvalue/inpuﬂ

Figure 5.41-Command to add data to HDFS

The next step is to launch the application, as shown in Figure 5. 42.

koot@NN ~]# hadoop jar /home/NN/HadoopRepo/MapReduce/MapReduceForDistinctValue-0.0.1-SNAPSHOT.jar com.bdp.mapreduce.disti
nct.driver.DistinctValueDriver /user/bdp/mapreduce/distinctvalue/input /user/bdp/mapreduce/distinctvalue/output

Figure 5.42 - Launching the application

The MapReduce application was successfully executed, according to Figures
5.43 and 5.44

INFO client.RMProxy: Connecting to ResourceManager at /0.
INFO input.FileInputFormat: Total input files to process
INFO mapreduce.JobSubmitter: number of splits:1

INFO Configuration.deprecation: yarn.resourcemanager.syst
ated. Instead, use yarn.system-metrics-publisher.enabled
INFO mapreduce.JobSubmitter: Submitting tokens for job: j

INFO in®l.YarnClientImpl: Submitted application applicati

INFO mapreduce.Job: The url to track the job: http://loca
2725 0001/

INFO mapreduce.Job: Running job: job 1584546032725 0001
INFO mapreduce.Job: Job job 1584546032725 0001 running in
INFO mapreduce.Job: map 0% reduce 0%

INFO mapreduce.Job: map 100% reduce 0%

Figure 5.43 -Executing the MapReduce command

Reduce shuffle bytes=3558
Reduce input records=314
Reduce output records=139
Spilled Records=628
Shuffled Maps =1
Failed Shuffles=0
Merged Map outputs=1
GC time elapsed (ms)=126
CPU time spent (ms)=1220
Physical memory (bytes) snapshot=503894016
Virtual memory (bytes) snapshot=4236754944
Total committed heap usage (bytes)=298319872
Shuffle Errors
BAD ID=0
CONNECTION=0
10 ERROR=®
WRONG LENGTH=0
WRONG MAP=0
WRONG REDUCE=0
File Input Format Counters
Bytes Read=1669
File Output Format Counters
Bytes Written=2823

Figure 5.44 - Successful execution of the program

The result is two files "file_name" and "file_region", as shown in Figure 5.45.
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$ hadoop fs -1ls /Woutputs
Found 2 items
2020-07-28 03:36 /file region.txt

—YW=Y==Y—— 1 training supergroup

-rw-r—--r—- 1 training supergroup 2020-07-28 03:53 /file age.txt

Figure 5.45-Directory with output data

Figure 5.46 shows a list of files containing data files from the table.

Using regional data, one can calculate the age of patients and their number.

file_age _O.txt
file_age_1.txt
file_age_2.txt
file_age_3.txt
file_age_ 4.6t
file_age_S.txt
file_age_6.txt
file_age_7.txt
file_age_8.txt
file_age_9.txt
file_age_ 100t

file_age_ 1102

file_age_12.txt
file_age_13.ta2
file_age_ld.oa
file_age_15.0a
file_age_16.0at

file_age_17.0a
file_age_18.0a
file_age_15.txt

file_regeon_O.txt
file_region_1.oxt
file_regeon_2.0xt
file_region_3.txt
file_region_4.0xt
file_regron_5.0xt
file_region_6.txt
file_region_7.txt
file_region_S.ot
file_regson 9.t
file_regeon_10.tx1
file_regeon 11,02
file_region_12.tx
file_regron_13.txt
file_region_14.a
file_region_15.ta
file_region_16.ta

Figure 5.46-Output data files

Data was extracted from .xlsx file and divided into parts.
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Archive.zip age_output.txt

e 65 1861
72 1544
80 835
70 1827

MapReduce

=| age_outputixt 67 2003
81 666
74 660
69 2048
64 1956
79 844
66 1841
71 1656
73 856
63 1954
21 139
60 2063
56 1844
54 1316
76 717
57 1900
65 1861
52 1059
59 2105
61 2008

Figure 5.47-Contents of output files

As a result of processing, the contents of the output files allowed us to
determine the number of patients by age. The following figure shows the results of
counting the number in the "Region™ column, which contains files with data from
the table.

~$ hadoop fs -cat file_region.txt

1 AkMonuHckasa obnacTtb 6920

2 AkMmonuHckas obnactb 6721

3 AkTibuHCKas obnactb 3300

4 AnMaTuHCcKas obnactb 8400

5 Artbipayckas obnactb 2090

6 3anagHo-Ka3axcTaHckas obnactb 4491
7 Xambbinckas obnactb 5003

8 KaparaHguHckas obnactb 11004

9 KocTaHaitckaa obnacTtb 5203

10 Kbi3binopguHckas obnactb 3798
11 MaHrucrtayckas obnacte 3197

12 Masnopapckas obnactb 6383

13 CeBepo-KasaxcTaHckasa obnacTtb 6088
14 BocTtoyHo-Ka3zaxcTaHckas obnactb 10045
15 AnmaTtbl r.a. 14466

16 TypkecTaHckasa obnactb 10958

17 r. WbmMxkeHT 2115

18 r.Hyp-CyntaH 9170

Figure 5.48 — The Contents of the file file_region.txt

As a result of processing, the contents of the output files allowed us to
determine the number of patients by region.
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Conclusion

The modern world produces a wealth of unstructured and structured
information that provides statistics and forecasts the risks that can be faced by
different companies and enterprises. The BD assumes responsibilities such as
compiling statistical reports, compiling data in the database and presenting these
data in a user-friendly manner. The latest developments and technologies enable
information technology professionals to apply them to more complex tasks. The
impact of BD technologies is increasing every year. In the IS, the use of BD allows
the calculation of risks in the design of information solutions. It is also possible to
collect monitoring metrics from various logs of web servers as well as network
equipment metrics, as in the future, it is possible to analyze process data to obtain
detailed information for statistics on web operation servers and network devices.

This book installed the necessary components to create an IS for BD. A
system for managing server equipment using a hypervisor has been deployed. Web
server log processing and analysis components were deployed on the established
system.

As a result of the experiment, logs from the web server were processed and
the resulting visualization made it possible to identify the frequently visited
portions of the portal, i.e., which files are most frequently downloaded by users
when working with the portal. Errors were also identified from the web server
where this information allows identifying problems with the web server and
starting improvements on the platform.

In selecting the software solution for creating the IS with BD, an analysis of
existing solutions was made and the HDP product was used as a platform. This
platform provides a huge selection of applications to work with BD. The following
steps have been taken to process log data:

— web server log loading on the HDP server has been configured;

— the incoming data are analyzed using Python and the Apache Spark
distributed processing tool;

— Apache Zeppelin provides data in a convenient way for analysts and
users.

— data processing by python tools and libraries, which include tools such as
pandas, Numpy, matplotlib, seaborn.

In order to make the website a popular and popular resource, it is necessary
to optimize web portals in order to reduce the number of errors, increase the
efficiency of the sites of different spheres. Information technology professionals
are encouraged to improve the performance of their web portals, as web portals,
sites and businesses are an important asset in the organization’s advertising and are
the face of the company.

The results of the research and the comparative analysis obtained in this
manual allow developers and system administrators to improve the efficiency of
web portals by being able to analyze critical errors in web workservers, faulty or
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unused site or portal resources, finding problem safety zones in web servers and
sites.

This study on data processing and visualization will help web analysts to get
a more complete picture of how users use the web portal, which pages are the most
frequently used. These data make it possible to better understand and analyze the
behavior of users working with sites.

Apache Spark analyzed data processing rates depending on the amount of
data in the network date. The results show that there is a delay in processing the
data, but a small one, and processing speed in Apache Spark is high due to
processing data in the server memory.
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